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1. Introduction

2. Reason for Change
The specific requirements for MRFC and MRFP to support the MIKEY-TICKET procedures are marked FFS and should be specified. The requirements and procedures for end-to-end security should be added. This P-CR seeks to merge with C4-140461 (draft version).
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828, version 1.1.0.
*******
* * * First Change * * * *
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5.2.2
End-to-end security for TCP-based media using TLS

5.2.2.1
Generic procedures 
If the IMS-ALG receives any SDP containing media lines with TCP/TLS based transport (i.e. either "TCP/TLS/MSRP" or " TCP/TLS/BFCP"as transport protocol) and no request for end-to-access-edge security, the IMS-ALG shall:

·  follow the procedure of 3GPP TS 23.334 [34], subclause 6.2.1 (IMS-ALG/IMS-AGW interactions at session establishment) apart from the IMS-ALG providing "TCP/TLS" to the IMS-AGW as transport protocol and not providing any other media related information to the corresponding terminations and configuring the IMS-AGW to pass media transparently.
· forward the SDP with unmodified transport protocol for those media lines;

5.2.2.2
Specific procedures for session based messaging (MSRP)
None.

Editor's Note:  The scenario where both terminals of an e2e security protected media session are located behind firewalls/NATs is FFS.
5.2.2.3
Specific procedures for conferencing (BFCP)

None.
* * * Next Change * * * *

6.2.1
End-to-end security for TCP-based media using TLS

6.2.1.1
Generic procedures 
If the IBCF receives any SDP containing media lines with TCP/TLS based transport (i.e. either "TCP/TLS/MSRP" or "TCP/TLS/BFCP"as transport protocol) it shall:

· follow the procedure of 3GPP TS 29.162 [x], Figure 10.2.5.3 (IBCF and TrGW interactions at session establishment), where the IBCF does not offer transcoding.
· provide "TCP/TLS" to the TrGW as transport protocol
· forward the SDP with unmodified transport protocol for those media lines;

6.2.1.2
Specific procedures for session based messaging (MSRP)
None.
6.2.1.3
Specific procedures for conferencing (BFCP)

None.

* * * Next Change * * * *

7.1.1
End-to-end security for TCP-based media using TLS

7.1.1.1
General requirements
An MRFC and MRFP may support end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP). If end-to-end security protection is supported, the MRFC and MRFP shall implement end-to-end security for MSRP and BFCP as specified in 3GPP TS 33.328 [2].


* * * Next Change * * * *

7.1.1.3
Specific requirements for conferencing (BFCP)

In SDP, security for BFCP is specified using the transport "TCP/TLS/BFCP".
End-to-end security for BFCP is specified as part of security for conferencing in 3GPP 33.328 [2] and its Annex G.3 (specifically G.3.2). 
There is never a BFCP session between two UEs, therefore only the IMS UE might be located behind a remote firewall/NAT device, i.e. the use case where both peers are behind a NAT need not be considered for the Mp interface, see subclause 4.2.3.
* * * Next Change * * * *

7.2
Procedures 


7.2.1
End-to-end security for TCP-based media using TLS

7.2.1.1
Generic procedures 
See subclause 7.1.1.1.

7.2.1.2
Specific procedures for session based messaging (MSRP)

The procedures for MSRP end-to-end security are specified in 3GPP TS 33.328 [2].

7.2.1.3
Specific procedures for conferencing (BFCP)

See subclause 7.1.1.3.
