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1. Introduction
2. Reason for Change
Iq procedures for end-to access edge security of UDP-based media (T.38 fax over UDPTL/UDP) using DTLS are still not specified in the technical report.

3. Conclusions

Iq procedures for end-to access edge security for UDP-based media using DTLS need be specified according to requirements defined in subclause 5.3.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v1.1.0.
*******

* * * First Change * * * *

5.2.3.1
Generic procedures
5.2.3.1.1
Context model 
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Figure 5.2.3.1.1.1: H.248 context model
Figure 5.2.3.1.1.1 depicts the context model used in the subsequent subclauses. 
* * * Next Change * * * *

5.2.3.2
Specific procedures for T.38 fax over UDPTL/UDP transport

5.2.3.2.1 
Indicating support of e2ae security during registration

Support for the e2ae security for T.38 fax over UDPTL/UDP transport is indicated during registration by the IMS UE and the P‑CSCF (IMS‑ALG) using the Security-Client, Security-Server or Security-Verify header fields with a "mediasec=udptl‑dtls" header field parameter (defined in 3GPP TS 24.229 [5] subclause 7.2A.7). 

5.2.3.2.2 
IMS UE originating procedures for e2ae

Figure 5.2.3.2.2.1 shows the originating session set-up procedure for one or more UDPTL media stream(s) using e2ae security. 


[image: image2.emf]P-CSCF (IMS-ALG) IMS-AGW UE-A

3. Create outgoing termination T

2

1. SDP offer (c=IP1o, m=P1o UDP/TLS/

UDPTL, a=3ge2ae:requested, 

a=setup:actpass, a=fingerprint:ue-a)

2. H.248 ADD req (C=?, T=?, m=udptl, LAddr=?, 

LPort=?)

4. H.248 ADD resp (C=C1, T=T

2

, LAddr=IP2o, 

LPort=P2o)

 

5. Modify SDP offer 

6. SDP offer (c=IP2o, m=P2o udptl)

7. SDP answer (c=IP1a, m=P1a udptl)

9. Configure outgoing termination T

2

8. H.248 MOD req (C=C1, T=T

2

, RAddr=IP1a, 

RPort=P1a)

10. H.248 MOD resp (C=C1, T=T

2

)

 

15. Modify SDP answer 

17. SDP answer (c=IP2a, m=P2a UDP/

TLS/UDPTL, a=setup:active, 

a=fingerprint:agw)

14. DTLS ClientHello

Reserve AGW

Connection Point

(, Change Through-

Connection)

Configure AGW

Connection Point

(, Change Through-

Connection)

16. DTLS handshake messages

18. Remaining messages of DTLS handshake

12. Create incoming termination T

1

11. H.248 ADD req (C=C1, T=?, m=UDP/TLS/UDPTL, 

LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o, 

a=fingerprint:ue-a)

13. H.248 ADD resp (C=C1, T=T

1

, LAddr=IP2a, 

LPort=P2a, a=fingerprint:agw, RAddr=IP1o, 

RPort=P1o)

 

Reserve and 

Configure AGW

Connection Point

(, Change Through-

Connection)


Figure 5.2.3.2.2.1: Originating example call flow for e2ae case

The IMS UE‑A and the P‑CSCF (IMS‑ALG) perform an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2] and 3GPP TS 24.229 [5]. 

The procedure in the above figure for requesting e2ae‑security for a media stream is described step‑by‑step with an emphasis on the additional aspects for the P‑CSCF (IMS‑ALG) and IMS‑AGW of media protection using DTLS.
1.
The IMS UE‑A sends an SDP offer for a media stream containing cryptographic information, together with an "a=3ge2ae:requested" SDP attribute for the UDPTL related SDP m-line and with an "a=setup:actpass" SDP attribute, to the P‑CSCF (IMS‑ALG). For e2ae protection of UDPTL the cryptographic information contained in the SDP offer consists of the fingerprint of the certificate of IMS UE‑A in accordance to IETF RFC 4572 [14].

For each media stream that uses transport "UDP/TLS/UDPTL", the P‑CSCF (IMS‑ALG) checks for the presence of the "a=3ge2ae:requested" SDP attribute. If this indication is present and the P‑CSCF (IMS‑ALG) indicated support of e2ae‑security for UDPTL during registration, the P‑CSCF (IMS‑ALG) determines that e2ae security is applicable and proceeds as specified in this clause. 
NOTE: 
As specified in IETF draft‑ietf‑mmusic‑udptl‑dtls [29] the "setup" SDP attribute is used for negotiation of DTLS roles.
2.-4.
The P‑CSCF (IMS‑ALG) uses the "Reserve AGW Connection Point" procedure to request a termination for "UDPTL" media towards the core network.

5.
The P‑CSCF (IMS‑ALG) changes the transport from "UDP/TLS/UDPTL" to "UDPTL" in the SDP offer, removes the "a=3ge2ae:requested" SDP attribute, the fingerprint SDP attribute and the "a=setup" SDP attribute,  and inserts the address information received from the IMS‑AGW (see step 4).

6.
The P‑CSCF (IMS‑ALG) forwards the SDP offer.

7.
The P‑CSCF (IMS‑ALG) receives the SDP answer.

8.-10.
The P‑CSCF (IMS‑ALG) uses the "Configure AGW Connection Point" procedure to configure the termination towards the core network with remote address information.

11.-13.
The P‑CSCF (IMS‑ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a termination for "UDP/TLS/UDPTL" media towards the access network. In the remote descriptor, it provides the IP address, the port and the fingerprint attribute received from the IMS UE‑A containing the fingerprint of the UE´s certificate in accordance to IETF RFC 4572 [14]. This instructs the IMS‑AGW to verify during the subsequent DTLS handshake with the IMS UE‑A (see step 16) that the fingerprint of the certificate passed by the IMS UE‑A during the DTLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. In turn, the IMS‑AGW sends the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).

14.
The IMS‑AGW starts the establishment of the DTLS session.

15.
The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the IMS UE‑A. The P‑CSCF (IMS‑ALG) sets the transport to "UDP/TLS/UDPTL", includes the "a=setup:active" SDP attribute and includes the fingerprint of the IMS‑AGW´s certificate received in step 13.
16.
The IMS UE‑A and the IMS‑AGW exchange further messages of the DTLS handshake. When the IMS‑AGW receives the certificate of the IMS UE‑A via DTLS, the IMS‑AGW checks whether the fingerprint of the certificate of the IMS UE‑A received via DTLS matches the certificate fingerprint received in the a=fingerprint SDP attribute in step 11. In this message flow, the check is successful and thus session set‑up continues. 
17.
The P‑CSCF (IMS‑ALG) sends the updated SDP answer to the IMS UE‑A.
18. Upon reception of SDP answer with the fingerprint of the IMS‑AGW´s certificate the IMS UE‑A completes the media security setup i.e. the remaining messages of the DTLS handshake are exchanged between the IMS UE‑A and the IMS‑AGW.
5.2.3.2.3 
IMS UE terminating procedures for e2ae
Figure 5.2.3.2.3.1 shows the terminating session set‑up procedures for one or more UDPTL media stream(s) using e2ae security. 
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Figure 5.2.3.2.3.1: Terminating example call flow for e2ae case
The P‑CSCF (IMS‑ALG) and IMS UE‑B perform an IMS terminating session set‑up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2] and 3GPP TS 24.229 [5]. 

The procedure in the above figure for requesting e2ae security for a media stream is described step‑by‑step with an emphasis on the additional aspects for P‑CSCF (IMS‑ALG) and IMS‑AGW of media protection using DTLS.

1.
The P‑CSCF (IMS‑ALG) receives an SDP offer for an UDPTL media stream. For each UDPTL media stream offered with transport "UDPTL", if both the IMS UE‑B and the P‑CSCF (IMS‑ALG) indicated support for e2ae‑security for UDPTL during registration, the P‑CSCF (IMS‑ALG) determines that e2ae security is applicable and proceeds as specified in this clause. 

2.-4.
The P‑CSCF (IMS‑ALG) uses the "Reserve AGW Connection Point" procedure to request a termination for "UDP/TLS/UDPTL" media towards the access network. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).

5.-7.
The P‑CSCF (IMS‑ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a termination for "UDPTL" media towards the core network.

8.
The P‑CSCF (IMS‑ALG) changes the transport from "UDPTL" to "UDP/TLS/UDPTL" in the SDP offer, adds an "a=3ge2ae:applied" SDP attribute and an "a=setup:actpass" SDP attribute, inserts the address information and the fingerprint attribute with the IMS‑AGW´s certificate received from the IMS‑AGW in step 4.

NOTE: 
As specified in IETF draft‑ietf‑mmusic‑udptl‑dtls [29] the "setup" SDP attribute is used for negotiation of DTLS roles.
9.
The P‑CSCF (IMS‑ALG) forwards the SDP offer.

10.
The IMS UE‑B chooses to become the active party in the DTLS connection establishment and starts the establishment of the DTLS session.

11.
The IMS‑AGW and the IMS UE‑B exchange further messages of the DTLS handshake.
12.
The P‑CSCF (IMS‑ALG) receives the SDP answer. It contains the fingerprint attribute with the IMS UE‑B´s certificate in accordance to IETF RFC 4572 [14] and the "a=setup:active" SDP attribute.

13.-15.
The P‑CSCF (IMS‑ALG) uses the "Configure AGW Connection Point" procedure to configure the termination towards the IMS UE‑B with remote address information. In the remote descriptor, it also provides fingerprint attribute received from the IMS UE‑B.
16. The IMS‑AGW verifies during the subsequent DTLS handshake with the IMS UE‑B that the fingerprint of the certificate passed by the IMS UE‑B during this DTLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) (see step 13).
17.
The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the core network. The P‑CSCF (IMS‑ALG) sets the transport to "UDPTL" and removes the SDP fingerprint attribute and the SDP "setup" attribute from the SDP answer.

18.
The P‑CSCF (IMS‑ALG) sends the updated SDP answer to the core network. 

* * * End of Changes * * * *
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