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1. Introduction
The TR contains several editor's notes that were only meant to provide guidance to contributors. It also contains editor's notes that have already been addressed in other parts of the TR.
2. Reason for Change
It is proposed to remove these editor's notes. 
The editor's note in subclause 4.4.2.1.2 is redundant with the text of subclause 8.1.4 (Capabilities related to support of MGW autonomous behaviour).

The editor's note in subclause E.3 has been covered in subclause 4.4.2.1.2 ("likely delayed TCP connection setup" when using the delayed TCP connection establishment option).

The editor's note in subclause 5.1.1.2.4 indicates that requirements related to the following text are ambiguous in 3GPP TS 33.328. 

Vice versa, for each MSRP media stream to be set-up with e2ae security IMS-AGW shall uniquely associate the  fingerprint of its own certificate with a media stream and send the fingerprint of its certificate to the IMS-ALG. 

Editor's note: The corresponding requirement in 3GPP TS 33.328 [2] is ambiguous.

33.328: 6.2.1.3.2 Functional extension of the Iq interface for e2ae protection for MSRP

Vice versa, for each MSRP  media stream to be set-up with e2ae security IMS Access GW shall send the fingerprint of its certificate over the Iq interface to the P-CSCF (IMS-ALG) in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

"IMS-ALG" was meant rather than "IMS Access GW" in the text highlighted in blue. The editor's note can be removed as there is no ambiguity anyway for the CT4/CT3 work.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v1.1.0.
* * * First Change * * * *

4
Key issues and Design considerations for Extended IMS media plane security features


* * * Next Change * * * *

4.3
TLS procedures 


* * * Next Change * * * *

4.4
TCP procedures


* * * Next Change * * * *

4.4.2.1.2
H.248 control of TCP connection establishment at MGC by MGW

TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures, called TCP OPEN) at client and server side during the establishment phase of a TCP transport connection. Figure 4.4.2.1.2.1 illustrates principle involvement of the MGW in the end-to-end TCP connection. The remote TCP endpoints X and Y provide client or server role assignments, whereas the MGW local terminations are involved in TCP at different levels (e.g. dependent on TCP modes "relay", "merge" and "proxy", see ITU-T Recommendation H.248.84 [24] and H.248.TCP [36]).
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Figure 4.4.2.1.2.1: MGW: TCP to TCP interworking
In sub clause 4.4.2.1.1, the potential need for the following interactions between MGC and MGW has been identified:

1.
Reserving TCP terminations and requesting related IP addresses and port numbers; 

2.
Prepare a termination to receive an incoming TCP connection establishment (TCP SYN);

3.
Request that a TCP connection establishment (TCP SYN) is sent on a termination (outgoing TCP connection establishment);

4.
Allow sending a TCP connection establishment request;

5.
Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.
However, interactions 1 and 2 can be combined: Any new TCP termination is immediately prepared to receive an incoming TCP connection establishment (TCP SYN).

Only for a delayed establishment of the TCP connection to enable a remote source transport address filtering as described in subclause 4.4.2.2, interactions 1 and 2 are separated. Purpose of initial filtering are security concerns, but at the cost of likely delayed TCP connection setup as the first TCP SYN is likely to be received before remote source information is received in SDP and interaction 2 is triggered; the TCP connection establishment will proceed as usual after the remote peer repeats sending the TCP SYN ("which is normal TCP behaviour").

Interaction 4 is only required if the MGW decides whether to start a TCP connection establishment autonomously, rather than waiting for a TCP connection establishment from the peer termination. However, if the MGC selects the corresponding option, this interaction is not required and the MGC can simply send indication 3 to trigger the MGW to send a TCP connection establishment request. However, the MGW may need to check when receiving interaction 3 if it already sent a TCP connection establishment before (if the MGW autonomously forwards TCP connection establishment requests).

As an alternative to interaction 5, this behavior could be based on H.248 profile (by defining default values for provisioned H.248 signalling elements):

 -
For an intermediate MGC (e.g. IBCF, IMS/ALG) that forwards a received SDP offer without modifying the a=setup attribute, an attached MGW (TrGW/AGW) that uses the TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment at another termination in the same context is advantageous, as it allows to speed up TCP connection establishment and allows for a MGW that does not require TCP role awareness. This is also the expected behavior for the current versions of the Ix and Iq profiles.

-
An MGC that interworks several call legs and acts independently as SDP offerer or answerer towards them (e.g. MRFC), requires a MGW that does not autonomously forward received TCP connection establishment requests.

NOTE:
An H.248 profile may specify a predefined behaviour by defining default values for provisioned H.248 signalling elements. H.248 profiles are not allowed to modify the semantic and syntax of H.248 information elements.

Should the IMS-ALG or IBCF procedures in TS 24.229 [5] be enhanced to allow a modification of the "a=setup" attribute, the IBCF, IMS/ALG behavior could either be changed not to allow a dynamic forwarding, or a signalling interaction could be used. 


The following H.248 signalling indications are agreed to be required:

1.
Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall be prepared to receive an incoming TCP connection establishment (TCP SYN).

2.
Request that a TCP connection establishment (TCP SYN) is sent on a termination.

3.
Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN)  received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.

4.
Optional for MGC and MGW to support, and only for Ix and Iq: Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall ignore any incoming TCP connection establishment (TCP SYN).

5.
Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to the MGW to accept incoming TCP connection establishment (TCP SYN) only from indicated remote address.

* * * Next Change * * * *

5.1
Requirements 


* * * Next Change * * * *

5.1.1.2.4
Functional extension of the Iq interface for e2ae protection for MSRP
For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall send the certificate fingerprint received from the IMS UE to the IMS-AGW and the IMS-AGW shall uniquely associate the fingerprint with a media stream. 

Vice versa, for each MSRP media stream to be set-up with e2ae security IMS-AGW shall uniquely associate the  fingerprint of its own certificate with a media stream and send the fingerprint of its certificate to the IMS-ALG. 

For protection of session based messaging traffic, the IMS-AGW shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in IETF RFC 4975 [6]) to verify the establishment of the TLS session to belong to the served user. When the TLS session has been established, the IMS-AGW shall be prepared to convert unprotected MSRP packets to protected MSRP packets and vice versa and send the packets to the UE or receive them from the UE, as described in subclause 5.2.
* * * Next Change * * * *

5.2
Procedures 


* * * Next Change * * * *

6
IBCF/ TrGW interface (Ix)


6.1
Requirements 


* * * Next Change * * * *

6.2
Procedures 


* * * Next Change * * * *

7
MRFC/ MRFP interface (Mp)


7.1
Requirements 


* * * Next Change * * * *

7.2
Procedures 


* * * Next Change * * * *

8
3GPP- ITU-T H.248 requirements gap analysis


* * * Next Change * * * *

Annex B:
Release 12 requirements and procedures for extended media security

The Rel-12 requirements from 3GPP TS 33.328 [2] version 12.3.0, regarding extended media security are copied and Rel-12 new text additions are shown in this Annex as underlined text. For completeness, in some chapters, the text of 3GPP TS 33.328, version 11.0.0 is shown without underlines.
This Annex will not be updated to align with possible future versions of 3GPP TS 33.328 [2]. 
3GPP TS 33.328 [2] overrides any text in this Annex.

This Annex shows the subclause numbers and titles of 3GPP TS 33.328 [2], which contain relevant requirements for the present document.  

NOTE:
The requirements and procedure descriptions in this annex, which are covered in the main body of the present document, are marked with yellow background. 


* * * Next Change * * * *

E.3
Aspect of TCP bearer connection establishment

Figure E.3.1 illustrates again the same end-to-end network configuration. This sub-clause focuses on the TCP bearer connection only (aspects related to TLS as well as IP application protocols are excluded from the discussion here). Further, only the communication establishment phase is considered.

MGC-local policies (see subclause 4.5) are illustrated in Figure E.3.1. For instance, MGC1 could know the address translation behaviour of NATX (NAT policy) and know security issues with home network domain X (e.g., due to a recently located security attack from this domain) (security policy). And MGC2 might be absolutely unaware of the specific behaviour of NATY (NAT policy).

Whether the call is initiated by UEX or UEY or by both in parallel is not considered. Thus, the SIP-level SDP Offer/Answer cycles and H.248 command request/reply cycles are just indicated at high-level in Figure E.3.1.

Discussion:

-
L3/L4 level NAT-T is resulting in following TCP modes (during TCP bearer connection establishment) in the five MGWs:

-
TCP merge mode: MGW1;

NOTE 1:
This is just one option, actually the TCP merge function could be principally provided by all five MGWs, see H.248.84 [24]. It should be also emphasized that the call establishment direction is not outlined in this example.

-
TCP relay mode: MGW2, MGW3, MGW4;

-
TCP proxy mode: MGW5 
(in more detail: the TCP proxy variant would be "L4+ aware" (due to TLS session termination) and possibly "lightweight" (dependent on TCP bearer connection establishment configuration)); 

-
End-to-end TCP bearer connection: 

-
there are thus effectively two TCP bearer connection segments (UEX to MGW5 and MGW5 to UEY) due to the nature of "TCP proxy" behaviour;

-
the TCP bearer connection establishment process is normally immediately started, as early as possible (in order to minimize end-to-end connectivity establishment delay), but the IMS-AGWs in the example here might shortly delay that process (dependent on SDP Offer/Answer signalling, single or two-stage H.248 command cycles (see below) and potential security attacks (see e.g. clause 12 on security considerations in H.248.TCP [36]));


-
TCP flow control aspects: 

-
see subclause E.4;

-
SDP Offer/Answer:

-
3GPP TS 24.229 [5] limits the indication and negotiation of the media configuration to a single end-to-end cycle;

-
the indicated SIP servers (as P-CSCF/IMS-ALG and IBCF) acting as SIP B2BUA, i.e., could break the end-to-end SDP Offer/Answer negotiations.

-
H.248 command request/reply cycles (MGC to MGW):

-
triggered by incoming SIP messages;

-
creation of H.248 context and TCP-enabled H.248 termination could be

a) already started with the "initial SDP offer", and then concluded in a 2nd cycle with the SDP answer (NOTE), or

b) in a single cycle when all relevant information would be available.
-
it's up to the MGC to trade-off "early media connectivity" versus "signalling cycles, etc"

-
TLS security session: at this high-level of the example, 

-
the TLS session establishment direction might be the same or the opposite as the TCP bearer connection establishment direction (e.g., dependent on IP application protocol);

-
the TLS session establishment process is considered to be tightly coupled to the TCP bearer connection establishment process (in Rel-12).

NOTE 2:
The two H.248 cycles relate to an ADD and MODIFY phase. The actual TCP bearer connection establishment may be delayed till the MODIFY step.

* * * Next Change * * * *

E.4.2.1
Without early application data

The scenario where the L4+ protocol (e.g., TLS) is just starting to send TCP data when the TCP endpoint is in connection state "ESTAB", i.e., after the establishment phase. The MGWs does consequently not need to buffer any TCP data.

TCP flow control becomes effectively only the handling of TCP SN/AN numbers by the MGWs:

-
TCP merge mode (MGW1): according to H.248.84 [24] (i.e., TCP SN/AN numbers are adapted in order to realize a TCP simultaneous open);

-
TCP relay mode (MGW2, MGW3, MGW4): pure forwarding of TCP packets;

-
TCP proxy mode (MGW5): TCP SN/AN number handling according TCP three-way handshake procedures at each TCP endpoint; 

* * * End of Changes * * * *
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