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1. Introduction
Subclause 4.4.2.2 of TR 29.828 contains the following editor's note:
Editor's Note: It is for further studies whether the "delayed" establishment option needs to be supported in Rel-12.
The start of the TCP connection establishment may happen during an H.248 ADD command or subsequently upon an H.248 MOD command, as already documented in subclauses 4.4.2.1.1 and 4.4.2.1.2, where the following H.248 signalling indications were agreed in particular:
1.	Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall be prepared to receive an incoming TCP connection establishment (TCP SYN).
2.	Request that a TCP connection establishment (TCP SYN) is sent on a termination.

2. Reason for Change
This contribution proposes to replace the editor's note by text stating that both options are supported.
Immediate TCP connection establishment shall be supported. 
Delayed TCP connection establishment (i.e. indicating to the MGW to ignore temporarily initial TCP connection establishment requests (TCP SYN) (due to security reasons). 
The internal forwarding of TCP stimuli as a trigger to send TCP connection establishment on the other termination in the same context is optional to support. 

3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.828 v1.0.0.


* * * First Change * * * *
[bookmark: _Toc372877441][bookmark: _Toc372877442]4.4.2.1.2	H.248 control of TCP connection establishment at MGC by MGW
TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures, called TCP OPEN) at client and server side during the establishment phase of a TCP transport connection. Figure 4.4.2.1.2.1 illustrates principle involvement of the MGW in the end-to-end TCP connection. The remote TCP endpoints X and Y provide client or server role assignments, whereas the MGW local terminations are involved in TCP at different levels (e.g. dependent on TCP modes "relay", "merge" and "proxy", see ITU-T Recommendation H.248.84 [24] and H.248.TCP [36]).


Figure 4.4.2.1.2.1: MGW: TCP to TCP interworking
In sub clause 4.4.2.1.1, the potential need for the following interactions between MGC and MGW has been identified:
1.	Reserving TCP terminations and requesting related IP addresses and port numbers; 
2.	Prepare a termination to receive an incoming TCP connection establishment (TCP SYN);
3.	Request that a TCP connection establishment (TCP SYN) is sent on a termination (outgoing TCP connection establishment);
4.	Allow sending a TCP connection establishment request;
5.	Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.
However, interactions 1 and 2 can be combined: Any new TCP termination is immediately prepared to receive an incoming TCP connection establishment (TCP SYN).
Only for a delayed establishment of the TCP connection to enable a remote source transport address filtering as described in clause 4.4.2.2., interactions 1 and 2 are separated. Purpose of initial filtering are security concerns, but at the cost of likely delayed TCP connection setup as the first TCP SYN is likely to be received before remote source information is received in SDP and interaction 2 is triggered; the TCP connection establishment will proceed as usual after the remote peer repeats sending the TCP SYN ("which is normal TCP behaviour").
Interaction 4 is only required if the MGW decides whether to start a TCP connection establishment autonomously, rather than waiting for a TCP connection establishment from the peer termination. However, if the MGC selects the corresponding option, this interaction is not required and the MGC can simply send indication 3 to trigger the MGW to send a TCP connection establishment request. However, the MGW may need to check when receiving interaction 3 if it already sent a TCP connection establishment before (if the MGW autonomously forwards TCP connection establishment requests).
As an alternative to interaction 5, this behavior could be based on H.248 profile (by defining default values for provisioned H.248 signalling elements):
 -	For an intermediate MGC (e.g. IBCF, IMS/ALG) that forwards a received SDP offer without modifying the a=setup attribute, an attached MGW (TrGW/AGW) that uses the TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment at another termination in the same context is advantageous, as it allows to speed up TCP connection establishment and allows for a MGW that does not require TCP role awareness. This is also the expected behavior for the current versions of the Ix and Iq profiles.
-	An MGC that interworks several call legs and acts independently as SDP offerer or answerer towards them (e.g. MRFC), requires a MGW that does not autonomously forward received TCP connection establishment requests.
NOTE:	An H.248 profile may specify a predefined behaviour by defining default values for provisioned H.248 signalling elements. H.248 profiles are not allowed to modify the semantic and syntax of H.248 information elements.
Should the IMS-ALG or IBCF procedures in TS 24.229 [5] be enhanced to allow a modification of the "a=setup" attribute, the IBCF, IMS/ALG behavior could either be changed not to allow a dynamic forwarding, or a signalling interaction could be used. 
Editor's Note: For information - The above indicated requirements concerning MGW autonomous behaviour for support of fast and efficient TCP bearer connection establishment procedures is presently work in progress in the ITU-T by the definition of so called H.248 "interlinkage" properties (see H.248.TCP package proposal for the TCP enhanced connection control package, and work item H.248.SEPLINK).

The following H.248 signalling indications are agreed to be required:
1.	Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall be prepared to receive an incoming TCP connection establishment (TCP SYN).
2.	Request that a TCP connection establishment (TCP SYN) is sent on a termination.
3.	Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN)  received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.
4.	Optional for MGC and MGW to support, and only for Ix and Iq: Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall ignore any incoming TCP connection establishment (TCP SYN).
5.	Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to the MGW to accept incoming TCP connection establishment (TCP SYN) only from indicated remote address.

Editor's Note: Additionally, Interaction 5 is ffs.

* * * Next Change * * * *
4.4.2.2	Start of TCP connection establishment
There are inherent different establishment scenarios for each TCP endpoint, primarily due to its properties of connection-orientation and client/server asymmetry. The different TCP establishment steps follow different state transitioning scenarios (TCP passive open, active open, simultaneous), see IETF RFC 793 [20].
The MGC controls the start of TCP connection establishment (see clause 4.4.2.1). The start is normally tightly coupled to the creation of local TCP resources (i.e., the first ADD.req command), but could be also delayed (i.e., a subsequent MODify.req cycle), e.g. in order
-	to address possible TCP security attack scenarios (e.g. source port filtering is only possible once the remote address information has been received in SDP), 
NOTE 1: Filtering of remote source transport addresses is supported at the Ix and Iq interface, but not at the Mp interface.
-	to support a  resource management concept in separating the reservation and preparation phase of local TCP resources from the phase of TCP connection establishment, 
NOTE 12: SIP level SDP offer/answer procedures might be decoupled from gateway control procedures.
NOTE 23: The "two-stage resource reservation" procedures as defined by ETSI TS 183 018 [22], clause 5.17.1.11, could be principally applied.
-	to support NAT-T scenarios (due to end-to-end TCP connectivity aspects) or/and
NOTE 34: Example, a H.248 connection model with two TCP enabled stream endpoints. The start of TCP connection establishment at one termination shall be delayed as long as a parallel L3/L4 NAT-T procedure at the other termination is ongoing.
-	others.
Editor's Note: It is for further studies whether the "delayed" establishment option needs to be supported in Rel-12.
Delayed TCP connection establishment has the disadvantage that the TCP connection setup is frequently delayed until the remote repeats sending the TCP SYN (when the first TCP SYN is dropped). However, delayed establishment should not jeopardize finally a successful call due to the timing framework of the concerned TCP-based communication services (instant messaging, conference control).
The following procedures are supported for Rel-12: 
-	immediate TCP connection establishment is mandatory to support;
-	delayed TCP connection establishment (i.e. indicating to the MGW to reserve TCP terminations but ignore any incoming TCP connection establishment, and, at a later stage indicate to the MGW to accept incoming TCP connection establishment (TCP SYN) only from indicated remote address) is optional to support and only applicable for the Ix and Iq interfaces.

* * * Next Change * * * *
[bookmark: _Toc372877479]5.2.1.2.2 	IMS UE originating procedures for e2ae
Figure 5.2.1.2.2.1 shows the originating session set-up procedures for one or more MSRP media stream(s) using e2ae security. 



Figure 5.2.1.2.2.1: Originating example call flow for e2ae case
The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2]. 
The procedure in the above figure for requesting e2ae security for a media stream is described step-by-step with an emphasis on the additional aspects for IMS-ALG and IMS-AGW of media protection using TLS.
1.	IMS UE A sends an SDP offer for a media stream containing cryptographic information, together with an "a=3ge2ae:requested" SDP attribute for the MSRP-related SDP m-line, to the P‑CSCF (IMS‑ALG). For e2ae protection of MSRP the cryptographic information contained in the SDP offer consists of the fingerprint of the certificate of IMS UE A in accordance to IETF RFC 4975 [6]. For each media stream that uses transport "TCP/TLS/MSRP", the P‑CSCF (IMS‑ALG) checks for the presence of the "a=3ge2ae:requested" SDP attribute. If that indication is present and the P‑CSCF (IMS‑ALG) indicated support of e2ae-security for MSRP during registration, the P‑CSCF (IMS‑ALG) allocates the required resources, includes the IMS‑AGW in the media path and proceeds as specified in this clause. 
NOTE 1: 	An operator can choose to terminate TLS in the IMS‑AGW according to the following steps for all media streams that are signalled in SIP INVITE messages with transport TCP/TLS/MSRP and a certificate fingerprint attribute, even if the UE did not indicate support for e2ae security during registration and did not indicate usage of e2ae security for the respective media streams in the INVITE. This can lead to session failures for pre-Rel-12 IMS UEs or non-IMS UEs due to a mismatch of security parameters sent by the network and expected by the UE, but on the other hand, it will ensure compatibility with GSMA RCS 5.1 [18, 31], which specifies that TLS for MSRP is always terminated in the network. 
2.-4.	The IMS-ALG uses the "Reserve AGW Connection Point" procedure to request a termination for "TCP/MSRP" media towards the core network.
Editor`s note: The used transport protocol value ("TCP/MSRP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
5.-7.	The IMS-ALG uses the "Reserve And Configure AGW Connection Point" procedure to request a termination for "TCP/TLS/MSRP" media towards the access network. In the remote descriptor, it provides the IP address, port and fingerprint attribute received from the UE containing the fingerprint of the UE´s certificate in accordance to IETF RFC 4975 [6]. This instructs the IMS‑AGW to verify during the subsequent TLS handshake with the IMS UE (see step 9) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).
Editor`s note: The used transport protocol value ("TCP/TLS/MSRP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
NOTE 2: 	These steps could be combined with steps 13.-15. This saves H.248 signalling interactions but can delay the TCP connection setup. 
Editor`s note: Related conditions should be described.
8.	The P‑CSCF (IMS‑ALG) changes the transport from "TCP/TLS/MSRP" to "TCP/MSRP" in the SDP offer, removes the "a=3ge2ae:requested" SDP attribute and the fingerprint SDP attribute,  and inserts the address information received from the IMS-AGW.
9.	The P‑CSCF (IMS‑ALG) forwards the SDP offer.
10.	The remote peer chooses to become the active party in the TCP connection establishment and sends a TCP SYN to establish the TCP connection. 
Editor`s note: It is ffs if the TCP SYN can be dropped or stored until step 13 to enable a source address and port filtering.
11.	The IMS-AGW sends a TCP SYN towards the UE to establish a TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport address filtering, the TCP SYN received from the remote peer shall be dropped and the IMS-AGW shall defer the sending of the TCP SYN towards the UE until it receives a repeated TCP SYN after step 13.
Editor`s note: Callflow should be expanded to show also subsequent TCP packets of the TCP connection establishment.
12.	The P‑CSCF (IMS‑ALG) receives the SDP answer.
13.-15.	The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the core network with remote address information. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the IMS-ALG indicates to the IMS-AGW to accept incoming TCP connection establishment (TCP SYN) only from the indicated remote transport address. 
NOTE 3: 	For "a=setup:active" in the SDP answer, these steps could possibly be skipped as the IMS-AGW will use the address information in the TCP SYN when replying. 
16.-18.	The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the access network with the TLS setup direction, in accordance with the information in the "a=setup" attribute in the SDP answer.
19.	The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the UE A. The P‑CSCF (IMS‑ALG) sets the transport to "TCP/TLS/MSRP" and includes the fingerprint of the IMS‑AGW´s certificate in accordance to IETF RFC 4975 [6].
20.	The P-CSCF (IMA-ALG) then sends the updated SDP answer to IMS UE A. After receiving this message IMS UE A completes the media security setup. 
21.	The P-CSCF (IMA-ALG) starts the establishment of the TLS session.
[bookmark: _Toc372877480]
* * * Next Change * * * *
5.2.1.2.3 	IMS UE terminating procedures for e2ae
Figure 5.2.1.2.3.1 shows the terminating session set-up procedures for one or more MSRP media stream(s) using e2ae security. 



Figure 5.2.1.2.3.1: Terminating example call flow for e2ae case
The IMS UE B performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2]. 
The procedure in the above figure for requesting e2ae security for a media stream is described step-by-step with an emphasis on the additional aspects for IMS-ALG and IMS-AGW of media protection using TLS.
1.	The P‑CSCF (IMS‑ALG) receives an SDP offer for an MSRP media stream. For each MSRP media stream offered with transport "TCP/MSRP", if both the IMS UE and P‑CSCF (IMS‑ALG) indicated support for e2ae-security for MSRP during registration, the P‑CSCF (IMS‑ALG) allocates the required resources, includes the IMS‑AGW in the media path and proceeds as specified in this clause. 
2.-4.	The IMS-ALG uses the "Reserve AGW Connection Point" procedure to request a termination for "TCP/TLS/MSRP" media towards the access network. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).
Editor`s note: The used transport protocol value ("TCP/TLS/MSRP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
5.-7.	The IMS-ALG uses the "Reserve And Configure AGW Connection Point" procedure to request a termination for "TCP/ MSRP" media towards the core network.
Editor`s note: The used transport protocol value ("TCP/MSRP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
8.	The P‑CSCF (IMS‑ALG) changes the transport from "TCP/ MSRP" to "TCP/TLS/MSRP" in the SDP offer, adds the "a=3ge2ae:applied" SDP attribute and the fingerprint SDP attribute received from the IMS-AGW, and inserts the address information received from the IMS-AGW.
9.	The P‑CSCF (IMS‑ALG) forwards the SDP offer.
10.	The UE B chooses to become the active party in the TCP connection establishment and sends a TCP SYN to establish the TCP connection.
11.	The IMS-AGW sends a TCP SYN towards the core network to establish a TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport address filtering, the TCP SYN received from the UE shall be dropped and the IMS-AGW shall defer the sending of the TCP SYN towards the remote peer until it receives a repeated TCP SYN after step 14.
Editor`s note: It is ffs if the TCP SYN can be dropped or stored until step 15 to enable a source address and port filtering.
Editor`s note: Callflow should be expanded to show also subsequent TCP packets of the TCP connection establishment.
12.	Upon completion of the TCP connection establishment, the UE B starts the establishment of the TLS session. The IMS-AGW needs to wait until step 14 to verify the received fingerprint.
13.	The P‑CSCF (IMS‑ALG) receives the SDP answer. It contains the fingerprint attribute with the UE´s certificate in accordance to IETF RFC 4975 [6].
14.-16.	The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the UE B with remote address information. In the remote descriptor, it also provides fingerprint attribute received from the UE. This instructs the IMS‑AGW to verify during the subsequent TLS handshake with the IMS UE (see step 12) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the IMS-ALG indicates to the IMS-AGW to accept incoming TCP connection establishment (TCP SYN) only from the indicated remote transport address.
17.	The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the core network. The P‑CSCF (IMS‑ALG) sets the transport to "TCP/ MSRP" and removes the SDP fingerprint attribute.
18.	The P-CSCF (IMA-ALG) then sends the updated SDP answer to core network. 

* * * Next Change * * * *
[bookmark: _Toc372877483]5.2.1.3.2 	IMS UE originating procedures for e2ae
Figure 5.2.1.3.2.1 shows the originating session set-up procedures for one or more BFCP media stream(s) using e2ae security. 



Figure 5.2.1.3.2.1: Originating example call flow for e2ae case
The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2]. 
The procedure in the above figure for requesting e2ae security for a media stream is described step-by-step with an emphasis on the additional aspects for IMS-ALG and IMS-AGW of media protection using TLS.
1.	IMS UE A sends an SDP offer for a media stream containing cryptographic information, together with an "a=3ge2ae:requested" SDP attribute for the BFCP-related SDP m-line, to the P‑CSCF (IMS‑ALG). For e2ae protection of BFCP the cryptographic information contained in the SDP offer consists of the fingerprint of the certificate of IMS UE A in accordance to IETF RFC 4975 [6]. For each media stream that uses transport "TCP/TLS/BFCP", the P‑CSCF (IMS‑ALG) checks for the presence of the "a=3ge2ae:requested" SDP attribute. If that indication is present and the P‑CSCF (IMS‑ALG) indicated support of e2ae-security for BFCP during registration, the P‑CSCF (IMS‑ALG) allocates the required resources, includes the IMS‑AGW in the media path and proceeds as specified in this clause. 
2.-4.	The IMS-ALG uses the "Reserve AGW Connection Point" procedure to request a termination for "TCP/BFCP" media towards the core network.
Editor`s note: The used transport protocol value ("TCP/BFCP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
5.-7.	The IMS-ALG uses the "Reserve And Configure AGW Connection Point" procedure to request a termination for "TCP/TLS/BFCP" media towards the access network. In the remote descriptor, it provides the IP address, port and fingerprint attribute received from the UE containing the fingerprint of the UE´s certificate in accordance to IETF RFC 4975 [6]. This instructs the IMS‑AGW to verify during the subsequent TLS handshake with the IMS UE (see step 9) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).
Editor`s note: The used transport protocol value ("TCP/TLS/BFCP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
8.	The P‑CSCF (IMS‑ALG) changes the transport from "TCP/TLS/BFCP" to "TCP/BFCP" in the SDP offer, removes the "a=3ge2ae:requested" SDP attribute and the fingerprint SDP attribute,  and inserts the address information received from the IMS-AGW.
9.	The P‑CSCF (IMS‑ALG) forwards the SDP offer.
10.	The remote peer chooses to become the active party in the TCP connection establishment and sends a TCP SYN to establish the TCP connection.
Editor`s note: It is ffs if the TCP SYN can be dropped or stored until step 15 to enable a source address and port filtering.
Editor`s note: Callflow should be expanded to show also subsequent TCP packets of the TCP connection establishment.
11.	The IMS-AGW sends a TCP SYN towards the UE to establish a TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport address filtering, the TCP SYN received from the remote peer shall be dropped and the IMS-AGW shall defer the sending of the TCP SYN towards the UE until it receives a repeated TCP SYN after step 14.
Editor`s note: It is ffs if sending this TCP SYN is triggered by the incoming SYN in step 10 or a request from the IMS-ALG.
12.	Upon completion of the TCP connection establishment, the UE B starts the establishment of the TLS session. The IMS-AGW needs to wait until step 14 to verify the received fingerprint.
13.	The P‑CSCF (IMS‑ALG) receives the SDP answer.
14.-16.	The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the core network with remote address information. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the IMS-ALG indicates to the IMS-AGW to accept incoming TCP connection establishment (TCP SYN) only from the indicated remote transport address.
NOTE: 	For "a=setup:active" in the SDP answer, these steps could possibly be skipped as the IMS-AGW will use the address information in the TCP SYN when replying. 
17.	The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the UE A. The P‑CSCF (IMS‑ALG) sets the transport to "TCP/TLS/BFCP" and includes the fingerprint of the IMS‑AGW´s certificate in accordance to IETF RFC 4975 [6].
18.	The P-CSCF (IMA-ALG) then sends the updated SDP answer to IMS UE A. After receiving this message IMS UE A completes the media security setup. 
[bookmark: _Toc372877484]
* * * Next Change * * * *
5.2.1.3.3 	IMS UE terminating procedures for e2ae
Figure 5.2.1.3.3.1 shows the terminating session set-up procedures for one or more BFCP media stream(s) using e2ae security. 



Figure 5.2.1.3.3.1: Terminating example call flow for e2ae case
The IMS UE B performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2]. 
The procedure in the above figure for requesting e2ae security for a media stream is described step-by-step with an emphasis on the additional aspects for IMS-ALG and IMS-AGW of media protection using TLS.
1.	The P‑CSCF (IMS‑ALG) receives an SDP offer for an MSRP media stream. For each BFCP media stream offered with transport "TCP/BFCP", if both the IMS UE and P‑CSCF (IMS‑ALG) indicated support for e2ae-security for BFCP during registration, the P‑CSCF (IMS‑ALG) allocates the required resources, includes the IMS‑AGW in the media path and proceeds as specified in this clause. 
2.-4.	The IMS-ALG uses the "Reserve AGW Connection Point" procedure to request a termination for "TCP/TLS/BFCP" media towards the access network. The IMS-ALG instructs the IMS-AGW to start the establishment of the TLS session. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).
Editor`s note: The used transport protocol value ("TCP/TLS/BFCP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
5.-7.	The IMS-ALG uses the "Reserve And Configure AGW Connection Point" procedure to request a termination for "TCP/BFCP" media towards the core network.
Editor`s note: The used transport protocol value ("TCP/BFCP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
8.	The P‑CSCF (IMS‑ALG) changes the transport from "TCP/ BFCP" to "TCP/TLS/BFCP" in the SDP offer, adds the "a=3ge2ae:applied" SDP attribute and the fingerprint SDP attribute received from the IMS-AGW, and inserts the address information received from the IMS-AGW.
9.	The P‑CSCF (IMS‑ALG) forwards the SDP offer.
10.	The UE B chooses to become the active party in the TCP connection establishment and sends a TCP SYN to establish the TCP connection.
Editor`s note: It is ffs if the TCP SYN can be dropped or stored until step 15 to enable a source address and port filtering.
Editor`s note: Callflow should be expanded to show also subsequent TCP packets of the TCP connection establishment.
11.	The IMS-AGW sends a TCP SYN towards the core network to establish a TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport address filtering, the TCP SYN received from the UE shall be dropped and the IMS-AGW shall defer the sending of the TCP SYN towards the remote peer until it receives a repeated TCP SYN after step 14.
Editor`s note: It is ffs if sending this TCP SYN is triggered by the incoming SYN in step 10 or a request from the IMS-ALG.
12.	Upon completion of the TCP connection establishment, the IMS-AGW starts the establishment of the TLS session. The IMS-AGW needs to wait until step 14 to verify the received fingerprint.
13.	The P‑CSCF (IMS‑ALG) receives the SDP answer. It contains the fingerprint attribute with the UE´s certificate in accordance to IETF RFC 4975 [6].
14.-16.	The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the UE B with remote address information. In the remote descriptor, it also provides fingerprint attribute received from the UE. This instructs the IMS‑AGW to verify during the TLS handshake with the IMS UE (see step 12) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the IMS-ALG indicates to the IMS-AGW to accept incoming TCP connection establishment (TCP SYN) only from the indicated remote transport address.
17.	The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the core network. The P‑CSCF (IMS‑ALG) sets the transport to "TCP/ BFCP" and removes the SDP fingerprint attribute.
18.	The P‑CSCF (IMS‑ALG) then sends the updated SDP answer to core network. 

* * * End of Changes * * * *
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