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1. Introduction
Following the IETF decision to retain the draft-ietf-dime-ovli-01as a working group document, this P-CR complements subclauses of the TR by referring to this IETF draft with a recommendation to use it for Diameter overload in 3GPP networks.
2. Reason for Change
Draft-ietf-dime-ovli-01describes a solution for Diameter overload control, which should be analysed  in the TR for its use for 3GPP networks
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.809  v0.4.0.
* * * First Change * * * *
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

BBAI
Broadband Access Interworking
DA
Diameter Agent

DOC
Diameter Overload Control

DRA
Diameter Routing Agent

IPX
IP exchange

OLR
Overload Report

MPS
Multimedia Priority Service 

PCC
Policy and Charging Control
PCRF
Policy and Charging Rules Function
* * * Next Change * * * *

7.4
Solution 3 - OVLI 

7.4.1
Solution overview

"The Diameter Overload Indication Conveyance" (OVLI) (IETF Draft draft-ietf-dime-ovli-01 [xx]) defines a base solution for Diameter Overload Control (DOC), The solution defined in this IETF draft addresses the Diameter overload control between two endpoints. Furthermore, the solution is designed to apply to existing and future Diameter applications, requires no changes to the Diameter base protocol specified in IETF RFC 6733[2]  and is deployable in environments where some Diameter nodes do not implement the Diameter overload control solution defined in this specification.
Overload control information is generated by a reporting node (e.g. a Diameter server) and is transferred in an overload report (OLR) to a reacting node (e.g. a Diameter client) that will consume and act upon a report. Diameter agents may also act as a reporting or a reacting node. 
The overload report requests a percentage of reduction on the traffic of a given Diameter application towards either a Destination Host or a Destination Realm according to the type of the OLR. The OLR is conveyed in Diameter commands answers .The OLR does not contain explicit information to which application it applies or whom the specific OLR concerns to.  This information is implicitly learned from the encapsulating Diameter message/command.  The application the OLR applies to is the same as the Application-Id found in the Diameter message header.  The identity the OLR concerns is determined from the Origin-Host AVP or Origin-Realm AVP found from the encapsulating Diameter command.  The OLR is intended to be sent only by a reporting node.
The primary objective is to address the overload of servers; the solution allows future extensibility by defining OLRs to support e.g. the overload of a Diameter agent or to handle other requested actions.
The OLR is conveyed in the hereafter OC-OLR AVP :
OC-OLR ::= < AVP Header: TBD2 >

              < OC-Sequence-Number >

              [ OC-Report-Type ]

              [ OC-Reduction-Percentage ]

              [ OC-Validity-Duration ]

            * [ AVP ]
A negotiation capability allows to define the overload control mechanism to be used between endpoints through an  OC-Supported-Features information element. The current solution only supports the overload control mechanism described above and based on a percentage of traffic reduction but this capability negotiation allows introducing new overload control mechanism or features. 
The OC-Supported-Features is conveyed in the hereafter OC-Supported-Features AVP:
OC-Supported-Features ::= < AVP Header: TBD1 >

                             < OC-Sequence-Number >

                             [ OC-Feature-Vector ]

                           * [ AVP ]
The OC-Feature-Vector sub-AVP is used to announce the DOC features supported by the endpoint, in the form of a bit mask in which each bit announces one feature or capability supported by the node.
7.5
Comparison


The 3GGP strategy is to rely on the Diameter overload solution defined by IETF in draft-ietf-dime-ovli and its evolution and in other IETF documents defining extensions when available.  There is currently no other solution to compare with the above IETF solution.  
Hereafter is presented how the IETF draft solution fulfils requirements for Diameter Overload Control described in clause 6.
Table 7.5-1 Fulfilment of requirements for Diameter Overload Control   
	Requirement
	Subclause
	Fulfillment 
	Comments

	Overload and applications
	6.2.2.2
	Yes
	Only the overload information is conveyed. The way the percentage of reduction is applied by the reacting node (e.g. the client) is left to the reacting node decision. 
According to the OC-Report-Type value, Host or Realm, the Diameter identity of the overloaded server/realm is known through the  Origin-Host /Origin-Realm of an answer command from this server, so the traffic may be reduced for this server/realm and not for others 

	Complexity
	6.2.2.3
	To be more assessed
	IETF draft defines a solution with a default overload algorithm minimizing the complexity of the overload control .
The introduction of a realm report type bring some complexity.


	3GPP Diameter Charging Applications
	6.2.2.4 
	FFS
	Editor’s notes are still pending in the TR

	Extensibility and Interoperability
	6.2.3
	Yes
	The IETF draft solution offers extensibility across 3GPP versions  through the use of the OC-Supported-Features AVP, allowing to define new features , in a similar way to the Supported-Features AVP that 3GPP has introduced in many 3GPP Diameter  applications .

New AVPs can be also added (eg new OLRs) or existing AVPs be extended.  

	Diameter Session Management in 3GPP networks
	6.2.4
	Yes 
	The IETF draft solution allows specific application behaviors on how to handle the traffic reduction.
There is an OLR type for traffic reduction to be applied to a realm destination when the client is not aware of the server that will process some requests (e.g. in PCC where a DRA will select the server for a new IP-CAN session). 
The protocol for transferring load information is not in the scope of the IETF draft. No standardization is currently required by 3GPP. This is a further extension to be considered in a second phase.

	Network Topologies Introduction 
	6.2.5.2.1
	Yes 
	The IETF draft solution allows Diameter agents (e.g. DEA defined by GSMA) to support overload control and combine it internally with other functionalities. 
For load balancing, refer to the comment to  6.2.4, 

	Types of Network Topologies
	6.2.5.2.2
	Yes.

Partial for Topology Hiding. 
	The IETF draft solution covers the different topologies cases taking into account that overload in a Diameter agent is not required by 3GPP in a first phase.. This is a further extension to be considered. 

For cases with Topology Hiding, as, apart the OLR of Host type, there is no information about  server, this allows to have various topology hiding cases where the IETF draft solution  can be used. An Editor’s note requires  more investigation.  

	Network Topologies with HSS
	6.2.5.2.3
	Yes with comments 
	In case of separated HSS, when the client has to send requests for which it does not know the HSS supporting the user (Realm destination), applying a throttling according to the Realm overload information it has received is not suited as this  throttles requests  which should not be discarded, without achieving an optimal throttling. Optimal throttling can be achieved by a DA aware of the allocation of users to the HSS servers.


	Network Topologies with PCRF
	6.2.5.2.4
	Yes
	A DRA is involved for balancing traffic between P-CRFs; this DRA may generate OLR with Realm type that clients will rely upon to throttle requests for which the client does not know the PCRF.   

	Heterogeneous Networks
	6.2.5.3
	Yes
	A negotiation capability mechanism is defined.
A DA may act on behalf of a client not supporting the DOC mechanism.
If a client (or a DA on behalf of the client) and a server support the DOC mechanism, other DAs in the path between Client (or Agent on behalf of the Client) and Server are not required to support the DOC mechanism.

	Overload information propagation
	6.3.2.2
	Yes
	The IETF draft solution allows the different overload information propagation described in  this subclause.
Regarding Security considerations,  other sensitive  Diameter data  exist for which operators secure their Diameter based networks. The overload information data benefit from this security without requiring specificities. 3GPP has currently no additional security requirement.

	Overload status information to be carried
	6.3.2.3
	Yes
	

	Transfer of Load/Overload Information
	6.3.2.4
	Yes
	The IETF draft solution uses piggybacking of overload information in the command answers of existing applications.

	Implicit Overload Indication
	6.3.3
	Not addressed
	It will be to 3GPP to address this on a per application basis. 

	Load-balancing
	6.4.2
	Partial
	Load balancing can be used by DAs. No standardization of a protocol transferring load information is currently required by 3GPP. Refer to comment to 6.2.4.. 
When the servers behind an agent cannot handle the offered load, the DA may propagate the overload information downstream.

	Message Retransmission
	6.4.3
	Not adressed
	

	Message Throttling General
	6.4.4.1
	Yes 
	The main objective of the solution is to request traffic reduction by sending OLRs. Then it is left to the reacting node to determine the type of messages to be throttled.    

	Throttling by Throttling Factor
	6.4.4.2
	Yes 
	This is the default algorithm supported by the solution. It is left to the sender of OLRs (e.g. the server) to determine and adjust the reported overload information it returns. 

	Throttling by maximum Rate
	6.4.4.3
	No 
	The transferred overload information in the IETF solution draft does not contain a maximum rate information. This may be a future extension for another overload algorithm.

	Throttling by window of unanswered messages
	6.4.4.4
	No 
	The transferred overload information in the IETF solution draft does not contain a window limit information.

	Message Prioritization
	6.4.4.5
	Yes
	The IETF draft solution allows prioritization when throttling.

The throttling entity (reacting node) according to internal policies or configuration can apply a message prioritization. 

There is no identified requirement to transfer priorities in the OLRs. 

	Application Prioritization
	6.4.6
	Yes
	The IETF draft solution leaves the reporting node to determine the level of traffic reduction it requests. This allows the reporting entity to take into account an application prioritization, if relevant, when determining the content of OLRs sent for each application.   

	Overload Mitigation Differentiation per Client
	6.4.7
	Yes (to clarify)
	As an OLR is conveyed in a command answer sent to a given client, the server may determine a specific traffic reduction percentage in the OLR sent in the command answer to this client.
This is not clearly stated in the IET draft  in particular for  DAs acting on behalf of clients.    


The following tables address the 3GPP-IETF Requirements Gap Analysis listed in subclause 6.5
Table 7.5-2 3GPP-IETF Requirements Gap Analysis - General
	Requirement
	Subclause
	Fulfillment 
	Comments

	Distinction between Load and Overload information
	6.5.2
	Yes 
	The distinction between load and overload information is a statement of the IETF draft solution. For load information refer to table 7.5-1 comment to 6.2.4.   

	Mechanism to convey the load/overload information 

-  be the same whatever the Diameter applications
	6.5.2
	Yes 
	

	-   Not to require a redefinition of existing Diameter applications (protocol), even though the application software  will have to be modified;
	6.5.2
	Yes 
	

	-   Involve Diameter end points and agents where relevant
	6.5.2
	Yes 
	

	-   Support different overload scopes, e.g. traffic overload for a node, a realm, an application;
	6.5.2
	Yes 
	The concept of scope is not used in the IETF draft as such.
The overload information conveyed in an OLR concerns the traffic related to the application, the Origin Host or Realm of the command answer conveying the OLR with a type Host or Realm, so this fulfills the same objective.  

	-   Negotiate an overload control algorithm with a default;
	6.5.2
	Yes 
	

	-   Allow some control on which load/overload information may be sent outside a PLMN;
	6.5.2
	Yes 
	The IETF draft solution allows e.g. a Diameter edge agent to determine the overload information transferred outside the  PLMN. The DA may even act on behalf of the external PLMN and be the throttling entity  

	-  To allow extensibility
	6.5.2
	Yes 
	


Editor’s note: the detailed content of the tables in this 7.5 subclause should be confirmed.
7.6
Conclusions

The analysis in subclause 7.5 regarding the fulfillment of the IETF draft solution towards the 3GPP requirements shows that the solution covers a very large amount of requirements, sometimes with some limitations. In particular, the protocol to transfer load information and the handling of Diameter agent overload are further extensions to be considered. The solution is applicable now without these extensions. 
The solution as currently defined in the IETF Draft draft-ietf-dime-ovli-01[xx] is recommended  as the basis for 3GPP applications environment given that specific application complements could be added on a per application basis  e.g. about the node behavior regarding the type of messages of an application  to throttle first. 3GPP will take into account the evolution of this IETF draft until being an RFC, while analyzing and evaluating the changes in each of the future version for the impact on 3GPP. 
   * * * Next Change * * * *
8
Conclusions and Recommendations

8.1
Introduction

8.2
Solution for Diameter Overload Control in 3GPP Networks
[This section should indicate how the selected overload mechanism is foreseen to be implemented in 3GPP networks. For instance, if possible options are available in the standard mechanism, a recommendation for 3GPP can be provided.]

The technical report addresses some other topics which are not covered in the IETF draft draft-ietf-dime-ovli-01 [xx]):
· Load balancing exists in the existing Diameter based 3GPP networks and does not rely on a standardized way to define and transfer the load information. This practice does not preclude the use of the IETF draft solution for overload.  Load balancers may benefit from the overload information that is transferred through them. The standardization of the load information to be transferred with a Diameter based network is considered as useful for 3GPP but is not required for Release 12.
· Security: Overload information is sensitive as some other Diameter data. To secure their Diameter based network, operators apply diverse methods from which the overload information data may benefit without requiring specificities. Additional standardization improving the security of the transfer of Diameter data is considered as useful for 3GPP but is not required for Release 12.
· There are pending points under discussion in IETF reagrding the new versions of the IETF draft. They don’t constitute critical issues. The Usage of some of the functionalities or the overload information defined  in the IETF draft  may depend of the Diameter application (e.g. use of the overload report for a realm).
Referring to conclusions of subclause 7.6, he solution as currently defined in the IETF Draft draft-ietf-dime-ovli-01[xx] is recommended as the basis for a usage in 3GPP Diameter applications given that this usage and specific complements will be defined  per Diameter  application.
The 3GPP working groups can start their normative work on the use of this solution for the 3GPP Diameter application under their responsibility, taking into account the evolution of the IETF draft to a RFC.

Editor’s note:  should it be recommended a limited list of Diameter application to be addressed in Rel12 (e.g. S6a)

Editor’s note:  to check for additional recommendations   
* * * End of Changes * * * *

