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Corrections in C4-140203 versus C4-140152:
C4-140152 was initially written with focus on DTLS scenarios. The TLS info was added later, but  the conclusion text was missed to be updated. C4-140203 provides the corrspondent corrections (in change marks).

Motivation:
There's a pending question whether the IMS-AGW should be application-aware or –agnostic in case of media security support for FoIP.

Background:
The 3GPP IMS-AGW and TrGW were originally derived from the TISPAN Border Gateway Function (BGF), the correspondent concepts of "aware" and "agnostic" were documented in ETSI TR 183 068 V3.1.1, see primarily
· Annex G.2 "BGF modes driven by particular SDP lines" and
· Annex I "Illustration of "Protocol Layer Lx"-based Packet Processing BGF modes".
SDP lines are essentially not necessarily identical in SIP level and H.248 level SDP media description blocks. This relates to the usage of the SDP "m=" line <proto> element (and potential mapping by the IMS-ALG / IBCF) in case of concerned user plane interworking functions within work item [eMEDIASEC].
Definition (in context of (D)TLS secured application data traffic):
"application-agnostic" / "application-aware" L4 transport connection functions (such as e.g. "application agnostic TCP establishment", "application aware (D)TLS session establishment", etc):
uses following notion: 
"application = IP application protocol using 'L4 transport protocol' (e.g., 'TCP', 'UDP') with or without a 'transport security protocol' (e.g., 'TLS', 'DTLS')".
Thus, the (D)TLS protocol itself is not the "application" from H.248 control perspective.
Let's consider the various protocol stacks and interworking scenarios in context of eMEDIASEC:

Examples of TLS/TCP:
Already in discussion, see e.g. clause 5.2.1.2.2 in 29.828:
1) MSRP-over-TLS/TCP:
Editor`s note: The used transport protocol value ("TCP/TLS/MSRP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
Status:
· "application" = 'MSRP' (and neither 'TLS' nor 'TLS/MSRP')
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
- "TCP/TLS" (in case of application agnostic use cases),
- "TCP/TLS/MPLS" (in case of application aware use cases).
2) MSRP-over-TCP:
Editor`s note: The used transport protocol value ("TCP/MSRP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
Status:
· "application" = 'MSRP'
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
- "TCP" (in case of application agnostic use cases),
- "TCP/MPLS" (in case of application aware use cases).
3) BFCP-over-TLS/TCP:
Editor`s note: The used transport protocol value ("TCP/TLS/BFCP" or "TCP/TLS") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP/TLS").
Status:
· "application" = 'BFCP' (and neither 'TLS' nor 'TLS/MSRP')
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
- "TCP/TLS" (in case of application agnostic use cases),
- "TCP/TLS/BFCP" (in case of application aware use cases).
4) BFCP-over-TCP:
Editor`s note: The used transport protocol value ("TCP/BFCP" or "TCP") may be dependent on the required IMS-AGW behaviour (e.g., an application-agnostic packet processing would just use "TCP").
Status:
· "application" = 'BFCP'
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
- "TCP " (in case of application agnostic use cases),
- "TCP/BFCP" (in case of application aware use cases).

Examples of DTLS/UDP for T.38 FoIP:
5) T.38-over-DTLS/UDP and media security "e2ea":
The IMS-AGW (user plane) perspective (Fig. 1):


Figure 1: IMS-AGW perspective – Media security "e2ea" for 
Fax-over-IP with T.38 transport mode "UDPTL/UDP"
Status:
· "application" = 'IFP/UDPTL' (and not 'DTLS')[footnoteRef:1] [1:  	IFP = Internet Facsimile Protocol
UDPTL = Facsimile UDP Transport Layer (protocol)] 

· required IMS-AGW behaviour: "application-agnostic packet processing", i.e., the IMS-AGW shall be unaware of the DTLS application (T1) and UDP application (T2).
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
T1: "UDP/TLS" (does not (yet) exist in IANA registry),
T2: "udp"
Contentious issues:
· SDP codepoints:
T1: "UDP/TLS/UDPTL" (because currently the only one supported at SIP level SDP),
T2: "udptl" (hm, not yet requested by any contribution, also not required here)

6) T.38-over-DTLS/UDP and media security "e2e":
The IMS-AGW (user plane) perspective (Fig. 2):


Figure 2: IMS-AGW perspective – Media security "e2e" for 
Fax-over-IP with T.38 transport mode "UDPTL/UDP"
Status:
· "application" = 'IFP/UDPTL' (and not 'DTLS')
· required IMS-AGW behaviour: "DTLS transparent forwarding", which relates to an "application-agnostic / DTLS aware or agnostic packet processing". In any case, the IMS-AGW shall be unaware of the DTLS application (which is 'UDPTL/upper layers').
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
T1: "udp",
T2: "udp"
Contentious issues:
· None identified, above SDP codepoints are straightforward.

7) T.38-over-DTLS/UDP and media security "2 × e2ae":
Relates to a "local call" scenario (from IMS-AGW perspective), where both T.38 endpoints get e2ae media security. This scenario is out of scope of Rel-12 (to be confirmed), but anyway, the SDP codepoints would be "UDP/TLS" for both terminations (due to application-agnostic DTLS packet handling).

Conclusions:
The exact user plane interworking scenario must be indicated at the H.248 interface to the MGW. All identifed DTLS based scenarios so far, - TLS based and DTLS based -, are all of type "application agnostic". There is not yet any "application aware" scenario.
(Reminder: all investigated TLS based scenarios are either application agnostic or aware (see clause 4.1.4/29.828).
Hence, the applied SDP "m=" line <proto> codepoints should be consequently also "application agnostic" in case of DTLS.
DTLS: The "application aware" codepoints are required for any kind of "application aware" behaviour of the MGW. Such scenarios are not yet identified by 3GPP and within Rel-12, however, any misuse (e.g., by introducing redundant stage 3 signalling) would be a design mistake and could lead to potential problems in future.[footnoteRef:2] [2:  	Note: this subject relates actually to a "lesson learnt" exercise in context of SRTP based media (see Appendix I/H.248.87).] 



Outlook
WebRTC is considered to be supported by the IMS-AGW (which is beyond work item eMEDISEC). The WebRTC data component is using also a DTLS based transport. Thus, the future safe design of H.248 Iq profile should take into account such kind of transport security scenarios.
Some possible use cases are outlined:
Examples of DTLS/UDP for WebRTC data traffic:
Background: WebRTC relates to a multimedia application inclusive a data component. The WebRTC data is using "SCTP/DTLS/UDP" transport.
8) Media security "e2ea" for WebRTC data traffic, incl. interworking to legacy TCP-based data transport:
The IMS-AGW (user plane) perspective (Fig. 3):


Figure 3: IMS-AGW perspective – Media security "e2ea" for 
WebRTC data traffic, incl. interworking to legacy TCP-based data transport
Status:
· "application" = 'WebRTC data protocol' (and not 'SCTP over DTLS')
· required IMS-AGW behaviour: "application-agnostic packet processing", i.e., the IMS-AGW shall be unaware of the SCTP application (T1) and TCP application (T2).
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
T1: "DTLS/SCTP" (for "SCTP-over-DTLS", see draft draft-ietf-mmusic-sctp-sdp; it should be noted that any service with "DTLS-over-SCTP" is not yet identified for 3GPP applications),
T2: "TCP "
Contentious issues:
· None identified so far, above SDP codepoints are straightforward.

9) Media security "e2e" for WebRTC data traffic:
The IMS-AGW (user plane) perspective (Fig. 4):


Figure 4: IMS-AGW perspective – Media security "e2e" for WebRTC data traffic
Status:
· "application" = 'WebRTC data protocol' (and not 'DTLS')
· required IMS-AGW behaviour: "DTLS transparent forwarding", which relates to an "application-agnostic / DTLS aware or agnostic packet processing". In any case, the IMS-AGW shall be unaware of the DTLS application.
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
T1: "udp",
T2: "udp"
· Thus use cases (6) and (9) are leading to identical H.248 control (which makes sense)!
Contentious issues:
· None identified, above SDP codepoints are straightforward.

10) Media security "e2e" for WebRTC data traffic, incl. interworking to legacy TCP-based data transport:
There's an additional TLS session (at T2) in comparison to (8). The IMS-AGW (user plane) perspective (Fig. 5):


Figure 5: IMS-AGW perspective – Media security "e2e" for 
WebRTC data traffic, incl. interworking to legacy TCP-based data transport
Status:
· "application" = 'WebRTC data protocol' (and not 'SCTP over DTLS' (1) or 'TLS' (T2))
· required IMS-AGW behaviour: "application-agnostic packet processing", i.e., the IMS-AGW shall be unaware of the SCTP application (T1) and TLS application (T2).
· H.248 bearer type indication (i.e., codepoint of SDP "m=" line <proto> element):
T1: "DTLS/SCTP",
T2: "TCP/TLS"
Contentious issues:
· None identified so far, above SDP codepoints are straightforward.
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