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1. Introduction
CT4 is studying GTP-C overload control mechanisms. This contribution provides inputs to the related TR.
2. Reason for Change
Scenarios have been identified in subclause 4.1 of the TR which can cause overload at the PGW over the S2a/S2b interfaces. 
This contribution provides an analysis on the mitigation actions the TWAN or ePDG could undertake towards the UE when the network can not process successfully a new PDN connection or handover request from the UE, and describes potential issues. Cf the following editor's note:
Editor's Note: it is FFS whether overload control should be supported on the S2a/S2b interface. This section needs to analyse the possible mitigation actions at the TWAN/ePDG and the possible side effects e.g. if the UE retries a new authentication procedure to establish connectivity to the PDN via the non-3GPP access after being denied to establish a PDN connection or after being denied during handover.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.807 v0.2.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.2.4.3.3
Applicability to non-3GPP access based interfaces

4.2.4.3.3.1
General
Scenarios have been identified in subclause 4.1 which can cause an overload at the PGW over the S2a/S2b interfaces. So it is desirable in principle to support overload control on the S2a/S2b interfaces to reduce the signalling traffic the TWAN or ePDG send to the PGW according to the PGW's available signalling capacity.
The GTP-C signalling from the TWAN/ePDG to the PGW essentially encompasses: 
- 
Create Session Request to establish new PDN connections or for handovers (e.g. when the UE moves from 3GPP access to non-3GPP access or when the UE moves from one ePDG/TWAN to another ePDG/TWAN);
-
Delete Session Request to release PDN connections;
-
and various other messages to a much smaller extent, e.g. 
-
Modify Bearer Command to provide the PGW with updated parameters e.g. resulting from a change of user subscription information;
-
Trace Session Activation / Trace Session Activation to activate or deactivate a trace session in the PGW.
Without support of overload control on S2a/S2b, these requests could be simply dropped or extremely delayed when the PGW experiences overload. At best, the PGW may have enough internal resources to send back to the TWAN/ePDG a message indicating that the requests cannot be successfully processed. This entails that all kinds of requests (handover, PDN connection establishment or deletion) would fail. 
Support of overload control would allow e.g. to prioritize handover scenarios over the establishment of new PDN connections, and thus minimize end user impacts for on-going PS sessions.
The following subsections address the mechanisms that may be used over the untrusted and trusted access when the network cannot process a request from the UE due to an overload at the PGW. 
4.2.4.3.3.2
Untrusted WLAN access

As per subclause 7.2.4 of 3GPP TS 23.402 [x], the GTP-C Create Session Request/Exchange takes place before the completion of the IPsec tunnel establishment. 

The ePDG can thus reject a new PDN connection or handover request from the UE, if the network is not able to process it successfully, using the existing IPsec tunnel establishment procedures specified in subclause 7.2.2 of 3GPP TS 24.302 [y], which ensure that the UE will not attempt to re-establish immediately a PDN connection to the same APN via the same ePDG: 
"If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in subclause 7.2.2, the Notification Data field of the Notify Payload shall include the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN."
This approach may however possibly entail the following problem: 

-
the UE access to the APN via the untrusted access may be deferred for an undetermined duration, e.g. if the UE remains connected to the current ePDG.

Note that when a handover request is rejected, resources are still maintained for the PDN connection at the PGW, and at the source SGW, MME or SGSN for the case of a 3GPP to non-3GPP handover. 
Editor's Note: it needs to be checked whether the UE can re-use this PDN connection via the 3GPP access or if the UE is assumed to release the rejected PDN connection locally, in which case this would mean some hanging resources in the EPC until they are freed by the MME/SGSN e.g. UE no longer sending periodic TAU/RAU updates.
To avoid deferring longer than necessary the UE access to the APN via the untrusted access, it could be envisaged to enhance the IKEv2 protocol with an additional back-off mechanism that would allow the ePDG to reject the UE request with a duration function of the overload level of the PGW, if no other alternative PGWs can serve the UE request. This would prevent the UE to initiate any new session or handover request for the congested APN during the back-off time, be the UE camping over 3GPP or non-3GPP access.  
Editor's Note: support of this mechanism would require corresponding stage 2 and stage 3 updates in SA2 and CT1.

4.2.4.3.3.3
Trusted WLAN access

Some issues may possibly arise for the trusted WLAN access when the network is not able to process successfully a new PDN connection from the UE due to the fact that there has been so far no-well defined UE behavior for handling network overload, as opposed to 3GPP access or even HRPD access for which back-off mechanisms have been specified, per APN or system-wide. 
NOTE:
This holds true regardless of whether overload control is supported or not.
Three communication modes have been defined for Trusted WLAN access (see 3GPP TS 23.402 [x]): 

-
Transparent Single-Connection mode (corresponds to the mode of operation specified by SaMOG in Rel-11);
-
Single-Connection mode (introduced by eSaMOG in Rel-12);
-
Multi-Connection mode (introduced by eSaMOG in Rel-12). 

The Multi-Connection mode requires support of a new WLCP (WLAN Control Protocol) between the UE and the TWAN to setup or release PDN connection. The WLCP protocol could thus be leveraged to convey adequate cause codes from the TWAN to the UE to ensure that the UE does not unnecessarily retry new PDN connection or handover requests to a PGW that is overloaded. The WLCP could also advantageously support an APN backoff mechanism, as supported for 3GPP access or HRPD access, if no other alternative PGWs can serve the UE request. This would prevent the UE to initiate any new session or handover request for the congested APN during the back-off time, be the UE camping over 3GPP or non-3GPP access.
Editor's Note: support of this mechanism would require corresponding stage 2 and stage 3 updates in SA2 and CT1.

The Transparent Single-Connection mode and Single-Connection mode do not rely on the WLCP protocol to establish and tear down the PDN connection. This may possibly entail the following problems: 
-
if the UE does not know the reason why its new PDN connection or handover request fails, the UE may attempt again to whole process to re-establish connectivity via the WLAN access, including the access authentication and authorization procedure, causing extra / unnecessary signalling towards the 3GPP AAA Server and HSS.

Editor's Note: how to address this potential issue is FFS.
4.2.4.3.3.4
Conclusions

Editor's Note: it is FFS whether overload control should be supported on the S2a/S2b interface. 
* * * End of Changes * * * *

