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1. Introduction
2. Reason for Change
See C4-132025, DISCUSION on preventing TLS establishment collision without a TLS B2BUA.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.3.0.
*******

* * * First Change * * * *

4.3.3
TLS security session establishment

4.3.3.1
TLS client/server role assignment

4.3.3.1.1
General

TLS is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TLS security session. 
IETF RFC 4145 [12] defines a mechanism for using SDP to negotiate whether a UE is responsible for establishing a TCP connection. Such UE is called "active", while the UE listening for an incoming TCP connection is called "passive". The SDP "a=setup:" attribute is used to negotiate the "active" and "passive" roles. When UEs are located behind NATs, in order for TCP connections to traverse such NATs, the TCP connection establishments need to be initiated by the UE behind the NAT i.e. the UE needs to be "active".

When TLS is used to secure a TCP connection, IETF RFC 4572 [14] defines a mechanism how to determine TLS roles (TLS client and TLS server), also using the SDP setup attribute. According to the procedures, the "active" UE will act as TLS client (responsible to send the TLS ClientHello message), and the "passive" UE will act as TLS server.

The result of using the SDP "a=setup:"  attribute both for negotiating the TCP role and the TLS role is that it is not possible to negotiate the roles independently from each other. Hence, if two UEs become "active", they will also both act as TLS clients, and try to establish the TLS association towards each other. Unfortunately, TLS does not define procedures for handling such situation, and the TLS association establishment will fail. For that reason, a TLS B2BUA is needed, meaning it will act as a TLS server towards both UEs. This will prevent TLS encryption end-to-end, as the TLS B2BUA will have to decrypt traffic received from one UE, and re-encrypt it before forwarding it towards the other UE. 

A solution, which allows both UEs to establish TCP connections, while only one UE acts as TLS client, is to allow both the "active" and "passive" UE to initiate TCP connections, while only the "active" UE acts as TLS client (according to the procedure in IETF RFC 4572 [14]). This will remove the need for a TLS B2BUA in the network, as there will be no TLS establishment collision.

In order to know whether the UE support the suggested mechanism, an indicator will have to be defined to indicate that the entity (MSRP client or BFCP client) that supports the procedures in IETF RFC 6135 [8], and is located behind firewalls, supports the establishment of a TCP connection even if it became "passive" as part of the TCP connection setup direction negotiation, as defined in IETF RFC 4145 [12].  

NOTE:
If the proposed solution is agreed, the new indicator should be defined during development of the 3GPP stage 3 technical specifications. For example it could be a SIP media feature tag which UEs can include in SIP requests to inform support of the mechanism.

A MGW that terminates the TLS protocol layer (i.e., a TLS endpoint) thus either needs to be indicated to act as TLS client or TLS server.

Furthermore, TLS is designed to be independent from IP transport protocols (IETF RFC 5246 [7]) (e.g., TLS-over-TCP, TLS-over-SCTP). Thus, any (if at all) client/server role usage at IP transport protocol layer is basically independent of the TLS role usage.

* * * End of Changes * * * *

