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1. Introduction
TR 29.828 currently references IETF draft-holmberg-mmusic-udptl-dtls-02.
2. Reason for Change
IETF draft-holmberg-mmusic-udptl-dtls-02 has been adopted as a work item of the Multiparty Multimedia Session Control (MMUSIC) Working Group of the IETF. The MMUSIC version of draft is:
draft-ietf-mmusic-udptl-dtls-00

There are no technical differences between the drafts.
3. Conclusions

IETF draft-holmberg-mmusic-udptl-dtls-02 should be replaced with IETF MMUSIC WG item: 
draft-ietf-mmusic-udptl-dtls.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.3.0.
*******
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4.6.1
General design considerations

Facsimile over IP (FoIP) transmission is transported over the UDPTL/UDP transport in IMS, as specified in Annex L of 3GPP TS 26.114 [27]. 

3GPP TS 33.328 [2] specifies IMS media plane security mechanisms for T.38 fax over UDPTL/UDP transport (see ITU-T Recommendation T.38 [26]) for e2ae protection.  

The salient points of T.38 based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description) 

a)
e2ae security shall be supported in the same way as for MSRP (see subclause 4.1.1), with the following differences:

-
e2ae security for T.38 fax uses individual indications "e2ae-security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" during the IMS registration;

-
DTLS (see IETF RFC 6347 [28]) is used instead of TLS for confidentiality and integrity protection. In the SDP, security for a T.38 media stream is specified by using the transport "UDP/TLS/UDPTL"; the usage of UDPTL over DTLS is defined in IETF draft-ietf-mmusic-udptl-dtls [29].

* * * Next Change * * * *

4.6.2
Assumptions and limitations for T.38 fax support

Facsimile over IP (FoIP) transmission is supported as specified in Annex L of 3GPP TS 26.114 [27], over the UDPTL/UDP transport. Support of FoIP over other transport protocol e.g. TCP or RTP is not required and thus not considered as part of eMEDIASEC.

IETF draft-ietf-mmusic-udptl-dtls-00 [29]: 

 
"The offerer MUST assign the SDP setup attribute with setup:actpass value, and MUST be prepared to receive a DTLS client_hello message before it receives the SDP answer. The answerer MUST assign the SDP setup attribute with either setup:active value or setup:passive value. The answerer SHOULD assign the SDP setup attribute with the setup:active value. Whichever party is active MUST initiate a DTLS handshake by sending a ClientHello over each flow (host/port quartet)."

Editor's Note: There have been discussions in IETF on whether the SDP offerer/answerer role and the DTLS client/server role should be decoupled, as there might be a need for FoIP clients located behind firewalls to act as DTLS clients even if they don't act as SDP answerer. 

IETF draft-ietf-mmusic-udptl-dtls [29] mandates the SIP/SDP level negotiation of the entity that shall initiate the DTLS handshake (by using the IETF RFC 4145 [12] "a=setup" SDP attribute).  It requests the SDP answerer to select the DTLS client/server role assignment and recommends the SDP answerer to act as the DTLS client. 

The SDP answerer can be the UE (UE terminated FoIP session) or the IMS-AGW (UE originated FoIP session). As a result, the IMS-AGW may act as a DTLS server or client, depending on which entity initiates the SDP offer.

The present study investigates e2ae security for FoIP implementations supporting DTLS per IETF RFC 6347 [28] in combination with IETF draft-ietf-mmusic-udptl-dtls [29].
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