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1. Introduction
Secured FoIP T.38-over-UDP (i.e. transport security for UDPTL media using DTLS) needs to be considered since corresponding normative requirements have been agreed in TS 33.328 during SA3#72.

 2. Reason for Change
This contribution provides assumptions and limitations for media security of T.38 fax over UDPTL/UDP transport. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.328: "IMS Media Plane Security".

[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[4]
3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem - Stage 3".

[5]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[6]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".
[7]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[8]
IETF RFC 6135: "An Alternative Connection Model for the Message Session Relay Protocol (MSRP)"

[9]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)"

[10]
IETF RFC 4976: "Relay Extensions for the Message Sessions Relay Protocol (MSRP)"

[11]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[12]
IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[13]
Draft draft-ietf-simple-msrp-sessmatch-10: "Session Matching Update for the Message Session Relay Protocol (MSRP)"
[14]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[15]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[16]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".
[17]
IETF RFC 4583: "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".
[18]
GSM Association RCC 0.7: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 1.0, August 2012". 

[19]
OMA-TS-SIMPLE_IM-V2_0-20120731-C: "Instant Messaging using SIMPLE Candidate Version 2.0 – 31 Jul 2012".

[20]
IETF RFC 793: "Transmission Control Protocol".
[21]
3GPP TS 24.147: "Conferencing using the IP Multimedia (IM), Core Network (CN) subsystem".
[22]
ETSI TS 183 018 V3.5.2 (2010-01): "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Resource and Admission Control: H.248 Profile Version 3 for controlling Border Gateway Functions (BGF) in the Resource and Admission Control Subsystem (RACS); Protocol specification".
[23]
ITU-T Recommendation H.248.37 (06/2008): "Gateway control protocol: IP NAPT traversal package".

[24]
ITU-T Recommendation H.248.84 (07/2012): "Gateway control protocol: NAT traversal for peer-to-peer services".

[25]
3GPP TR 33.830: "Feasibility study on IMS firewall traversal".
[x]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction".

[y]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[z]
IETF draft-holmberg-mmusic-udptl-dtls-02: "UDP Transport Layer (UDPTL) over Datagram Transport Layer Security (DTLS)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
* * * Next Change * * * *

4.x
Media security for T.38 fax over UDPTL/UDP transport 

4.x.2
Assumptions and limitations for T.38 fax support
Facsimile over IP (FoIP) transmission is supported as specified in Annex L of 3GPP TS 26.114 [x], over the UDPTL/UDP transport. Support of FoIP over other transport protocol e.g. TCP or RTP is not required and thus not considered as part of eMEDIASEC.
IETF draft-holmberg-mmusic-udptl-dtls-02[z]: 
 
"The offerer MUST assign the SDP setup attribute with setup:actpass value, and MUST be prepared to receive a DTLS client_hello message before it receives the SDP answer. The answerer MUST assign the SDP setup attribute with either setup:active value or setup:passive value. The answerer SHOULD assign the SDP setup attribute with the setup:active value. Whichever party is active MUST initiate a DTLS handshake by sending a ClientHello over each flow (host/port quartet)."
Editor's Note: There have been discussions in IETF on whether the SDP offerer/answerer role and the DTLS client/server role should be decoupled, as there might be a need for FoIP clients located behind firewalls to act as DTLS clients even if they don't act as SDP answerer. 
IETF draft-holmberg-mmusic-udptl-dtls-02 [z] mandates the SIP/SDP level negotiation of the entity that shall initiate the DTLS handshake (by using the IETF RFC 4145 [12] "a=setup" SDP attribute).  It requests the SDP answerer to select the DTLS client/server role assignment and recommends the SDP answerer to act as the DTLS client. 
The SDP answerer can be the UE (UE terminated FoIP session) or the IMS-AGW (UE originated FoIP session). As a result, the IMS-AGW may act as a DTLS server or client, depending on which entity initiates the SDP offer.
The present study investigates e2ae security for FoIP implementations supporting DTLS per IETF RFC 6347 [y] in combination with IETF draft-holmberg-mmusic-udptl-dtls-02 [z].

* * * End of Changes * * * *

