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1. Introduction
3GPP TS 33.328 defines requirements for secure H.248 transport modes at Iq. The topic as such is not yet covered by 29.828.

2. Reason for Change
Annex B was added at the last meeting (C4-131516)  to use this Annex as a proposed working method to capture the SA3 requirements in the TR. Annex B could be considered as a check list in order not to overlook relevant eMEDIASEC requirements for H.248 profiles.

Review of Annex B leads to the conclusion that the requirement for "security enhanced H.248 transport modes" was not yet covered.

Reference:

33.328: 5.5.4 Security properties for e2ae protection using TLS
Based on secure mutual authentication leveraged by the integrity protection of the SIP signalling messages (cf. clause 5.4.1), TLS provides secure derivation of session keys to protect the media. 

Similarly as for e2ae protection using SDES, in addition to SIP signalling security, also the Iq interface for signalling between the P-CSCF (IMS-ALG), and the media node terminating MSRP/TLS towards the UE, i.e. the IMS Access GW, needs to be secured, cf. clause 6.2.1.3. 
33.328: 6.2.1.3.2 Functional extension of the Iq interface for e2ae protection for MSRP
For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall send the certificate fingerprint received from the IMS UE over the Iq interface to the IMS Access GW in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

Vice versa, for each MSRP  media stream to be set-up with e2ae security IMS Access GW shall send the fingerprint of its certificate over the Iq interface to the P-CSCF (IMS-ALG) in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

For protection of session based messaging traffic, the IMS Access GW shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in RFC 4975 [xx]) to verify the establishment of the TLS session to belong to the served user. When the TLS session has been established, the IMS Access GW shall be prepared to convert unprotected MSRP packets to protected MSRP packets and vice versa and send the packets to the UE or receive them from the UE, as described in clause 7.

The integrity of the fingerprints sent over the Iq interface is required. The Iq interface shall be protected by NDS/IP [5]. If cryptographic protection is applied to the Iq interface then integrity protection shall be used. (See also NOTE in 6.2.1.3.1.)
Conclusion:
H.248 profiles (here: Iq only) shall support H.248 transport mode(s) with security support (see also Figure A).
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Figure A: Scope of this contribution

3. Principle solutions for this requirement:
It should be reminded that security support for H.248 signalling is already indicated in existing 3GPP H.248 profile versions, see e.g. clause 5.13/29.334, but not in parallel TISPAN profiles: 

ETSI TS 129 334, 5.13 Security

Table 5.13.1: Security

	Supported Security:
	None

	NOTE:      IPsec shall not be used by the IMS-ALG or IMS-AGW for the Iq interface. Normally the Iq interface lies within a single operator's secure domain. If this is not the case then a Za interface (Security Gateway deploying IPSec) may be required, however this is a separate logical function/entity and thus is not applicable to the Iq profile, the IMS-ALG or the IMS-AGW. For further details see 3GPP TS 33.210 [27].   


ETSI TS 183 018, 5.13
Security

Table 66: Security

	Supported Security:
	None


There are consequently two principle solutions, see Figure B (next page), labelled as:
Solution I ("indirect protection via SEGs"):
The H.248 control association would be routed across two 3GPP 33.210 security gateways, leading to a concatenation of {Iq-over-Zb, Iq-over-Za, Iq-over-Zb}. Za provides an IPsec tunnel for H.248 signalling traffic. 
Solution II ("security enhanced H.248 transport mode"):
Relates to an H.248 transport mode with direct security support. 
Solution I is specific to 3GPP, not necessarily applicable for the inherited TISPAN H.248 Ia profiles.
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Figure B: Two principle solutions

Both solutions should be outlined and discussed in the technical report. However, we'd like to propose to continue with solution I in Rel-12.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *

1
Scope

The present document  investigates the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 [2] for Extended IMS media plane security features. 

This includes in particular the following aspects: 

1. Provide end-to access edge protection of session based messaging (MSRP) traffic using TLS and certificates fingerprints exchanged over SDP;

2. Provide end-to-end protection of session based messaging (MSRP) traffic using TLS;

3. Provide end-to access edge protection of BFCP based traffic, using TLS and certificates fingerprints exchanged over SDP;

4. Provide optional support of TLS protection of BFCP and MSRP based traffic at the Conference Server. 

5. Analyse requirements and procedures for TCP bearer control and related NAT traversal support.

NOTE: this aspect is not specific to media security and may result in normative work via another work item.

6. Provide support of TCP-based IP transport connections for TLS security sessions, which includes possible NAT traversal support during the TCP connection establishment phase, possible correlations between the establishment (and release) events of TCP connections with TLS session establishment (and release).
7. Provide support for security enhanced H.248 transport mode.
This study will cover:

-
Identification of the key issues and the main design considerations that should drive the definition of stage 2 requirements and procedures for the Iq, Ix and Mp profiles; 

-
Identification of the requirements and procedures for the Iq, Ix and Mp profiles for support of end-to-access edge and end-to-end media security for session-based messaging (MSRP [6]) and conferencing (BFCP [16]); 

-
Identification of the ITU-T H.248 extensions necessary to fulfill the 3GPP requirements and identification of potential missing gaps that should be taken into account by ITU-T Q3/16;

-
Conclusions and Recommendations for the normative work.
The results of this study will be used to identify the changes required in the 3GPP specifications to support Extended IMS media plane security.
* * * Next Change * * * *
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* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

H.248 transport mode: the actual protocol stack below the H.248 protocol layer. This protocol stack may be divided into two main portions: a) transport protocol (L4) and higher layers, and b) network protocol (L3) and lower layers. Any transport mode may also provide encryption on network (L3) or transport (L4) protocol layer. (see ITU-T H.248.67 [x]). 
TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [7]). 
TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [7]).  
TLS endpoint: either a TLS-client or a TLS-server.

* * * Next Change * * * *

4.x
Security support for H.248 signalling traffic
4.x.1
Overview solutions
There are two principle solutions, see Figure x:

[image: image3.emf]IMS Access Gateway

P-CSCF

IMS-ALG

IMS e2ea Media Plane 

Security functions

Iq

SEG (Security 

Gateway)

SEG (Security 

Gateway)

Zb

Zb

Za

protected H.248

(Iq-over-IPsec)

unprotected H.248

unprotected H.248

Solution I ("indirect protection via SEGs"):

IMS Access Gateway

P-CSCF

IMS-ALG

IMS e2ea Media Plane 

Security functions

Iq

using a security enhanced 

H.248 transport mode

Solution II ("security enhanced H.248 

transport mode"):


Figure x: Two principle solutions

Solution I ("indirect protection via SEGs"):
The H.248 control association would be routed across two security gateways, leading to a concatenation of {Iq-over-Zb, Iq-over-Za, Iq-over-Zb}. Za provides an IPsec tunnel for H.248 signalling traffic. 
Solution II ("security enhanced H.248 transport mode"):
Relates to an H.248 transport mode with direct security support. 
4.x.2
Solution I: usage of 33.210 security gateways
Supported already by existing 3GPP H.248 profile versions.
4.x.3
Solution II: security enhanced H.248 transport mode
4.x.3.1
Status

H.248 transport (Iq only) needs to be secured whenever e2ea media security related information is signalled between MGC (IMS-ALG) and MG (IMS-AGW) according 3GPP TS 33.328 [2].
The H.248 control association needs to be operated then across a security enhanced H.248 transport mode. 3GPP H.248 profiles support so far only unsecured H.248 transport modes, such as "SCTP|IP4", "SCTP|IP6", "UDP|IP4" and "UDP|IP6" according the notation of ITU-T H.248.67 [x], Table 1.
4.x.3.2
Condition #1: H.248 control association in trusted or untrusted network?

A security enhanced H.248 transport mode is generally needed when the H.248 control association is routed through an untrusted network domain.
The option of a security enhanced H.248 transport mode needs to be supported in Rel-12 (according 3GPP TS 33.328 [2]).
4.x.3.3
Condition #2: Context (call) individual security support?
Only call individual security enhanced H.248 transport is actually needed according 3GPP TS 33.328 [2]. However, the H.248 transport mode is tightly coupled with the H.248 control association, which again is "call independent", rather existing as long as the MG is reqistered with the MGC.
Thus, security enhanced H.248 transport needs to be supported over the lifetime of the H.248 control association (i.e., either all or nothing of H.248 traffic is secured).
4.x.3.4
Condition #3: Online or offline transport mode change?

Existing, pre-Rel-12 deployments does directly support unsecured H.248 transport modes (rather a security architecture according solution I, clause 4.x.2). Any upgrade to security enhanced H.248 transport modes could be principally done in online or offline mode (see clause 1.2.1/ITU-T H.248.67 [x]).
NOTE – An offline approach would be recommended (if solution selected).
4.x.3.5
Condition #4: Which security enhanced H.248 transport mode?

3GPP TS 33.328 [2] is not explicit on a specific security approach. There are a number of possible security enhanced H.248 transport modes, see Table 1 in ITU-T H.248.67 [x]. The list of candidates may be limited to the following options (see Table x1), taking into account the 3GPP H.248 profiles recommend SCTP and allow UDP as option.
Table x1: List of security enhanced H.248 transport mode under consideration
	H.248 profile upgrade from unsecured to security enhanced H.248 transport mode

	
	Unsecured H.248 transport mode
	to
	Security enhanced H.248 transport mode

	1
	"SCTP|IP4"
	(
	"SCTP|IP4-IPS"

	2
	
	(
	"SCTP|IP4-TLS"

	3
	"SCTP|IP6"
	(
	"SCTP|IP6-IPS"

	4
	
	(
	"SCTP|IP6-TLS"

	5
	"UDP|IP4"
	(
	"UDP|IP4-IPS"

	6
	
	(
	"UDP|IP4-DTLS"

	7
	"UDP|IP6"
	(
	"UDP|IP6-IPS"

	8
	
	(
	"UDP|IP6-DTLS"


There are eight options due to the alternatives of network and transport layer security (i.e., IPsec versus DTLS / TLS). H.248 transport security is principally disjoint to IMS media security. E.g., the security solutions for reference points Mb and Iq (in case of IMS-AGW) are not needed to be aligned.
Network layer security might be problematic for case when the H.248 control association is routed across an interim NAT device between MGC and MG.
NOTE – Thus, transport layer security would be rated as recommended, and network layer security as optional security enhanced H.248 transport mode in H.248 profiles.
4.x.4
Selected solution for Rel-12
Solution I shall be supported (as a natural evolution of legacy 3GPP security architecture). 
* * * Next Change * * * *

Annex B (informative):
Release 12 requirements and procedures for extended media security

The Rel-12 requirements from 3GPP TS 33.328 [2] version 12.3.0, regarding extended media security are copied and Rel-12 new text additions are shown in this Annex as underlined text. For completeness, in some chapters, the text of 3GPP TS 33.328, version 11.0.0 is shown without underlines.
Note that this Annex will not be updated to align with possible future versions of 3GPP TS 33.328 [2]. 
3GPP TS 33.328 [2] overrides any text in this Annex.

This Annex shows the subclause numbers and titles of 3GPP TS 33.328 [2], which contain relevant requirements for this TR.  

NOTE:
The requirements and procedure descriptions in this annex, which are covered in the main body of this TR, will be marked with yellow background. 
Editor's Note: The color marking of covered text will be included in the next version of this TR.
33.328: 1
Scope

The media plane security for MSRP, used in session-based messaging, is based on TLS. TLS is also used to protect BFCP. Key management solutions for MSRP and BFCP security are defined in this specification. 

Two normative Annexes to the present document address IMS media plane security for immediate messaging and conferencing, respectively. The media plane security for session-based messaging is addressed in the main body of this specification.

33.328: 2 References

…

[21]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)". 

[22]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 

[23]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)". 

[24]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)”. 

[25]
3GPP TS 24.147: "Conferencing using the IP Multimedia (IM), Core Network (CN) subsystem".

[26]
IETF RFC 4575: "A Session Initiation Protocol (SIP) Event Package for Conference State".

[27]
GSM Association, Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 1.0, August 2012. 

33.328: 4 IMS media plane security overview, 
33.328: 4.1.1 General

…TLS is used to protect MSRP based traffic. Key management for e2ae protection of MSRP relies on exchanging certificates and transmission of the fingerprints of these certificates over SDP. E2e protection can be achieved through the same KMS and ticket concept that is used for RTP traffic. The established key is used to setup a TLS-PSK tunnel between the two parties.

Editor´s Note: 
Using the certificate fingerprint mechanism to provide e2e protection is ffs

33.328: 4.1.2.1 SDES based solution

Wordings like “e2e security using SDES” as used in the following refer to security for RTP based media, as SDES does only apply to protecting RTP.

33.328: 4.1.2.3 Certificate fingerprints based solution for TLS

Key management solution for e2ae protection of MSRP based media is based on the ciphersuites and session keys negotiated via the TLS handshake between the UE and the IMS Access Gateway (GW). The TLS record protocol secures the actual media. Mutual authentication during the TLS handshake is achieved using certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange between the UE and the P-CSCF (IMS ALG).

This approach is specified in RFC 4975 [21]. "TCP/TLS/MSRP" is used as the protocol identifier in the m-line of the SDP, and the "a=fingerprint" attribute is used to provide the fingerprint of the certificate.

33.328: 4.2 IMS media plane security architecture
33.328: 4.2.1 General

A pre-requisite for support of e2e security is that media packets are forwarded transparently by any nodes present in the media path (SRTP packets in case of secure RTP and TLS packets in case of secure MSRP). This implies that transcoding of RTP streams is no longer possible.
33.328: 5 IMS media plane security features
33.328: 5.1 General

…For the protection of real-time traffic, an IMS UE may support SDES based media plane security mechanisms and/or KMS based media plane security mechanism. When an IMS UE supports SDES media plane security mechanisms it shall support procedures for e2ae IMS media plane security and it may support e2e IMS media plane security.

For e2ae protection of MSRP, an IMS UE may support the TLS based media plane security mechanism as defined in section 4.1.2.3. 

For e2e protection of MSRP, an IMS UE may support the KMS based media plane security mechanism.

33.328: 5.2 Media integrity protection

The use of IMS media integrity protection for RTP is optional, except that RTCP shall be integrity protected using SRTCP, in accordance with RFC 3711 [9].

The use of IMS media integrity protection for MSRP is optional.

33.328: 5.3 Media confidentiality protection

When IMS media plane security is used for MSRP, TLS transforms with null encryption should not be used.

33.328: 5.4.1 Authentication and authorization for e2ae protection

…In the TLS solution, mutual authentication between the IMS UE and the IMS Access GW relies on secure transport of certificate fingerprints using SIP signalling integrity protection. If the fingerprints of the certificates used for the TLS handshake match the fingerprints transmitted via SIP signalling, then the TLS endpoints can be sure that TLS is really established between the nodes that exchanged the SIP signalling. …

(Rel-12 additions in 33.328, 5.4.2 do not seem related to extended media security.)

33.328: 5.5.4 Security properties for e2ae protection using TLS

Based on secure mutual authentication leveraged by the integrity protection of the SIP signalling messages (cf. clause 5.4.1), TLS provides secure derivation of session keys to protect the media. 

Similarly as for e2ae protection using SDES, in addition to SIP signalling security, also the Iq interface for signalling between the P-CSCF (IMS-ALG), and the media node terminating MSRP/TLS towards the UE, i.e. the IMS Access GW, needs to be secured, cf. clause 6.2.1.3. 
33.328: 6.1.2 Media security mechanisms for session based messaging (MSRP)

In this specification, protection for session based messaging means protection for IMS traffic using the Message Session Relay Protocol (MSRP) as defined in RFC 4975 [21] and RFC 6714 [24].

The integrity and confidentiality protection for IMS traffic using MSRP is achieved by TLS protection.
Key management mechanisms for MSRP, as used in this specification, are described in clause 6.2.  

The following requirements are applicable for e2ae session based messaging (MSRP).

33.328: 6.2.1 Key management mechanisms for e2ae protection
33.328: 6.2.1.1 Endpoints for e2ae protection

… For IMS session based messaging traffic, the IMS Access GW shall send TLS protected MSRP packets to and accept TLS protected MSRP packets from the served UE as requested by the P-CSCF (IMS-ALG). The IMS Access GW shall send MSRP packets to and accept MSRP packets from the network – whether these packets are specifically protected by TLS is up to the policies of the operator. 

NOTE: 
From the IMS access gateway in the direction towards the network, plain TCP may be used on the next hops, assuming that the interfaces are protected e.g. using IPsec or physical protection. Optionally, TLS may be used. The IMS access gateway relays between the TLS connection towards the originating IMS UE and the connection in the direction towards the terminating IMS UE. Usage of TLS from the IMS access gateway towards the network is not covered by this specification.

33.328: 6.2.1.2 Key management protocol for e2ae protection

… The key management mechanism for e2ae protection of MSRP traffic shall be based on certificates and the transmission of certificate fingerprints as defined in RFC 4975 [21].

33.328: 6.2.1.3.2 Functional extension of the Iq interface for e2ae protection for MSRP
For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall send the certificate fingerprint received from the IMS UE over the Iq interface to the IMS Access GW in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

Vice versa, for each MSRP  media stream to be set-up with e2ae security IMS Access GW shall send the fingerprint of its certificate over the Iq interface to the P-CSCF (IMS-ALG) in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

For protection of session based messaging traffic, the IMS Access GW shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in RFC 4975 [xx]) to verify the establishment of the TLS session to belong to the served user. When the TLS session has been established, the IMS Access GW shall be prepared to convert unprotected MSRP packets to protected MSRP packets and vice versa and send the packets to the UE or receive them from the UE, as described in clause 7.

The integrity of the fingerprints sent over the Iq interface is required. The Iq interface shall be protected by NDS/IP [5]. If cryptographic protection is applied to the Iq interface then integrity protection shall be used. (See also NOTE in 6.2.1.3.1.)
33.328: 6.2.3 Key management mechanisms for e2e protection using KMS
33.328: 6.2.3.1 General

The KMS based security mechanism may be used for e2e protection of both real-time traffic and session based messaging (MSRP), …

33.328: 6.2.3.5 Authentication of public identities in REQUEST_INIT and RESOLVE_INIT 
Rel-12 additions in 33.328, 6.2.3.5 do not seem related to extended media security covered by this TR, but copied here for completeness.

… If a caller requests a ticket based on the identity of the expected responder, the call will most likely fail if the IMS network decides to divert the call to another destination. To handle call diversion it is recommended to set the allowed recipient in tickets to the wildcarded identity ?@?. This doesn’t affect the security of the solution since keys returned by the KMS are always forked based on the resolver’s identity. …

33.328: 7.1.1 Indication of support for e2ae security for RTP based media

NOTE 1: 
The names "e2ae-security supported by UE" and "e2ae-security supported by network" of the above indications are just placeholders for the purposes of this specification. Their syntax is defined in the corresponding stage 3 specification. These names refer to the RTP case only. Separate names for MSRP and BFCP are introduced from Rel-12 onwards, cf. clause 7.1.2 and Annex Y of the present document.

33.328: 7.1.2 Indication of support for e2ae security for MSRP

Support for e2ae security for MSRP is indicated during registration in the same way as for RTP based media, cf. clause 7.1.1. It is done independently from the indication of support for e2ae security for RTP based media, and uses its own indications" e2ae- security for MSRP supported by the UE" and" e2ae-security for MSRP supported by the network" (the syntax is to be defined in the corresponding stage 3 specification).

NOTE 1:
The policies of the IMS UE and the network concerning the use of e2ae security for MSRP are independent from the policies concerning the use of e2ae security for RTP based media.

NOTE 2:
For compatibility with RCS 5.1, the indication of support for e2ae security during registration is not a necessary prerequisite for the use of e2ae security, but it helps to avoid certain error cases, cf. Clause 7.2.1 and Clause 7.3.1.

The requirements for the procedures of e2ae session based messaging (subclause 5.2.1.2 in this TR) are specified in 33.328.

33.328: 7.2.1 IMS UE originating procedures for e2ae

… If both IMS UE and network indicated support for e2ae security for MSRP during registration, then the IMS UE shall request e2ae security for MSRP media streams to be established as described in this clause, unless the IMS UE initiates a procedure for e2e security for an MSRP media stream.
In Step 1: For e2ae protection of MSRP the cryptographic information contained in the SDP Offer consists of the fingerprint of the certificate of IMS UE A in accordance to RFC 4975 [21].
In Step 2: For each media stream that uses transport “RTP/SAVP”, “RTP/SAVPF” or “TCP/TLS/MSRP”, the P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE".
If the indication is present and the P-CSCF (IMS-ALG) indicated support of e2ae-security for the respective protocol (RTP and/or MSRP) during registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the IMS Access GW in the media path and proceeds as specified in this clause. If the indication is not present for an SRTP media stream the P-CSCF (IMS-ALG) proceeds for this media stream as described in clause 7.2.2 or clause 7.2.3 of the present specification.

If the indication is not present for an MSRP media stream offered with transport “TCP/TLS/MSRP”, the P-CSCF (IMS-ALG) proceeds for this media stream as described in clause 7.2.3 of the present specification or in TS 23.228 [3] and skips the further steps in the present subclause.

In Step 3.
The P-CSCF (IMS-ALG) modifies the SDP offer before sending it towards the S-CSCF.  …
For e2ae protection of MSRP, the P-CSCF (IMS-ALG) shall change the transport from “TCP/TLS/MSRP” to “TCP/MSRP” in the SDP Offer (cf., however, NOTE 4), stores the received fingerprint of the IMS UE A certificate and removes it as well as the indication "e2ae-security requested by UE" from the description of the media stream in the SDP Offer if present. 

In Step 7.
 The P-CSCF (IMS-ALG) and the IMS Access GW exchange the cryptographic information.
For e2ae protection of MSRP the cryptographic information communicated by the P-CSCF (IMS-ALG) to the IMS Access GW consists of the fingerprint of the UE´s certificate in accordance to RFC 4975 [21]. The P-CSCF (IMS-ALG) instructs the IMS Access GW to verify during the subsequent TLS handshake with the IMS UE (see step 9) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P-CSCF (IMS-ALG) to the IMS Access GW. In turn, the IMS Access GW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P-CSCF (IMS-ALG).
In Step 8. The P-CSCF (IMS-ALG) modifies the SDP Answer before sending it to the IMS UE A. …
For e2ae protection of MSRP, the P-CSCF (IMS-ALG) shall set the transport to “TCP/TLS/MSRP” , remove any fingerprint attributes in the SDP Answer, if present, and include the fingerprint of the IMS Access GW´s certificate in accordance to RFC 4975 [21].

In Step 9. [RTP]… In case of MSRP, when the full session setup has been completed, the TCP and TLS connection shall be established between the IMS UE and the IMS Access GW. When subsequently media are sent from or to the IMS UE, the IMS Access GW performs the required TLS specific cryptographic operations on the media.

NOTE 4:
In case cryptographic protection is also used in the core network, the IMS Access GW will also perform the necessary functions for this additional cryptographic protection. A network may have for example the policy to use TLS for MSRP also inside the core network. In this case, when e2ae security is used, TLS has to be established also from the IMS Access GW towards the core network. This may require enhancements to the procedure described above but is outside of the scope of this specification.

33.328: 7.3.1 UE terminating procedures for e2ae 

[RTP…] If both IMS UE and network indicated support for e2ae-security for MSRP during registration and the P-CSCF (IMS-ALG) receives an SDP Offer for an MSRP media stream using transport “TCP/MSRP” (i.e. no TLS) from the S-CSCF, then the P-CSCF (IMS-ALG) shall establish e2ae-security for the MSRP media stream as described in this clause.

In Step 1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP media stream with transport “RTP/AVP” or “RTP/AVPF” or an MSRP stream with transport “TCP/MSRP” from the originating network.

In Step 3. For each MSRP media stream offered with transport “TCP/MSRP”, if both the IMS UE and P-CSCF (IMS-ALG) indicated support for e2ae-security for MSRP during registration, the P-CSCF (IMS-ALG) proceeds for this media stream as described in this clause and allocates the required resources, includes the IMS Access GW in the media path for establishing the TLS towards the IMS UE and retrieves from the IMS Access GW the fingerprint of the certificate the IMS Access GW is going to use for setting up security for this media stream. Otherwise the P-CSCF (IMS-ALG) continues as described for media streams without IMS media plane security.

For each MSRP media stream offered with transport “TCP/TLS/MSRP” the P-CSCF (IMS-ALG) proceeds as specified in clause 7.3.3 of the present specification or in TS 23.228 [3].

In Step 4. For e2ae protection of an MSRP media stream the P-CSCF (IMS-ALG) sets the transport to “TCP/TLS/MSRP” in the SDP Offer, removes any fingerprint attributes for this media stream and includes the fingerprint of the IMS Access GW´s certificate in accordance to RFC 4975 [21] as well as an indication that e2ae security is offered by the network. The P-CSCF (IMS-ALG) then sends the updated SDP Offer to IMS UE B.
In Step 5. For e2ae protection of MSRP, the IMS UE B includes in the SDP Answer the fingerprint of the UE´s certificate in accordance to RFC 4975 [21].
In Step 6. The P-CSCF (IMS-ALG) communicates the cryptographic information contained in the SDP Answer to the IMS Access GW. … 
For e2ae protection of MSRP, the cryptographic information communicated to the IMS Access GW consists on the fingerprint of the IMS UE B certificate in accordance to RFC 4975 [21]. The P-CSCF (IMS-ALG) instructs the IMS Access GW to verify during the subsequent TLS handshake with the IMS UE (see step 9) that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the fingerprint passed by the P-CSCF (IMS-ALG) to the IMS Access GW.].
In Step 7.
The P-CSCF (IMS-ALG) modifies the SDP Answer before sending it to the S-CSCF. …
For e2ae protection of MSRP, the P-CSCF (IMS-ALG) changes the transport from “TCP/TLS/MSRP” to “TCP/MSRP” in the SDP Answe r (cf., however, NOTE 4) . Further, it removes the fingerprint of the IMS UE B certificate. The P-CSCF (IMS-ALG)  then sends the SDP Answer to the S-CSCF.

In Step 9. In case of MSRP, when the full session setup has been completed, the TCP and TLS connection shall be established between the IMS UE and the IMS Access GW. When subsequently media are sent from or to the IMS UE, the IMS Access GW performs the required TLS specific cryptographic operations on the media.

NOTE 4:
A network may have the policy to use TLS for MSRP also inside the core network. So TLS from the direction of the core network may be terminated at the IMS Access GW. This may require enhancements to the procedure described above but is outside of the scope of this specification.

NOTE 5:
 It is left to stage 3 specifications whether the IMS UE takes the role of TLS client or TLS server. These alternatives are equivalent from a security point of view.

The requirements for the procedures of e2e session based messaging (subclause 5.2.2.1 and 5.2.2.2 in this TR) and e2e conferencing (subclause 5.2.2.3 in this TR) are specified in 33.328.

33.328: 7.2.3 IMS UE originating procedures for e2e using KMS

NOTE 2:
E2e protected RTP or MSRP sessions are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.

In Step 8 (last): IMS UE-A derives the media session keys and initiates the media plane security. For an RTP session this means sending and receiving SRT(C)P streams and for an MSRP session this means setting up a TLS-PSK tunnel to protect the MSRP messages.
33.328: 7.3.3 IMS UE terminating procedures for e2e using KMS 

… IMS UE-B derives the media session keys and initiates the media plane security. For an RTP session this means sending and receiving SRT(C)P streams and for an MSRP session this means setting up a TLS-PSK tunnel to protect the MSRP messages.

33.328: Annex B (Normative): KMS based key management
33.328: B.1 UE originating procedures

In Step 10. … In the RTP case, the number of Crypto Sessions included in the TRANSFER_INIT message should match the number of RTP streams (both incoming and outgoing) as described in RFC 4567 [12]. The protocol type in the Crypto Session shall be set to SRTP.
In the MSRP case, a single Crypto Session is included in the TRANSFER_INIT message as described in Annex X.3. The protocol type in the Crypto Session shall be set to TLS.
In Step 12. The initiator derives the media session keys and initiates the media plane security. For an RTP session this means sending and receiving SRT(C)P streams and for an MSRP session this means setting up a TLS-PSK tunnel to protect the MSRP messages.

33.328: B.2 UE terminating procedures
Step 10. The responder derives the media session keys and initiates the media plane security. For an RTP session this means sending and receiving SRT(C)P streams and for an MSRP session this means setting up a TLS-PSK tunnel to protect the MSRP messages.
33.328: Annex F (normative): IMS media plane security for immediate messaging
33.328: F.2 Security for immediate messaging based on SIP signalling security

Security for immediate messaging based on IMS signalling security shall be provided by the SIP signalling protection mechanisms specified in TS 33.203 [4]. 

NOTE1: The usage of the “P-Asserted-Identity” header provides secure identification of the sender of a message by the receiver, unless the sender has chosen to hide its identity, in which case the receiver will not learn the sender’s identity.

NOTE2: SIP messages between the UE and the P-CSCF (IMS-ALG) can be confidentiality-protected either by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.203 [4], or by confidentiality provided by the underlying access network, according to clause 6.2.1.2 of the present specification. The IMS UE is aware of the established protection mechanism, but the P-CSCF takes the final decision. 
NOTE3: The IMS UE can be aware of the protection mechanism for immediate messaging on the first hop only, and there is no way for the IMS UE to ensure the use of protection mechanisms on further hops. Moreover, nodes in the IMS core (in particular the P- and S-CSCF) will have access to the cleartext message content.

NOTE4: Application servers may be used for storing instant messages for a user that is currently not registered or for distributing instant messages to multiple recipients. In this solution, such application servers have access to the message content and must be trusted. 

33.328: Annex G (normative): IMS media plane security for conferencing
33.328: G.1 General aspects

A conference server may send and receive cryptographically protected media streams to and from participants as specified in clauses G.2 and G.3. In doing so, the conference server shall use individual keys per participant (and per media stream).

NOTE: This means the conference server does not use group keys. This way, a participant is only able to decrypt media sent to him during his presence in the conference (but not media sent out by the media server to other participants, e.g. before the participant joined or after he left the conference).

Once the conference URI has been created, the participants (including the conference creator himself) join the conference using one of the methods specified in TS 24.147 [25]:

-
The participant sends a SIP INVITE directly to the conference URI (how the participant learns of the SIP URI is out of scope)

-
The conference creator or conference focus sends a SIP REFER to participant which triggers the participant to send a SIP INVITE to the conference URI

-
The conference creator instructs the conference focus (either via SIP REFER or via the external interface) to send a SIP INVITE to the participant

Regardless of the method chosen the end result is always that a SIP INVITE is sent from the participant to the conference URI or vice versa. From a media security perspective, this situation is no different from a point-to-point call between two UEs.

The conference creator or a conference participant may subscribe to the conference event package as described in RFC 4575 [26] using the stored conference URI. Whenever there is a change to the conference state the subscription service will notify the subscribers by sending a NOTIFY request.

33.328: G.2 Security for conferencing based on SIP signalling security

Two cases are considered in this subclause: e2ae security between UE and IMS Access GW and e2e security between UE and conference server.

e2ae security:

When participating in conferences, IMS UEs may use e2ae security for RTP based traffic and/or for MSRP, as specified in the main body of the present document, and/or for BFCP, as specified in the following.

For BFCP that may be used in conferences, e2ae security shall be supported in the same way as for MSRP, as specified in the main body of the present document. The only differences are:

1) e2ae security for BFCP uses individual indications "e2ae-security for BFCP supported by the UE" and "e2ae-security for BFCP supported by the network" during registration (the syntax is to be defined in the corresponding stage 3 specification); compare clause 7.1.2 .

2) In the SDP, security for a BFCP media stream is specified by using the transport “TCP/TLS/BFCP”,

NOTE 1: Application of e2ae security for RTP, MSRP and/or BFCP is not visible to the conference server, which has therefore no assurance on how the communication is secured over the access networks. The conference server itself is assumed to be an MRF that is part of the IMS core network. Protection of the interfaces of the conference server to other entities of the IMS core can therefore rely on the security provided inside the IMS core (e.g. by means of IPsec).

e2e security:

The conference server may support e2e security using SDES for RTP based media between IMS UE and conference server as specified in clauses 7.2.2 and 7.3.2 of the present document. Usage of this type of security by the conference server, i.e. accepting it when offered in incoming SDP offers (dial-in case) and offering it in outgoing SDP offers (dial-out case) is subject to the policies of the conference server.

NOTE 2: e2e security between IMS UE and conference server does not imply e2e security between two IMS UEs.

It is outside the scope of the solution in the present clause whether the conference server supports TLS for MSRP according to RFC 4975 [21] and/or for BFCP according to RFC 4582 [23].

NOTE 3: The conference server can request TLS for MSRP and/or for BFCP in SDP offers it sends in outgoing SDP offers (dial-out case) and accept and perform TLS when it is specified in incoming SDP offers (dial-in case). This depends on the policies of the conference server. If the conference server is configured not to use TLS, then MSRP and/or BFCP can still be protected by TLS over the access network between an IMS Access GW and a participant according to clause 7 and/ or the present clause of the present document, if the participant and the network have negotiated using this protection over the access network.

NOTE 4: When the conference server uses SRTP/SDES for RTP based media, it has no assurance where this protection is terminated and how the communication is secured on the subsequent hops.

By means of the “P-Asserted-Identity” header, the conference server has assurance about the identity of the participants. A conference server may reject users trying to dial-in anonymously. In the dial-out case, by means of re-targeting an INVITE by the conference server may be answered by a user different from the invited user. The conference server may cancel the invitation of a participant if this participant’s identity is not revealed, or if the participant is not allowed to join the conference according to the conference policies.

33.328: G.3 Security for conferencing based on MIKEY-TICKET
33.328: G.3.1 Conference creation and policy control

The KMS based conferencing solution relies on an external interface between the conference creator and the AS/MRFC for creating and managing conferences. The interface should enable the conference creator to create new conference URIs, set and update the list of authorized conference participants, and change other conference settings. It may also be possible to allow other conference participants to change the conference policy. The interface is not considered part of IMS and will not be standardized. It would typically be implemented as a web page or as a specific application on the UE.
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Figure Y1: Conference creation and policy control via external interface

33.328: G.3.2 User joining a secure conference

RTP and MSRP traffic shall be protected using MIKEY-TICKET in the same way as specified in Clause 7.2.3 and 7.3.3. The only difference being that one of the UEs is replaced by the conference focus. BFCP traffic shall be protected in the same way as MSRP traffic, i.e. using a TLS tunnel established with MIKEY-TICKET. In the SDP, security for BFCP is specified by using the transport “TCP/TLS/BFCP”. 

The conference focus shall verify that the UE identity (KMS UID) specified in the MIKEY-TICKET exchange is authorized to join the conference. 

33.328: G.3.3
Subscribing to conference event package

Upon receipt of a SUBSCRIBE request, the conference notification service shall verify that the sender is an authorized conference participant and, provided the verification is successful, establish the subscription to the conference state information. The state information carried in NOTIFY requests shall be confidentiality and integrity protected using the pre-shared key variant of S/MIME as described in Annex I.

33.328: Annex H (normative): Setup of TLS-PSK using MIKEY-TICKET

Although MIKEY-TICKET [14] only specifies how to establish key data and algorithm settings for the SRTP protocol, it can easily be extended to carry the security parameters needed for setting up almost any kind of security protocol. This Annex describes how MIKEY-TICKET is used to establish a PSK to be used in a TLS-PSK handshake.


33.328: H.1 The TLS Prot Type

A Crypto Session (CS) in MIKEY-TICKET defines a security association for a specific security protocol, and contains all the required security parameters, such as key data and algorithm settings. Each CS is represented by an entry in the CS ID map info field of the HDR payload. Such an entry has the following format (assuming the GENERIC-ID map type is used):

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!     CS ID     !   Prot type   !S!     #P      ! Ps (OPTIONAL) ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!      Session Data Length      !    Session Data (OPTIONAL)    ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!  SPI Length   !                SPI (OPTIONAL)                 ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

·  CS ID (8 bits): defines the CS ID to be used for the crypto session 

· Prot Type (8 bits): defines the security protocol to be used for the crypto session. Shall be set to TLS.

· S (1 bit): flag that MAY be used by the Session Data. This flag is not used for the Prot Type TLS. The value must be set to '0', but shall be ignored by the receiver.

· #P (7 bits): indicates the number of security policies provided for the crypto session. For the Prot Type TLS, this value shall be set to 0. No security policy is required since negotiation of parameters is included in the TLS handshake.

· Ps (variable length): lists the policies for the crypto session. Since #P=0 for the Prot Type TLS, this field is omitted.

· Session Data Length (16 bits): the length of Session Data (in bytes). For the Prot Type TLS, the length shall be set to 0 as no additional session data is required.

· Session Data (variable length): contains session data for the crypto session. Since length is 0 for the Prot Type TLS, this field is omitted.

· SPI Length (8 bits): the length of SPI (in bytes). For the Prot Type TLS, the length can be set arbtrarily.

· SPI (variable length): the SPI corresponding to the session key to be used for the crypto session. The SPI identifies a specific TGK/GTGK that is used to derive the TEK for the crypto session (the SPI could also identify a TEK directly).

Editor’s note:  Setting #P=0 in both the init and response message is not allowed according to RFC 6043. There are two possible ways to get around this problem. Either we ignore the restriction in RFC 6043 (which really doesn't matter) or we specify a dummy Security Policy for TLS which does not contain any values. 

Editor’s note:  The Prot Type TLS must be registered with IANA and the value is therefore TBD. 

33.328: H.2 Establishing a TLS connection

A CS with Prot Type TLS contains the necessary parameters to perform a TLS-PSK handshake and establish a TLS connection over a reliable transport association (such as a TCP connection).  It is assumed that the transport association can be used to identify the CS (e.g. a TCP connection maps to a certain m line in the SDP which in turn maps to a CS). The parameters that need to be input to the TLS implementation are the following:

· TLS client/server role: the role of each peer is negotiated by means outside of MIKEY-TICKET (e.g. as part of the establishment of the transport association in SDP). Typically, the client (server) in the transport protocol assumes the role of client (server) in the TLS protocol.

· The TLS ciphersuites shall be of type TLS_PSK and TLS shall be profiled as specified in TS 33.310 Annex E [AA] with the exception that ciphersuites using Diffie-Hellman shall not be used.

· PSK identity: this value is not used. The PSK identity is set to the empty string by the client and is ignored by the server.

· PSK identity hint: this value is not used. The identity hint is an optional value provided by the server in the server hello message.

· PSK: The PSK is the TEK associated with the CS. The SPI in the CS points to a TGK or GTGK from which the TEK is derived using the CS ID (and some other parameters). The SPI could also point to a TEK directly.

33.328: H.3 Usage with SDP

The TLS CS defined above can be used to establish a TLS connection using the PSK-TLS ciphersuite. The only piece missing is to show how an m-line using a protocol of the form X/TLS/Y (e.g., TCP/TLS/MSRP or TCP/TLS/BFCP) is mapped to such a CS.

RFC 5246 describes how the key-mgmt attribute is used to perform a MIKEY-TICKET exchange in SDP and how an m-line can be mapped to set of SRTP CSs (one for each SSRC). If the key-mgmt attribute is used at session level then the MIKEY-TICKET exchange contains CSs for all the m-lines in the SDP and the mapping is based on the order of the m-lines. If the key-mgmt attribute is used at the media level then the CSB only contains the CSs for that m-line. Mixing of session and media level attributes is allowed by 5246 but the expected behaviour is not well defined. Another restriction is that the offerer must know how many SSRCs that the answerer will use for a particular m-line.

The mapping between an X/TLS/Y m-line and a TLS CS is done in the same way as the mapping between and SRTP m-line and a set of SRTP CSs. The only difference is that there is exactly one CS per m-line.  

33.328: Annex I (normative): Pre-shared key MIME protection

Editor’s Note: This Annex was added to enable other clauses to refer to it. It will be filled with text later. 

33.328: Annex J: IANA considerations
33.328: J.1 IANA assignments

This clause defines several new values for the namespace Prot Type defined in IETF RFC 3830 [11]. IANA is requested to record the assignments in Table X to the namespace Prot Type in the MIKEY payload registry. The Prot Types can be used by any MIKEY mode.

Table J: Prot Type (Additions)

	Type
	Value
	Comments

	TLS
	TBD1
	TLS-PSK

	
	
	

	PSK S/MIME
	TBD2
	See Annex Y

	
	
	

	Application Specific
	TBD3
	Application Specific

	
	
	


TLS: This Prot Type provides a pre-shared key (TEK) to be used in pre-shared key ciphersuites for (D)TLS as specified in Annex H.

PSK S/MIME: This Prot Type provides a pre-shared key (TEK) to be used to protect MIME content as specified in Annex Y.

Application Specific: This Prot Type provides pre-shared key(s) to be used in an application specific security protocol. Security policies (SP payloads) shall not be associated with the Crypto Session (CS).

Editor’s note:  The values TBD1, TBD2, and TBD3 will later be replaced with values assigned by IANA. 
* * * End of Changes * * * *
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