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1. Introduction
TR 29.828 does not contain yet a description of the TLS protocol profile (e.g. TLS versions, ciphersuites, TLS compression…) to be supported and used as part of eMediasec. 
 2. Reason for Change
This contribution proposes to add a new subclause documenting the TLS protocol profile applicable for eMediasec.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.3.x
TLS protocol profile

TLS shall be supported and used as specified by the 3GPP TLS profile in Annex E of 3GPP TS 33.310 [x1].  

The main characteristics of the 3GPP TLS profile are summarized below for convenience (see Annex E of 3GPP TS 33.310 [x1] for a comprehensive description):  
- TLS versions: 
-
At least TLS 1.1 as specified in IETF RFC 4346  [x2] shall be supported. TLS 1.2 as specified in IETF  RFC 5246  [7] should be supported. 
-
The highest TLS version supported on both endpoints shall be used.

-
SSL 3.0 as specified in IETF RFC 6101 [x5] shall not be used as it is outdated.
-
If TLS Extensions are used in conjunction with TLS, then for TLS 1.2 IETF RFC 6066 [x4] shall apply, and for TLS versions lower than TLS 1.2 IETF RFC 4366 [x6] shall apply.

NOTE 1:
For interworking with pre-Release 10 elements, it may be necessary to allow fallback to the TLS 1.0 protocol version as described in IETF RFC 5246  [7] and IETF RFC 4346  [x2].

- ciphersuites: 

-
The rules on allowed and mandatory cipher suites given in TLS 1.2 (IETF RFC 5246  [7] ) shall be followed. In addition, the mandatory cipher suite of TLS 1.1 (IETF RFC 4346  [x2]) shall be supported. The cipher suite TLS_RSA_WITH_AES_128_CBC_SHA256 should be supported. Cipher suites with RC4 should not be used. Cipher suites with NULL integrity protection (or HASH) shall not be used.

- TLS compression: 

-
For TLS compression, CompressionMethod.null as specified in TLS 1.2 (IETF RFC 5246  [7]) is mandatory to support. Further compression methods as specified in IETF RFC 3749 [x7] are optional to support.

- TLS keys: 

-
The key exchange method shall not be anonymous. Hence the cipher suites starting with “TLS_DH_anon_WITH_” as defined in TLS 1.2 (IETF RFC 5246  [7]) are not allowed for protection of a connection.
The following considerations apply in addition for eMediasec: 
-
TLS cipher suites without encryption should not be used;

NOTE 2:
this is an eMediasec specific recommendation (the 3GPP TLS profile does not preclude it).
-
It is proposed to allow optional support of TLS 1.0 (IETF RFC 2246 [x3]);
-
Pre-shared keys shall not be used for e2ae media security. E2ae protection of TCP-based media shall be based on the cipher suites and session keys negotiated via the TLS handshake between the UE and the IMS-AGW (see subclause 4.1.1);  

-
the IMS-AGW (or MRFP) shall be provisioned with the set of TLS parameters applicable in the TLS domain (TLS versions, cipher suites, compression methods, certificates… ). The IMS-AGW shall autonomously negotiate the TLS protocol configurations with the peer TLS node based on the locally provisioned parameters.  

NOTE 3:
The IMS-ALG (or MRFC) does not need to know or audit the detailed TLS capabilities of the IMS-AGW (or MRFP), e.g. supported TLS versions, ciphersuites…. 

Editor's note: Compression methods can affect the processing resources required by the IMS-AGW (or MRFP) for the TLS session. It is FFS whether the use of compression should be discouraged.
Editor's note: It is FFS whether the TLS extensions defined in the 3GPP TLS profile are applicable to eMediasec.

Editor's note: It is FFS whether an IMS-AGW may be connected to different TLS domains (with different TLS parameters) e.g. for different IMS access networks, and thus whether the Iq (or Mp) profile should allow an IMS-ALG (or MRFC) to provide a TLS domain identifier to the IMS-AGW (or MRFP) upon creation of a TLS endpoint. 
4.3.y
Other TLS procedures

TLS session resumption is not required to be supported and not applicable to eMediasec. The IMS-AGW or MRFP will signal that the session is not resumable during the initial TLS handshake. 
Editor's note: it is FFS whether the IMS-AGW (or MRFP) needs to support renegotiation of the security parameters for an existing TLS session. i.e. be able to initiate or respond to a renegotiation request.

* * * End of Changes * * * *

