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1. Introduction
Secured FoIP T.38-over-UDP (i.e. transport security for UDPTL media using DTLS) needs to be considered since corresponding normative requirements have been agreed in TS 33.328 during SA3#72.

 2. Reason for Change
This contribution provides assumptions and limitations for media security of T.38 fax over UDPTL/UDP transport. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.x
Media security for T.38 fax over UDPTL/UDP transport 

4.x.2
Assumptions and limitations for T.38 fax support
Facsimile over IP (FoIP) transmission is supported as specified in Annex L of 3GPP TS 26.114 [x], over the UDPTL/UDP transport. Support of FoIP over other transport protocol e.g. TCP or RTP is not required and thus not considered as part of eMEDIASEC.
IETF draft draft-holmberg-dispatch-udptl-dtls-00 [z] does allow the SIP/SDL level negotiation of the entity that shall initiate the DTLS handshake (by using the IETF RFC 4145 [12] "a=setup" SDP attribute).  It recommends the SDP answerer to act as the DTLS client. 
IETF draft draft-holmberg-dispatch-udptl-dtls-00 [z]: 

"The offerer MUST assign the SDP setup attribute with setup:actpass value, and MUST be prepared to receive a DTLS client_hello message before it receives the SDP answer. The answerer MUST assign the SDP setup attribute with either setup:active value or setup:passive value. The answerer SHOULD assign the SDP setup attribute with the setup:active value. Whichever party is active MUST initiate a DTLS handshake by sending a ClientHello over each flow (host/port quartet)."
Editor's Note: it  is FFS why the two directions of the SIP session establishment and the DTLS session establishment are recommended to be coupled. E.g. there might be the need for FoIP clients located behind firewalls to initiate the DTLS handshake even if it is the SDP offerer (e.g. UE originated FoIP session). 
The SDP answerer can be the UE (UE originated FoIP session) or the IMS-AGW (UE terminated FoIP session). As a result, the IMS-AGW may act as a DTLS server or client, depending on which entity initiates the SDP Offer.
The present study will investigate e2ae security for FoIP implementations supporting DTLS per IETF RFC 6347 [y] in combination with IETF draft draft-holmberg-dispatch-udptl-dtls-00 [z].

* * * End of Changes * * * *

