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Reason for Change
The editor’s note is related to two topics:
1. TCP client/server roles and correspondent MGW level TCP bearer connection control procedures during the establishment phase; and

2. MGC information baseline for controlling TCP connection establishment.

The 2nd aspect is discussed in a parallel contribution (C4-131120).
The 1st item is related to the questions 

a) WHAT kind of TCP bearer connection control procedure (incoming or outgoing?) shall be executed by the MGW and 
b) WHEN the TCP bearer connection establishment shall occur (e.g., in order to address potential TCP security attack scenarios, or to support resourcement management in separating the reservation and preparation phase of local TCP resources from the phase of establishment, or due to end-to-end TCP connectivity considerations (given by NAT-T), etc.).

The simplest scenario might be sufficient for Rel-12: hence we think that the default case for Rel-12 should be the immediate start of TCP bearer connection control procedures, but we don’t want to exclude optional support for MGC controlled approval concerning start of establishment phase.
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

4.4.2
TCP connection establishment

4.4.2.1
TCP client/server role assignment

Editor's Note: a couple of items were observed (at the 2013-08 meeting) which needs clarification:
1) Terminology: "TCP endpoint" (not defined by RFC 793) and "terminating TCP protocol"
=> there are two entities: a) the remote TCP connection endpoint, and b) the local, TCP-enabled H.248 stream endpoint.
2) Call model wrt TCP connection establishment
=> "half-call model" and "end-to-end model"
=> the text so far is focusing on the half-call model, i.e., TCP connection establishment from perspective of a single TCP-enabled H.248 stream endpoint
=> e2e model introduced the H.248 context view of two associated TCP-enabled H.248 stream endpoints, i.e., the internal control of e2e TCP connection establishment
3) MGW internal TCP handling during TCP connection establishment
=> different TCP modes of operation by the MGW, see new clause 4.4x 
4.4.2.1.1
SIP level negotiation of TCP server and client role by MGC

Editor's Note: following text is for further studies:

A MGC (e.g. a MRFC) that controls a MGW that terminates the TCP protocol may need to determine if the MGW shall act as TCP client or server. (alternative text proposal: A MGC (e.g. a MRFC) that controls a MGW with TCP-enabled (H.248) stream endpoint (SEP) may need to determine for each SEP whether it shall act as TCP client or server).

NOTE 1:
There are a number of TCP related MGW functions which are not really dependent TCP role awareness. E.g., a MGW that only modifies port numbers (i.e. port translation (PT)) when forwarding TCP packets would be TCP aware (due to the implicit, TCP specific checksum udate), but does not require information about the TCP client and server role. The MGW just requires to know how to apply autonomously incoming/outgoing TCP connection establishment procedures.

The MGC controlling a MGW that needs to be explicitly configured for TCP connection establishment procedures uses the IETF RFC 4145 [12] SDP "a=setup" attribute in SIP/SDP signaling to determine the client and server role; if the "a=setup" attribute is omitted by the SDP offerer, the offerer (which could be the MGC) automatically becomes the TCP client (i.e., the MGC would then signal "TCP client" side TCP connection establishment procedures to the MGW, see next sub-clause).
MSRP clients only supporting MSRP according to RFC IETF RFC 4975 [6] will not use the SDP "a=setup" attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP, OMA and GSMA the support of IETF RFC 6135 [8] ("COMEDIA for MSRP") is mandated, and the "a=setup" attribute will thus be used.

NOTE 2:
The IETF RFC 4145 [12] SDP "a=connection" attribute shall not be used according to IETF RFC 6135 [8].

According to IETF RFC 4583 [17], "the management of the TCP connection used to transport BFCP is performed using the 'setup' and 'connection' (SDP) attributes".

Editor's Note: the TCP endpoint in a MGW is either TCP client or TCP server. Whether the MGC is always able to indicate the TCP role to the MG is subject of discussion (E.g., a default role such as TCP server (in order to be prepared for TCP Passive Open; or based on a MGC local policy if information could not be derived from call control signalling, etc.).
Editor's Note: following text is for further studies
In the SDP offer, "a=setup:actpass" may be used to indicate the ability to serve both as TCP client and server; the SDP answerer will then select either the TCP server or client role and indicate its choice in the SDP answer. Thus, the SDP offerer side needs to be prepared to receive incoming TCP connection setups when offering "a=setup:actpass".  If an MGC uses "a=setup:actpass" in the SDP offer, it can configure the MGW to act as TCP server. If the answerer then selects "a=setup:pass", the MGC needs to reconfigure the MGW to act as TCP client.
TS 24.229 [18] does not define any IMS-ALG procedures to modify the "a=setup" attribute. According to current specifications, it can thus not change the directionality of TCP connection setups between interconnected SDP offer/answer entities.

Editor's Note: It will be further studied in Clause 4.4.x if changing the directionality of TCP connection setups requires extra MGW resources and adversely impact the TCP connection performance.
(Comment: there could be firstly a TCP merge or relay mode before behaving as TCP proxy).
4.4.2.1.2
H.248 control of TCP connection establishment at MGC by MGW
Editor's Note: following text is for further studies
TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TCP transport connection.  The TCP client/server role assignment is of temporary nature only because coupled with the transient phase of TCP connection state transitioning from CLOSED to ESTAB (see Figure 6 in IETF RFC 793 [20]). Whether the local TCP-enabled (H.248) stream endpoint (at the MGW) provides a TCP client or server behaviour (during establishment phase) is primarily of interest for the MGC (from perspective of SIP signalling).
What need to be controlled (configured) in the MGW by the MGC is rather

a) whether an incoming or outgoing TCP bearer establishment needs to be provided and

b) when TCP bearer establishment should be started in incoming or outgoing directions (e.g., there might be initial TCP security attacks which should be blocked as long as SIP level SDP offer/answer is not yet settled
The MGC decision baseline for above MGW indications is elaborated in clause 4.5.

* * * End of Changes * * * *

