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Editor's Note: It is FFS whether the first TCP fragment (as TCP/IP packet) with TCP SYN flag set can carry the initial TLS ClientHello message.
The editor’s note is related to the fundamental question when TLS security session establishment could start. There were further comments about TCP and TLS terminology, let’s discuss this first:

The considered H.248 IP-to-IP media gateway types operate at the level of IP datagrams (aka IP packets), hence we need clarify the protocol data units (PDU) in case of TLS-over-TCP-over-IP packets. I.e., what exactly is the TLS-PDU and TCP-PDU?

1st TCP (RFC 793): uses the notion of segment (TCP layer) and fragment (IP layer)
fragment

          A portion of a logical unit of data, in particular an internet

          fragment is a portion of an internet datagram.

segment

          A logical unit of data, in particular a TCP segment is the

          unit of data transfered between a pair of TCP modules.

Conclusion: 
TCP-PDU = RFC 793 TCP segment



or 
TCP-PDU = ITU-T TCP packet (according H.248.84)

2nd TLS (RFC 5246): uses the notion of message as the basic element of protocol data structures

Conclusion: 
TLS-PDU = RFC 5246 TLS message 

The editor’s note could be hence more precisely formulated:
May (should) the very first received TCP-PDU (TCP packet) carry already a TLS-PDU (which would by a TLS ClientHello message) or not?

There are different views on this question:

a) The pure, application protocol agnostic answer from TCP perspective would be:  CONDITIONALLY YES
See clause 3.4/RFC 793, 2nd paragraph: the TCP sender may already sent data in the first TCP segment, but the TCP receiver is not yet allowed to the deliver the data to the served user instance. The TCP receiver could discard or buffer such data. Data delivery by the TCP receiver is tight to TCP state ESTAB.

Reliable TCP data transfer implies consequently successfully established TCP endpoints first.
b) The TLS-over-L4 (RFC 5246) perspective:

RFC 5246 is not IP transport protocol specific due to transport-independent TLS protocol definition. TLS just needs a reliable transport protocol.

c) TLS-over-SCTP perspective (as a side note):
RFC 4960 on SCTP is fairly precise: any data transfer is not yet allowed as long as the SCTP transport connection (i.e., SCTP association) is in state ESTABLISHED. Hence, a sending of a TLS ClientHello message would need to be delayed as long as the SCTP establishment is ongoing. 

Conclusion for TLS-over-TCP from pure RFC 793 / 5246 perspective:
The first received TCP packet could theoretically carry already a TLS ClientHello message, despite the fact the local TCP endpoint is still not in connection state ESTAB.

Some practical and IMS network specific considerations:
· Above theoretical scenario could be mapped on pure end-to-end scenarios with TLSoTCP between two IP host entities (i.e., without any interim IP hop involved in TCP layer processing).

· The RFC 793 data piggy-backing option was introduced for terminal-to-server communication, where 1-byte key stroke info would lead to high communication overhead.

· However, the TLS ClientHello message could be in the order of some kilobytes, which shouldn’t and wouldn’t be sent by a TLS client as long as not any reliable L4 connectivity is guaranteed.

· The 3GPP H.248 (TCP-to-TCP) IP-to-IP media gateway types don’t need full TCP protocol termination (at least not as an TCP terminal endpoint), rather provide TCP merge, TCP relay or TCP proxy kind of interworking (see H.248.84 and Draft H.248.TCP).
· NAT traversal at TCP/IP layer (aka L4/L3 NAT-T): NAT-T for TCP may lead to multiple TCP connection establishment attempts. It would be counter productive to try already data delivery during this phase.

Conclusions:
1. Existing text in clause 4.3.1 indicates the recommended way for the start of TLS-over-TCP communication, i.e., firstly a successfully established TCP connection.
2. We could and should not forbid strict RFC 793 / RFC 5246 interpretations, also due to the fact that there might be UEs which sending such kind of TCP packets ("early TLS media"). However, the H.248 MG could either buffer or discard the TCP data (i.e., TLS message) in such scenarios, given by RFC 793.
It could be even stated that the “buffer option” is not recommended due to well-known TCP security attack scenarios.

A correspondent note is proposed based on above evaluation.
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

4.3.1
Introduction – Media/transport security sessions at Mb

The (H.248 controlled IP) bearer is generally comprised by an IP security session and an underlying TCP-based IP transport connection in case of media/transport security (at e.g. IMS Mb).

The bearer establishment is divided in the two main phases (Fig. 4.3.1.1) of (I) TCP connection establishment and (II) IP security session establishment, particularly in case of connection-oriented transport protocols (such as TCP) or/and IP bearer path coupled security control protocols (such as key exchange protocols, TLS).
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Figure 4.3.1.1: Successful establishment of IP security sessions (at Mb)

It could be noted:

· Precondition of (II) IP security session establishment (see subclause 4.3.3) is a successfully established IP transport connection (NOTE).

· Establishment of the (I) TCP connection (see clause 4.4) implies optional NAT traversal (NAT-T) support (see clause 4.4), under the condition of remote NAT devices in the IP bearer path.

NOTE:
IETF RFC 793 [20] allows the TCP sender to deliver data already during the TCP connection establishment phase, which could be a TLS ClientHello message here. The MG can principally buffer or discard such initial TCP data. The "buffer option" is not recommended due to well-known TCP security attack scenarios. Thus, the option of "early" TLS session establishment can be supported, but is discouraged due indicated security issues, TCP NAT traversal, etc. 

4.3.2
H.248 bearer type indication "TLS"
The MGW needs to be indicated for bearer type "TLS" in order to reserve and prepare TLS resources associated with the H.248 termination or stream endpoint. 

NOTE:
This procedure is similar to the Q.1950 defined BNC procedure (at Mc / Mn).

* * * End of Changes * * * *

� 	Term : TCP packet


Definition : IP datagram (also known as IP packet) carrying a (single) TCP segment in the payload.


                   NOTE – Such a L4/L3 PDU is also known as TCP/IP packet (briefly TCP packet).





