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Reason for Change
Scenarios in scope of the work for BFCP media security have not been specified yet. 
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

4.1
Media security for Session based messaging (MSRP) 

4.1.3
Scenarios in scope

TLS shall be supported over TCP transport (see IETF RFC 793 [20]). Support of TLS over other reliable transport protocol e.g. SCTP is not required and thus not considered as part of eMEDIASEC. 

The following scenarios shall be supported as part of eMEDIASEC: 

a) TLS to non-TLS interworking for e2ae protection of MSRP-based media:

· e2ae only applies to the IMS-AGW; application of e2ae security is not visible to the TrGW or MRFP.

· this corresponds to an MSRP session between an IMS UE with e2ae security applied, towards another IMS UE without e2ae applied or a non-IMS UE or an MRFP; 

· this can also correspond to a local MSRP session with e2ae applied for both UEs, where the figure only depicts a 'half call model". 
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Figure 4.1.3.1: TLS (IMS Access Network) to non-TLS (IMS Core Network) interworking for e2ae protection of MSRP-based media

NOTE 1:
Whether the IMS-AGW is MSRP-agnostic or MSRP-aware is discussed in a dedicated subclause and thus not depicted in the figure.

NOTE 2:
TLS-based protection can also be used inside the core network. In this case, when e2ae security is used, TLS has to be established also from the IMS-AGW towards the IMS Core Network. Both TLS sessions are independent. This use case is documented in TS 33.328 [2] but not further described in this specification.

Editor's Note: it is FFS whether support of TLS-based protection inside the core network adds any specific requirement beyond those to be defined for TLS-based protection towards the IMS access network, and if so, whether this should be covered or not by the IMS H.248 profiles.

b) Transparent TLS packets forwarding for e2e protection of MSRP-based media:

· this corresponds to an MSRP session between an IMS UE and e.g. another IMS or non-IMS UE or an MRFP with e2e security applied; 

· the MGW can be an IMS-AGW or a TrGW.
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Figure 4.1.3.2: Transparent TLS packets forwarding for e2e protection of MSRP-based media

c) TLS to non-TLS interworking for e2e protection of MSRP-based media:

· the MRFP (conference server) can support TLS for MSRP, i.e. originate/terminate TLS traffic with e2e media security from/to a remote MSRP sender/receiver;

· the MRFP can also communicate with other remote bearer connection endpoints, with or without e2e media security; if TLS is also used towards other remote endpoints, each TLS session is independent from the other (i.e. different keys).  
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Figure 4.1.3.3: TLS to non-TLS interworking for e2e protection of MSRP-based media at the MRFP

In the above scenarios, the IMS UE (with e2ae or e2e security applied) may be located behind a remote firewall/NAT device. i.e. NAT-Traversal should be considered. 

NOTE 3:
Support of NAT traversal (at layers L4/L3) is basically agnostic to any higher layer (i.e., L4+) security sessions, hence not specific to eMEDIASEC. 

* * * Next Change * * * *

4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.2.3
Scenarios in scope

The same scenarios and requirements apply for BFCP-based media security as described for MSRP-based media security in subclause 4.1.3, with only the following differences: 

· this corresponds to a BFCP session between an IMS UE and an MRFP, i.e. and never a session between two UEs; 

· only the IMS UE (with e2ae or e2e security applied) may be located behind a remote firewall/NAT device, i.e. the use case where both peers are behind a NAT is not considered.
I.e. the following BFCP-based media security scenarios shall be supported: 

a)
TLS to non-TLS interworking for e2ae protection of BFCP-based media (at the IMS-AGW);
b)
Transparent TLS packets forwarding for e2e protection of BFCP-based media (at the IMS-AGW or TrGW);
c)
TLS to non-TLS interworking for e2e protection of BFCP-based media (at the MRFP). 
* * * End of Changes * * * *

_1427892035.vsd
Remote Bearer Connection Endpoint X
(IMS Access Network)


IMS-AGW/TrGW


TLS/TCP Bearer
Connection


TLS/TCP Bearer
Connection


TLS forwarding


Remote Bearer Connection Endpoint Y
(IMS Core Network)


                        TLS domain



_1427892159.vsd
Remote Bearer Connection Endpoint X



MRFP


TLS/TCP Bearer
Connection


TCP Bearer
Connection


TLS to  non-TL S


Other Remote Bearer Connection Endpoint Y


TLS domain



_1421162211.vsd
Remote Bearer Connection Endpoint X
(IMS Access Network)


IMS-AGW


TLS/TCP Bearer
Connection


TCP Bearer
Connection


TLS to  non-TL S


Remote Bearer Connection Endpoint Y
(IMS Core Network)


TLS domain



