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Reason for Change
An initial set of requirements is proposed, starting with clause 5.1. It has to be noted that list of requirements is still not complete.

Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

5
IMS-ALG/ IMS-AGW interface (Iq)

5.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Iq profile. Contents of this clause are expected to be moved to 3GPP TS 23.334 once stable. 

5.1.1
Security independent requirements
This sub-clause collects requirements which are independent of TLS usage or not, i.e., valid for e2ea, e2e or non-security mode.
5.1.1.1
General requirements

The solution shall
1.
support H.248 bearer type indications for "TCP";
2.
support the indication of incoming or outgoing bearer control procedures for "TCP"; 
3.
support end-to-end L3/L4 bearer connectivity for "TCP" (e.g., by local NAT-T support according sub-clause 5.1.1.2); 
4.
support the indication to start outgoing bearer control establishment procedures for "TCP";
5.
support the indication to accept (or not) incoming bearer control establishment procedures for  "TCP";
6.
support the indication to start outgoing bearer control release procedures for "TCP";
7.
support the indication to accept incoming bearer control release procedures for  "TCP".
8.
support the bidirectional release for "TCP", i.e., the MG shall be enforced to initiate an outgoing "TCP half closure" as soon as an incoming "TCP half closure" request is detected. 
The solution shall not
9.
support the capability of TCP connection reuse; 
10.
support any performance measurements (by correspondent H.248 statistics) for "TCP".
The solution should
11.
support the reporting of successfully established bearer connections at the layer of "TCP" to the MGC by the MG;   
12.
support the reporting of successfully released bearer connections at the layer of "TCP" to the MGC by the MG.
5.1.1.2
Specific requirements for L3/L4 NAT-T
The solution shall

1.
support latching on remote IP source transport address information. 
The solution should
2.
support TCP merge mode (in order to support TCP simultaneous open procedures). 
5.1.1.3
Specific requirements from (TCP, TCP) context handling
An H.248 (TCP, TCP) context is given by a two-termination connection model with TCP-enabled stream endpoints (SEP).
The solution shall

1.
allow the MGC for individual control of each SEP (e.g., in order to separate the bearer control of each TCP bearer connection segment). 
The solution should
2.
allow the MGC to enable the MG for combined consideration of both SEPs with regards to TCP bearer connection control procedures during the establishment and release phase (e.g., an incoming TCP bearer connection establishment request at one SEP triggers immediately an outgoing TCP bearer connection establishment request at the other SEP. 
5.1.2
End-to-access edge security for TCP-based media using TLS

5.1.2.1
General requirements

The solution shall

1.
support H.248 bearer type indications for "TLS" and  "TLS/TCP" with respect to the SEP at AN side;   
2.
support H.248 bearer type indications at higher protocol layers in "application agnostic" or "application aware" mode; 
3.
support the indication of incoming or outgoing bearer control procedures at the protocol layer of "TLS" or combined layers "TLS/TCP"; 
4.
support the signalling of certificate fingerprints from MGC to MG for the purpose of TLS authentication procedures during TLS security session establishment phase; 
5.
support TLS alert handling; 
6.
support the indication to start outgoing bearer control establishment procedures for "TLS";
7.
support the indication to accept (or not) incoming bearer control establishment procedures for "TLS";
8.
support the indication to start outgoing bearer control release procedures for "TLS";
      Editor's Note: there are multiple possible stimuli for TLS release triggering (see 4.3.4.2). The requirement need to be detailed which stimuli are supported or not for Rel-12.
9.
support the indication to accept incoming bearer control release procedures for  "TLS".
The solution shall not
10.
support the capability of TLS session resumption; 
11.
support any performance measurements (by correspondent H.248 statistics) for "TLS";
The solution should
12.
support the reporting of successfully established bearer connections at the layers of "TLS" and  "TLS/TCP" to the MGC by the MG;   
13.
support the reporting of successfully released bearer connections at the layers of "TLS" and  "TLS/TCP" to the MGC by the MG;   
14.
support the possibility to the MGC to influence the MG level TLS capability declarations and negotiations with the remote TLS endpoint during TLS security session establishment phase.   
5.1.2.2
Specific requirements for session based messaging (MSRP)

The solution shall

1.
support the indication of application protocol "MSRP" (in order to enforce application aware mode in the IMS-AGW);  
The solution should
2.
support L4+ NAT traversal for "MSRP-over-TCP" in case that MSRP messages still require the modification of embedded address information (so called bearer-level appliction gateway function), see clause 4.1.4. 
5.1.2.3
Specific requirements for conferencing (BFCP)

5.1.3
End-to-end security for TCP-based media using TLS

5.1.3.1
General requirements

5.1.3.2
Specific requirements for session based messaging (MSRP)

5.1.3.3
Specific requirements for conferencing (BFCP)

* * * End of Changes * * * *

