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Reason for Change
The notion of transparent forwarding is used in several places, such as 4.1.1, 4.1.2, 4.1.3 and 4.1.4, but a correspondent definition is still missing.
An agreed term is required, but unfortunately not straightforward and easy to be defined. It has to be noted that the issue is not new in the context of media security, it was already observed concerning the question of “SRTP transparent forwarding” by the ITU-T.
It is suggested to use the terms from ITU-T of Draft H.248.TLS (which are based on correspondent agreed terms from Draft H.248.RTPTOPO).
The discussion (in ITU-T) should not be repeated again here, but we’d like to point out that the definition is based on term bit integrity and data integrity, which are used for term Lx-PDU integrity., which again allows to derive “TLS transparent forwarding” (besides “SRTP transparent forwarding”, “DTLS transparent forwarding”, etc.).

It should be also noted that the term “packet” in context of layered protocol architectures is undefined and ambiguous (at least for IETF RFCs related to IP, TCP and TLS), thus PDU and Lx-PDU is used. This approach is consistent with 21.905, which provides already correspondent abbreviations (apart from Lx).

The purpose again of the “TLS transparent forwarding” definition is to get unambiguous semantics on the aimed media gateway behaviour, i.e., what type of operations may or may not executed on TLS traffic in that mode.
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.328: "IMS Media Plane Security".

[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[4]
3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem - Stage 3".

[5]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[6]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".

[7]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[8]
IETF RFC 6135: "An Alternative Connection Model for the Message Session Relay Protocol (MSRP)"

[9]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)"

[10]
IETF RFC 4976: "Relay Extensions for the Message Sessions Relay Protocol (MSRP)"

[11]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[12]
IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[13]
Draft draft-ietf-simple-msrp-sessmatch-10: "Session Matching Update for the Message Session Relay Protocol (MSRP)"

[14]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".

[15]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".

[16]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".

[17]
IETF RFC 4583: "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".

[18]
GSM Association RCC 0.7: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 1.0, August 2012". 

[19]
OMA-TS-SIMPLE_IM-V2_0-20120731-C: "Instant Messaging using SIMPLE Candidate Version 2.0 – 31 Jul 2012".

[20]
IETF RFC 793: "Transmission Control Protocol".

[x]
Draft Recommendation ITU-T H.248.TLS: "Gateway control protocol: H.248 packages for control of transport security using TLS".

* * * 2nd Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [7]). 

TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [7]).  

TLS endpoint: either a TLS-client or a TLS-server.
Transparent forwarding: media gateway packet forwarding behaviour with the characteristic of Lx-PDU integrity. This is a unidirectional characteristic of a Lx-PDU flow (see Draft ITU-T H.248.TLS [x]).
TLS transparent forwarding: media gateway packet forwarding behaviour with the characteristic of TLS-PDU integrity (NOTEs 1, 2). This is a unidirectional characteristic of a TLS-PDU flow (see Draft ITU-T H.248.TLS [x]).
NOTE 1 – A TLS PDU relates to a TLS message in [7].

NOTE 2 – Definition based on term "transparent forwarding", i.e., the characteristic of PDU integrity comprises the properties of bit integrity and data integrity.

NOTE 3 – There would be then the characteristic of TLS message integrity in the context of "TLS transparent forwarding". The media gateway might be TLS aware; e.g. support of TLS related statistics or event detection would not violate transparent forwarding behaviour.
* * * 3rd Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BFCP
Binary Floor Control Protocol

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
Lx
Layer x (in a layered protocol architecture)
MSRP
Message Session Relay Protocol

* * * End of Changes * * * *

