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Reason for Change
TR 29.828 captures general design considerations for MSRP-based media security. General design considerations for BFCP media security have not been specified yet. 
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.2.1
General design considerations

IMS conferencing concepts and procedures are specified in 3GPP TS 23.228 [3], 3GPP TS 24.147 [x] and 3GPP TS 24.229 [5]. 

3GPP TS 33.328 [2] specify IMS media plane security mechanisms for BFCP as used in IMS conferencing for both e2ae protection and e2e protection. Integrity and confidentiality protection for BFCP media is achieved by TLS protection.  

The salient points of BFCP based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description): 
a) e2ae security shall be supported in the same way as for MSRP (see subclause 4.1.1), with only the following differences:

· e2ae security for BFCP uses individual indications "e2ae-security for BFCP supported by the UE" and "e2ae-security for BFCP supported by the network" during the IMS registration;
· In the SDP, security for a BFCP media stream is specified by using the transport "TCP/TLS/BFCP".
b) e2e protection of BFCP media may be supported between the IMS UE and MRFP (conference server) in a similar way as for MSRP-based traffic, i.e. using a TLS tunnel established with MIKEY-TICKET .  
* * * End of Changes * * * *

