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1. Introduction
The 3GPP AAA Server makes use of a big number of diameter interfaces and, as such, is a network element where the different issues associated to diameter overload should be clearly identified and addressed.
2. Reason for Change
The TR does not describe currently the specific issues related to overload of the 3GPP AAA Server and its interfaces, so it should be added.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.809 v0.2.0.
* * * First Change * * * *

5.3.4
Overload of the 3GPP AAA Server

5.3.4.1
Introduction
The 3GPP AAA Server is a functional entity in the EPC architecture, which exposes many different diameter interfaces towards other network nodes, both internal and external to the operator’s domain. Those interfaces include:

-
STa, SWa: towards external access networks (trusted, STa, and untrusted, SWa)

-
SWm: towards ePDG

-
S6b: towards PDN-GW (it can be internal for home-routed traffic, or external, for local-breakout traffic)

-
SWx: towards HSS (internal)

Those interfaces follow a stateful mode of operation (session-oriented), except SWx which is stateless (non-session oriented).
It should be noted that, typically, it is expected to find a number of 3GPP AAA Servers deployed in an operator’s network, which can work in a load-sharing model; each AAA server in that pool can initially handle any incoming user, but once a user is handled in a certain AAA, this server is registered in the HSS, and from that moment, subsequent interactions for that user must be handled by the originally assigned AAA server. This means that no traffic balancing can take place for interactions past the initial user assignment to a server.
5.3.4.2
Causes of Overload
Similar causes of overload to those described in clause 5.3.1 are also applicable to the 3GPP AAA Server.
In particular, failure and restart of network elements such as the PDN-GW may impose a big traffic load on some 3GPP AAA Servers over the S6b interface, given that a diameter session is maintained for each PDN-Connection, and also considering that the S6b interactions must always be redirected to a previously assigned AAA server which is already handling the user.

Each 3GPP AAA Server keeps access session information for a given user, initiated typically via STa/SWa reference points. For this reason, in comparison with S6b messages, STa/SWa messages are more prone to be load balanced to a less loaded 3GPP AAA Server since they are used to setup an initial access session; this is not so feasible over the S6b interface, which is typically used once the access session is already ongoing.
5.3.4.3
Impacts
Given the big number of diameter interfaces on the 3GPP AAA Server, and their dependencies, it is particularly important to prevent unavailability of this network entity as a result of peaks of traffic.
It should be noted that, prior to rel-11, the unavailability of a specific 3GPP AAA Server which had already been assigned to a user, resulted on that user being unable to get access/service from the network (even if the external access network decided to allocate a new AAA server), because the HSS kept re-directing back to the former 3GPP AAA Server all traffic addressed to that user. This was solved by including a new indication (AAA-Failure-Indication AVP) from the access network, over STa and SWx, to let the HSS override a former user/server assignment.
Therefore, as a consequence of the above, when an access network determines that a certain 3GPP AAA Server is undergoing a certain level of unavailability due to overload, it should not simply send traffic to a non-overloaded server; instead, it must take into account that users already handled by that server should either remain in that server (with the restriction of a potential temporary service unavailability), or they should be re-allocated to a new server, by making use of the mechanism defined in rel-11 that allows the HSS to override previous 3GPP AAA Server allocations.
Additionally, other impacts related to the overload on specific interfaces include, for instance, the scenario in which a severe overload of the HSS could imply to stop accepting new incoming users to the system, and therefore it would have an impact on interfaces towards the external access networks (i.e., to start rejecting incoming traffic over STa/SWa).
* * * End of Changes * * * *

