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1. Introduction
Indication of a problem statement.
2. Reason for Change
Work item [eMEDIASEC] is not explicitly indicating the initial phase of IP transport connection establishment (here TCP) and the possibly implicit inherent phase of NAT traversal.
3. Conclusions

Explicit overview may help to structure stage 2/3 work.
Such explicit text seems to be also justified due to the discussions at the last meeting, which were all about around NAT-T, but not (yet) really on transport security as such.
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *

4
Key issues and Design considerations for Extended IMS media plane security features



Editor's Note: this clause intends to identify the key issues to address and the main design considerations that should drive the definition of stage 2 requirements and procedures. 

4.1
Media security for Session based messaging (MSRP) 

Editor's Note: will identify the assumptions & limitations in terms of MSRP support, the supported/unsupported MSRP scenarios (e.g. client/server, UE-UE, MSRP relays), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.3
TLS procedures 

Editor's Note: will address general considerations on TLS session control procedures, direction of TLS session establishment, the TLS profile & versions to be supported …

4.3.1
Introduction – Media/transport security sessions at Mb
The (H.248 controlled IP) bearer is generally comprised by an IP security session and an underlying TCP-based IP transport connection in case of media/transport security (at e.g. IMS Mb).

The bearer establishment is divided in the two main phases (Fig. a.1) of (I) TCP connection establishment and (I) IP security session establishment, particularily in case of connection-oriented transport protocols (such as TCP) or/and IP bearer path coupled security control protocols (such as key exchange protocols, TLS).
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Figure a.1: Successful establishment of IP security sessions (at Mb)
It could be noted:

· Precondition of (II) IP security session establishment (see clause 4.3.x) is a successfully established IP transport connection.

· Establishment of the (I) TCP connection (see clause 4.4) implies optional NAT traversal (NAT-T) support (see clause 4.4), under the condition of remote NAT devices in the IP bearer path.
4.4
TCP procedures

Editor's Note: will address general considerations on TCP procedures e.g. to which extent TCP bearer control procedures or the type of TCP protocol handling for TCP endpoints need to be specified, direction(s) of bearer establishment / setup attribute, NAT and NAT-T considerations, …

* * * End of Changes * * * *
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