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1. Introduction
The work item for Diameter overload control has received much discussion since the last update to this doc.
2. Reason for Change
This contribution proposes clarifications and updates based on discussions after the current revision.
4. Proposal

It is proposed to agree the following changes to 3GPP 29.809.
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6.2
Design Considerations 

6.2.1
Introduction

Particular design considerations for the 3GPP use of Diameter overload control are addressed in the following subclauses.

Editor’s Note:
the particular points addressed in the hereafter specified subclauses need further confirmation to justify any additional requirement for the overload solution.

6.2.2
Impacts on Existing Applications used in 3GPP

6.2.2.1
Overload and Applications

A key topic is on how to address the traffic overload associated to a given Diameter application (e.g. Diameter S6a/S6d application) versus traffic for other applications.

Distinction should be made between:

-
the overload information that may indicate it is the traffic of a given application that is overloaded;

-
the way (algorithm) a node will handle the traffic reduction for a given application.

-
It may be application agnostic, e.g. a percentage of reduction applies to the total number of the Diameter messages for this application that are selected on a random basis; the same way to process the traffic applies to other  applications with an overloaded traffic;

-
or it may be application dependent e.g. the procedures / messages to abort may depend on the type of application commands (e.g. an MME not issuing Purge before considering to abort Update Location procedures, this is further discussed in subclause 6.2.4); or on the way the reduction is obtained e.g. a MME may act differently towards its UEs for an overload over S6a than for an overload over SGd for SMS.

For a client, although an agnostic application behaviour may be applied, it may be more relevant to have traffic reduction handling dependent on the Application, e.g. in order to minimize the impacts on the delivered service and so improve the user experience.


When a server is overloaded, its Diameter identity may be given back to the clients and to the Diameter agents in the path, so that traffic may be reduced for this server and not for others.  There are a number of other scenarios and potential scopes to which overload control information may apply discussed in IETF Draft draft-ietf-dime-overload-reqs-05 [4]. Additionally, 3GPP specific scenarios will need to be studied.
.

6.2.2.2
Complexity
Overload handling may become quite complex as it implies a trade-off between the efficiency to quickly reduce the overload conditions and the accuracy in the handling of traffic reduction to minimize the impacts on the delivered service and on the user experience.

Overcomplicating the solution may represent a danger to the consistent behaviour between the different involved actors and this may create additional problems.

In their work, IETF DiME is analysing the content of a default overload algorithm, which shall be supported by Diameter nodes when no other overload algorithms are available between the Diameter nodes. 3GPP should try to agree the use of this default algorithm for its own usage for which 3GPP could indicate IETF DiME some generic points needed for 3GPP applications. However, specific 3GPP client and application behaviour needs to be investigation so 3GPP's own overload specific algorithms can be provided in addition.

6.2.3
Extensibility and Interoperability

[this section should highlight the specificity of 3GPP networks in which backward and onward compatibility across releases have to be provided.]

6.2.4
Diameter Session Management in 3GPP networks

In the 3GPP Diameter applications, two main cases exist:

-
Diameters sessions established on a per UE basis for a long duration, which may last some hours or days. This is the case for some PCRF Diameter applications or between access entities and 3GPP AAA server for non 3GPP access.

-
Diameter sessions which are implicitly terminated, so with no state maintained in the server. This is the case for HSS Diameter applications

When handling overload conditions or to prevent overload, a solution could be to use load balancing to other servers which are not overloaded, but this may not be so straightforward:

-
a user is configured in one HSS, and if this HSS is overloaded, it is not possible to transfer the traffic of the user to another HSS;

-
when establishing a new session for a user to a PCRF or a 3GPP AAA server, it may be possible to allocate another server, but when a user has established sessions, they cannot be moved to another server unless they are broken them and re-established on another server, This of course has an impact on the user’s experience.

These considerations may not impact the protocol for load and overload but are more related to behaviour of the Diameter nodes, which would therefore be application or session dependent. These examples also raise questions to which extent the node behaviours for overload handling enter into the scope of 3GPP standardisation or may be better left to implementation.

6.2.5
Network Architecture Considerations
Several scenarios are discussed in IETF Draft draft-ietf-dime-overload-reqs-05 [4].  Additional considerations for 3GPP networks are discussed below.
6.2.5.1
Network Topologies

[Brief overview of the different topologies used in 3GPP networks( e.g. load-balancer, meshed networks, edge proxy, etc.) that the overload control will have to support.]

6.2.5.2
Heterogeneous Networks

[This section should highlight the fact that the overload control mechanism should support the 3GPP functional entities from multiple vendors and supporting different level of functionalities (Releases, etc.).]

6.2.5.3
Interconnected Networks

[This section should highlight the fact that the overload control mechanism should support roaming scenarios, including the use of IPX as interconnection network between PLMNs.]

6.2.6
Network Performances

[This section should highlight key criteria regarding impacts of overload on network performances (e.g. traffic throughput, processed requests per second, etc.)]

6.3
Diameter Overload Prevention and Detection

6.3.1
Introduction

6.3.2
Explicit Overload Indication

6.3.2.1
Overload information propagation

The serving node, when transferring overload information, requests a traffic reduction from the upstream Diameter nodes. 

A key question is where this traffic reduction is handled, as it can be done by intermediate Diameter agents or by the Diameter clients at the source of the traffic.

For 3GPP applications, an approach is to consider that the overload control actions should in general be done by the elements that make the most sense for any given 3GPP applications. The request initiator may have a better knowledge of the application environment to accurately reduce the traffic, e.g. an MME, when informed of an overload from a HSS, it may accurately react towards the UEs and not simply drop messages.

Nevertheless, it does not preclude intermediate nodes to take actions to reduce traffic when relevant, e.g. when the clients are not supporting the overload control mechanism, in case of a notification of an extreme congestion from a Diameter node, or when an intermediate node has sufficient information to handle an overload situation effectively. As a general principle, Diameter agents in front of a server have to "protect" the server.

When the Diameter path between a client and a server supporting an overload control mechanism goes through intermediate Diameter agents which do not support the overload control mechanism, these intermediate nodes should nevertheless relay the overload information even if they don’t process or understand it.  This has security implications that are much more impactful than existing Diameter end-to-end security concerns as one maliciously constructed Diameter overload control message could shut down an entire Diameter network. As such, sending overload control information through non-supporting elements shall not be done without adequate protection of the overload control information. 





6.3.2.2
Overload status information to be carried

IETF Draft draft-campbell-dime-overload-data-analysis-00 [xx] has considerations of information to be included based on existing proposed mechanisms.  It is suggested to continue this effort and produce a data model supporting core overload control information such as overload level/status, load level, scoping, and algorithm to be applied.  Additional extensions to this base set of information may be needed for specific 3GPP Diameter applications.


· 





How a node defines the calculation of its load / overload is implementation dependent.

Regarding the way the overload status information is transferred, two possibilities are identified:

· Dedicated Diameter messages which may require a new Diameter application;

· Piggybacking of the overload information on existing applications messages.

Editor’s note:
3GPP is required to confirm which kind of overload transfer mechanism 3GPP is in favor of.

6.3.3
Implicit Overload Indication

IETF Draft draft-ietf-dime-overload-reqs-05 [4] talks about the use of implicit indications and the inadequacy of this approach for large, diverse networks.  There are techniques that can be used implicitly to assist with mitigating overload, but they are implementation specific and thus out of scope for this study.
* * * Next Change * * * *

6.4.5
Message Prioritization

A first priority case is when a different priority is allocated to the different procedures of a Diameter application. In MAP (cf. 3GPP TS 29.002 [5] subclause 5.1.2), MAP messages can be ignored according to a priority list of application contexts which is defined by the operator.

There are other priority cases to analyze: for example a Diameter message related to an emergency or to a high priority user should not be dropped or rejected.

On the contrary, if messages are related to low priority cases, it is necessary to drop or reject such low priority messages before the messages with a normal priority.

There is a strong requirement, for some Diameter applications, that the traffic reduction, whichever is the node applying it, should take into account of the priority cases for emergency and high priority users.

For Diameter applications where there are requirements for differential handling of messages according to priority,  the overload information may need to indicate:

-
the kind of requests that the server prioritizes (e.g. from now on, send me only requests for emergency and EMPS users or Update location);

-
an overload metric, leaving the source client to decide which kind of messages to actually send to the overloaded node.

Indicating the kind of requests that the server would accept to receive in its current overload  status may require the transport of some complex information (e.g. in this overload status an HSS would accept no Purge, any message for eMPS user, only 50% of notifications for normal users, no message at all for normal users,…). An overload metric may allow the support of a simpler protocol.

Editor’s note:
3GPP needs to confirm which kind of overload metric 3GPP is in favor of.

It should then be noted that priority cases handling is not part of the mechanism for transferring the overload information, but is a behavior applied by a node according to the overload conditions it has received. This requires the node to be aware if a message has a high priority or not and this is currently dependent on the Diameter application (e.g. through an AVP indicating a priority, such as the Priority-Session AVP over Cx) or through some internal configuration of a node (e.g. the MME knowing that a user benefits from eMPS). 
* * * End of Changes * * * *

