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*******
* * * First Change * * * *

5.2.3.1.1
General
The Authentication Information Retrieval Procedure shall be used by the MME and by the SGSN to request Authentication Information from the HSS.

This procedure is mapped to the commands Authentication-Information-Request/Answer (AIR/AIA) in the Diameter application specified in chapter 7. 

Table 5.2.3.1.1/1 specifies the involved information elements for the request.

Table 5.2.3.1.1/2 specifies the involved information elements for the answer.

Table 5.2.3.1.1/1: Authentication Information Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI

	User-Name (See IETF RFC 3588 [4])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [3], clause 2.2.

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Requested E-UTRAN Authentication Info

(See 7.3.11)
	Requested-EUTRAN-Authentication-Info
	C
	This information element shall contain the information related to authentication requests for E-UTRAN.

	Requested UTRAN/GERAN Authentication Info

(See 7.3.12)
	Requested-UTRAN-GERAN Authentication-Info
	C
	This information element shall contain the information related to authentication requests for UTRAN or GERAN.

	Visited PLMN ID

(See 7.3.9)
	Visited-PLMN-ID
	M
	This IE shall contain the MCC and the MNC of the visited PLMN, see 3GPP TS 23.003 [3].


Table 5.2.3.1.1/2: Authentication Information Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

This IE shall contain the Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown

- Unknown EPS Subscription
- Authentication Data Unavailable

	Error-Diagnostic
	Error-Diagnostic
	O
	If  the Experimental Result indicated "Unknown EPS Subscription", Error Diagnostic may be present to indicate whether or not GPRS subscription data are subscribed (i.e. whether or not Network Access Mode stored in the HSS indicates that only circuit service is allowed).

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Authentication Info

(See 7.3.17)
	Authentication-Info
	C
	This IE shall contain the Authentication Vectors.


* * * Next Change * * * *

Annex A (normative):
MME mapping table for S6a and NAS Cause Code values

When the UE initiates Attach, Tracking Area Update or Service Request, there may be the need for the MME to communicate with the HSS via S6a to retrieve authentication data and/or subscription data. If this retrieval is rejected by the HSS, the received Diameter-Result-Code values or Experimental-Result values need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table A.1.

If the retrieval is successful, not needed (e.g. because data are already available) or not possible (e.g. because HSS is unavailable), detected error conditions need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table A.2. 

Table A.1: Mapping from S6a error code to NAS Cause Code values
	Reject indication received at MME over S6a
	NAS Cause Code sent to UE

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	#8 "EPS services and non-EPS services not allowed"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) without Error Diagnostic, or with Error Diagnostic of GPRS_DATA_SUBSCRIBED

	#15 "No suitable cells in tracking area"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) with Error Diagnostic of NO_GPRS_DATA_SUBSCRIBED
	#7 "EPS services not allowed"

	DIAMETER_ERROR_RAT_NOT_ALLOWED (5421)
	#15 "No suitable cells in tracking area", or

#13 "Roaming not allowed in this tracking area", or

#12 "Tracking area not allowed"
(NOTE 1)



	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) , without Error Diagnostic

	#11 "PLMN not allowed"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_HPLMN_APN or ODB_VPLMN_APN
	#14 "EPS services not allowed in this PLMN"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_ALL_APN
	#19 "ESM failure"

	DIAMETER_AUTHORIZATION_REJECTED (5003) DIAMETER_UNABLE_TO_DELIVER (3002) 
DIAMETER_REALM_NOT_SERVED (3003)

	#15 "No suitable cells in tracking area"

	DIAMETER_UNABLE_TO_COMPLY (5012),

DIAMETER_INVALID_AVP_VALUE (5004)

DIAMETER_AVP_UNSUPPORTED (5001)

DIAMETER_MISSING_AVP (5005)

DIAMETER_RESOURCES_EXCEEDED (5006)

DIAMETER_AVP_OCCURS_TOO_MANY_TIMES (5009) 
DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE (4181) 
(NOTE 2)


	#17 "Network failure" or #42 "Severe network failure"

(NOTE 1)



	NOTE 1:
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice.

NOTE 2: 
Any other permanent errors from the diameter base protocol, not listed here, should be mapped to NAS Cause Code #17 "Network failure". 




Table A.2: Mapping from detected error condition to NAS Cause Code values
	
	

	

	


	

	


	

	


	

	


	

	


	
	


	
	

	


	


	
	

	Condition
	NAS cause code sent to UE

	The MME receives a SGsAP-LOCATION-UPDATE-REJECT message from the VLR indicating in the reject cause "IMSI unknown in HLR" or if the UE has packet only subscription. Only used in the Combined Tracking and Location Area Update procedure.

	#2 "IMSI Unknown in HSS"



	The MME receives in Update-Location-Answer message an indication of Roaming restricted in MME due to unsupported feature

	#14 "EPS services not allowed in this PLMN"



	The MME cannot service an UE generated request because CS domain is not available and SMS in MME is not supported.


	#18 "CS domain not available"



	The value OPERATOR_DETERMINED_BARRING is received in the Subscriber-Status AVP


	#19 "ESM failure"



	The HSS indicates that due to subscription to a "regionally restricted service" the UE is not allowed to operate in the tracking area.

	#12 "Tracking area not allowed"



	The CSG ID of the cell from where the UE has sent the TRACKING AREA UPDATE REQUEST message is not contained in the Allowed CSG list.

	#25 "Not authorized for this CSG"

	The MME detects that it cannot communicate with the HSS in the HPLMN of the subscriber. How the MME detect this is implementation specific.

	#15 "No suitable cells in tracking area"

#14 "EPS services not allowed in this PLMN"

NOTE: 
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice / configuration, e.g. NAS Cause Code #14 is to be sent to the UE if the network is an LTE only network.

	The MME detects by internal configuration that roaming is not allowed.
	#11 "PLMN not allowed"


Annex B(normative):
SGSN mapping table for S6d and NAS Cause Code values

When the UE initiates Attach, Routing Area Update or Service Request, there may be the need for the SGSN to communicate with the HSS via S6d to retrieve authentication data and/or subscription data. If this retrieval is rejected by the HSS, the received Diameter-Result-Code values or Experimental-Result valuesneed to be mapped to appropriate cause codes over NAS to the UE.

NOTE:
Mapping from MAP Gr error codes to NAS Cause Code values  is described in the 3GPP TS 29.010 [45].

This mapping shall be as shown in Table B.1.

If the retrieval is successful, not needed (e.g. because data are already available) or not possible (e.g. because HSS is unavailable), detected error conditions need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table and B.2. 

Table B.1: Mapping from S6d error code to NAS Cause Code values
	Reject indication received at SGSN over S6d
	NAS Cause Code sent to UE

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	#8 "GPRS services and non-GPRS services not allowed"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) 
	#7 "GPRS services not allowed"

	DIAMETER_ERROR_RAT_NOT_ALLOWED (5421)
	#15 "No suitable cells in location area", or

#13 "Roaming not allowed in this location area", or

#12 "Location area not allowed"
(NOTE 1)

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) , without Error Diagnostic

	#11 "PLMN not allowed"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_HPLMN_APN or ODB_VPLMN_APN
	#14 "GPRS services not allowed in this PLMN"

	DIAMETER_AUTHORIZATION_REJECTED (5003) 

DIAMETER_UNABLE_TO_DELIVER (3002) 

	#15 "No suitable cells in location area"

	DIAMETER_UNABLE_TO_COMPLY (5012),

DIAMETER_INVALID_AVP_VALUE (5004) 
DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE (4181) and no retry takes place
(NOTE 2)


	#17 "Network failure"

	NOTE 1:
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice.

NOTE 2: 
Any other permanent errors from the diameter base protocol, not listed here, should be also mapped to NAS Cause Code #17 "Network failure". 




Table B.2: Mapping from detected error condition to NAS Cause Code values
	
	

	

	


	

	


	

	


	
	


	

	

	
	

	


	


	
	

	Condition
	NAS cause code to UE

	The SGSN receives a BSSAP+-LOCATION-UPDATE-REJECT message from the VLR indicating in the reject cause "IMSI unknown in HLR" or if the UE has packet only subscription. Only used in the Combined Routing and Location Area Update procedure.

	#2 "IMSI Unknown in HLR"



	The SGSN receives in Update-Location-Answer message an indication of Roaming restricted in SGSN due to unsupported feature

	#14 "GPRS services not allowed in this PLMN"



	The HLR indicates that due to subscription to a "regionally restricted service" the MS is not allowed to operate in the location area.

	#12 "Location area not allowed"



	The CSG ID of the cell from where the UE has sent the ROUTING AREA UPDATE REQUEST message is not contained in the Allowed CSG list.

	#25 "Not authorized for this CSG"

	The SGSN indicates that the MS has requested "SMS-only services" and the SMS services are provided by the SGSN in the PS domain. 
	#28 "SMS provided via GPRS in this routing area"



	The SGSN detects that it cannot communicate with the HLR in the HPLMN of the subscriber. How the SGSN detect this is implementation specific.

	#15 "No suitable cells in routing area"

#14 "GPRS services not allowed in this PLMN"

NOTE: 
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice / configuration, e.g. NAS Cause Code #14 is to be sent to the UE if the network is an LTE only network.

	The SGSN detects by internal configuration that roaming is not allowed.
	#11 "PLMN not allowed"
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