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* * * Next Change * * * *

5.11.3
End-to-end Security

5.11.3.1
End-to-end security for RTP based media 
For the support of e2e-security for RTP media, IMS-ALG and IMS-AGW shall support "RTP/SAVP" (see IETF RFC 3711 [14]) and/or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol. 

If the IMS-ALG receives SDP containing media lines with "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol, the IMS-ALG shall:

· forward the SDP with unmodified transport protocol for those media lines;

· provide "RTP/SAVP" or "RTP/SAVPF", as received in the SDP, to the IMS-AGW as transport protocol for all related terminations, and  provide no media related information to these terminations,  to configure the IMS-AGW to pass media transparently.  
If the IMS-ALG receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [13] , and does not apply e2ae security, it shall forward the SDP with unmodified SDES SDP attribute(s), but shall not provide the SDES SDP attribute(s) to the IMS-AGW.  
5.11.3.x
End-to-end security for TCP-based media using TLS
Editor's Note:
 placeholder for related requirements. Already identified requirements:

1. The IMS-AGW shall support "TLS-to-TLS transparent forwarding".
Justification: due to "application agnostic" IMS-AGW interworking scenarios; which is considered to be the default IMS-AGW operation, thus mandatory.

2. Potential requirements for "TLS-to-TLS application aware and decryption-encryption based forwarding" are FFS. Justification: due to AN-to-AN interworking scenarios, media anchoring, NAT-T, etc.

3. …
* * * End of Changes * * * *
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