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Introduction

The present paper aims to summarize the Enhanced Media Security related requirements as agreed by SA3, and to initiate a discussion on related Iq protocol impacts.

Requirements according to TS 33.328

For MSRP, end to access edge security procedures in TS 33.328 are included and seem complete (see quotations in the Annex).
The main requirements for the Iq interface are:

· For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall send the certificate fingerprint received from the IMS UE to the IMS Access GW.

· The IMS Access GW shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in RFC 4975) to verify the establishment of the TLS session to belong to the served user. When the TLS session has been established, the IMS Access GW shall be prepared to convert unprotected MSRP packets to protected MSRP packets and vice versa and send the protected packets to the UE or receive them from the UE.
· For each MSRP  media stream to be set-up with e2ae security, the IMS Access GW shall send the fingerprint of its certificate over the Iq interface to the P-CSCF (IMS-ALG)

Normative text for end-to-end security for MSRP is still missing. However, it can be expected that the controller will distinguish the e2e and e2ae cases. For e2e security, the controller will then need to configure the gateway to pass the encrypted traffic without modifications.
BFCP related text is also still missing. According to draft contributions, BFCP e2ae security will be supported in a similar way as MSRP; the only differences are:

1) e2ae security for BFCP uses individual indications "e2ae-security for BFCP supported by the UE" and "e2ae-security for BFCP supported by the network" during registration.

2) In the SDP, security for a BFCP media stream is specified by using the transport “TCP/TLS/BFCP”,

Iq Protocol impacts for e2ae security

Based on the stage 2 requirements, the following impacts are foreseen:
· The IMS-ALG indicates “TCP/TLS/MSRP” or “TCP/TLS/BFCP” as transport protocol within the SDP m-line to the IMS AGW. (This is necessary as the required treatment at the MGW will differ from the existing transport protocols defined for Iq, and will be specific to the TLS protocol. It could be discussed if a value "TCP/TLS" could provide sufficient information, but this contradicts RFC 4975 (MSRP) and RFC 4583 (BFCP), and also requires that the controller modifies the values compared to the ones received or sent in SIP/SDP.)
· The IMS-ALG indicates that TLS needs to be terminated at the MGW. This can be done by combining a termination with “TCP/TLS/MSRP” or “TCP/TLS/BFCP” as transport protocol within the SDP m-line and another termination with “TCP/MSRP” or “TCP/BFCP” as transport protocol in one context. (Note that "a=fingerprint:xxxx" SDP attribute cannot yet be provided for the mobile terminating case when the termination is seized)
· The IMS-ALG provides an "a=fingerprint:xxxx" SDP attribute with values received from the remote peer to the IMS-AGW.
· The IMS-AGW provides an "a=fingerprint:xxxx" SDP attribute with own values to the IMS-ALG when a termination with transport “TCP/TLS/MSRP” or “TCP/TLS/BFCP” has been created.

The above proposals are in line with the draft H.248.TLS of ITU-T, but would also work without the related H.248 package. Justification beyond the current stage 2 text from SA3 seems therefore required for the usage of the related H.248 package.

Iq Protocol impacts for e2e security

Based on the stage 2 requirements, the following impacts are foreseen:

· The IMS-ALG indicates “TCP/TLS/MSRP” or “TCP/TLS/BFCP” as transport protocol within the SDP m-line to the IMS AGW for all terminations in a context. (It could be discussed if a value of "TCP", or "TCP/TLS" could provide sufficient information, but this requires that the controller modifies the values compared to the ones received or sent in SIP/SDP, and provides less information to the MGW, that could be used for instance for statistical purposes, or to estimate the required bandwidth)

Annex: Quotations from TS 33.328

6.1.2 
Media security mechanisms for session based messaging (MSRP)

In this specification, protection for session based messaging means protection for IMS traffic using the Message Session Relay Protocol (MSRP) as defined in RFC 4975 [21].

The integrity and confidentiality protection for IMS traffic using MSRP is achieved by TLS protection.

Key management mechanisms for MSRP, as used in this specification, are described in clause 6.2.  

6.2.1.3.2 
Functional extension of the Iq interface for e2ae protection for MSRP

For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall send the certificate fingerprint received from the IMS UE over the Iq interface to the IMS Access GW in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

Vice versa, for each MSRP  media stream to be set-up with e2ae security IMS Access GW shall send the fingerprint of its certificate over the Iq interface to the P-CSCF (IMS-ALG) in a way that the IMS Access GW is able to uniquely associate the fingerprint with a media stream. 

For protection of session based messaging traffic, the IMS Access GW shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in RFC 4975 [xx]) to verify the establishment of the TLS session to belong to the served user. When the TLS session has been established, the IMS Access GW shall be prepared to convert unprotected MSRP packets to protected MSRP packets and vice versa and send the packets to the UE or receive them from the UE, as described in clause 7.

The integrity of the fingerprints sent over the Iq interface is required. The Iq interface shall be protected by NDS/IP [5]. If cryptographic protection is applied to the Iq interface then integrity protection shall be used. (See also NOTE in 6.2.1.3.1.)

7.1.2

Indication of support for e2ae security for MSRP

Support for e2ae security for MSRP is indicated during registration in the same way as for RTP based media, cf. clause 7.1.1. It is done independently from the indication of support for e2ae security for RTP based media, and uses its own indications" e2ae- security for MSRP supported by the UE" and" e2ae-security for MSRP supported by the network" (the syntax is to be defined in the corresponding stage 3 specification).

NOTE1:
The policies of the IMS UE and the network concerning the use of e2ae security for MSRP are independent from the policies concerning the use of e2ae security for RTP based media.

NOTE2:
The indication of support for e2ae security during registration is not a necessary prerequisite for the use of e2ae security on the originating side, cf. C lause 7.2.

7.2.1
IMS UE originating procedures for e2ae

Figure 5 shows the originating session set-up procedures for one or more media stream(s) using e2ae security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 5: Originating call flow for e2ae case

The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2ae security for RTP based traffic during registration, then the IMS UE shall request e2ae security for RTPmedia streams to be established as described in this clause, unless the IMS UE prefers e2e security for a RTP media stream. If both IMS UE and network indicated support for e2ae security for MSRP during registration, then the IMS UE shall request e2ae security for MSRP media streams to be established as described in this clause. 

Editor’s Note: e2e security for an MSRP media stream may be introduced in a later version of the present document using protocol elements that allow IMS core nodes to recognise a request for e2e security. It is envisaged for this case that the UE is allowed to request, and be granted, e2e security even if both IMS UE and network indicated support for e2ae security for MSRP during registration. 

The originating procedures for establishing a media streams with e2e security are described in clauses 7.2.2 and 7.2.3 of this specification. The IMS UE may learn of a preference for e2e security for a particular session or media stream by explicit user action via the user interface or by the security policy implemented on the IMS UE.
The procedure in the above figure for requesting e2ae security for a media stream is now described step-by-step.

1.
IMS UE A sends an SDP Offer for a media  stream containing cryptographic information, together with an indication "e2ae-security requested by UE", to the P-CSCF (IMS-ALG). 

For e2ae protection of RTP the cryptographic information contained in the SDP Offer consists of  one or more SDES crypto attributes, each of these containing at least one master key K11, and other security context parameters chosen by IMS UE A in accordance with RFC 4568 [13]. The optional key lifetime field shall be omitted. 

NOTE 1: 
The omission of the key lifetime field is, according to RFC 4568 [13], a way to implicitly signal the default values for the key lifetime as defined in RFC 3711 [9]. The default values are 2^48 SRTP packets and 2^31 SRTCP packets 


For e2ae protection of MSRP the cryptographic information contained in the SDP Offer consists of the fingerprint of the IMS UE A certificate in accordance to RFC 4975 [21].

2.
The P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE".


If the indication is present and the P-CSCF (IMS-ALG) indicated support of e2ae-security during registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the IMS Access GW in the media path and proceeds as specified in this clause. If the indication is not present for an SRTP media stream the P-CSCF (IMS-ALG) proceeds for this media stream as described in TS 23.228 [3].


If the indication is not present for an MSRP media stream offered with transport “TCP/TLS/MSRP”, the P-CSCF (IMS-ALG) by default sets up e2ae security for this stream even if the UE did not indicate support for e2ae security for MSRP during registration , i.e. it allocates the required resources, includes the IMS Access GW in the media path and proceeds as described in this clause. A P-CSCF may deviate from this default behaviour based on operator policy and local regulation (meaning that TLS will not be terminated at the IMS Access GW).

NOTE 2: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.

3.
The P-CSCF (IMS-ALG) modifies the SDP offer before sending it towards the S-CSCF. 

For e2ae protection of RTP, the P-CSCF (IMS-ALG) changes the transport from SRTP to RTP in the SDP Offer, selects one SDES crypto attribute and removes all received SDES crypto attributes and the indication "e2ae-security requested by UE" from the SDP Offer 

For e2ae protection of MSRP, the P-CSCF (IMS-ALG) may change the transport from “TCP/TLS/MSRP” to “TCP/MSRP” in the SDP Offer, stores the received fingerprint of the IMS UE A certificate and removes it as well as the indication "e2ae-security requested by UE" from the description of the media stream in the SDP Offer if present. 


The P-CSCF (IMS-ALG) then sends the changed SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

5.
The S-CSCF receives the SDP Answer from the terminating network.

6.
The S-CSCF forwards the SDP Answer to the P-CSCF (IMS-ALG). 

7
The P-CSCF (IMS-ALG) communicates the cryptographic information contained in the SDP Offer to the IMS Access GW. 

For e2ae protection of RTP this requires that the P-CSCF (IMS-ALG) creates one SDES crypto attribute, containing at least one master key K12, and other security context parameters chosen by the P-CSCF (IMS-ALG) in accordance with RFC 4568 [13], for protecting the RTP media stream towards IMS UE A between the IMS Access GW and IMS UE A. The P-CSCF (IMS-ALG) communicates the parameters contained in the SDES crypto attribute selected in step 3 as well as those in the SDES crypto attribute created in step 7 to the IMS Access GW. The P-CSCF (IMS-ALG) instructs the IMS Access GW to check integrity / decrypt the media stream arriving from IMS UE A using K11 (and possibly further master keys), to integrity protect / encrypt the media stream arriving from the terminating network using K12 (and possibly further master keys), and to set the key lifetime to the default values as defined in RFC 3711 [9]. 


For e2ae protection of MSRP the cryptographic information communicated to the IMS Access GW consists of the fingerprint of the UE´s certificate in accordance to RFC 4975 [21].

8. The P-CSCF (IMS-ALG) modifies the SDP Answer before sending it to the IMS UE A. 

For e2ae protection of SRTP, the P-CSCF (IMS-ALG) changes the transport from RTP to SRTP in the SDP Answer and includes the SDES crypto attribute created in step 7. The optional key lifetime field shall be omitted. 

For e2ae protection of MSRP, the P-CSCF (IMS-ALG) shall change the transport from “TCP/MSRP” to “TCP/TLS/MSRP” if required in the SDP Answer and includes the fingerprint of the IMS Access GW´s certificate in accordance to RFC 4975 [21].

The P-CSCF (IMA-ALG) then  sends the updated SDP Answer to IMS UE A. After receiving this message IMS UE A completes the media security setup. 

NOTE 3:
The IMS UE can deduce that e2ae security is used from two facts: first, that the P-CSCF (IMS-ALG) indicated its support for e2ae security during registration, and second, that the IMS UE requested e2ae-security in the SDP Offer. 

9.
When the full session setup has been completed, and media can be sent, the protected media stream is sent between IMS UE A and the IMS Access GW. IMS UE A integrity protects / encrypts and checks integrity / decrypts the media stream sent to and received from the network. The IMS Access GW checks integrity / decrypts the media stream arriving from IMS UE A before passing it on towards the terminating network. The IMS Access GW integrity protects / encrypts the media stream arriving from the terminating network before passing it on to IMS UE A.

7.3.1
UE terminating procedures for e2ae

Figure 8 shows the terminating session set-up procedures for one or more media stream using e2ae security. 

NOTE 1:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 8: Terminating call flow for e2ae case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2ae-security for RTP based traffic during registration and the P-CSCF (IMS-ALG) receives an SDP Offer for an RTP media stream from the S-CSCF, then the P-CSCF (IMS-ALG) shall establish e2ae-security the RTP media stream as described in this clause. If both IMS UE and network indicated support for e2ae-security for MSRP during registration and the P-CSCF (IMS-ALG) receives an SDP Offer for an MSRP media stream from the S-CSCF, then the P-CSCF (IMS-ALG) shall establish e2ae-security for the MSRP media stream as described in this clause.
NOTE 2: 
The P-CSCF (IMS-ALG) will not establish e2ae security for RTP based media if the SDP offer received from the S-CSCF indicates that e2e security is being offered, cf. clauses 7.3.2 and 7.3.3 for the establishment of e2e security on the terminating side.

The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP media stream or an MSRP stream with transport “TCP/MSRP” from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for the media stream to the P-CSCF (IMS-ALG). 

3.
The P-CSCF (IMS-ALG) checks, for each of the requested media (RTP and MSRP) stream separately, whether both the IMS UE and the P-CSCF (IMS-ALG) indicated support of e2ae-security during registration. For a media stream where this is the case the P-CSCF (IMS-ALG) proceeds as described in this clause and allocates the required resources and includes the IMS Access GW in the media path. For a media stream where this is not the case the P-CSCF (IMS-ALG) continues as described for a call without IMS media plane security. 

Editor’s Note: e2e security for an MSRP media stream may be introduced in a later version of the present document using protocol elements that allow IMS core nodes to recognise a request for e2e security. It is envisaged for this case that the P-CSCF does not continue with step 4 of this clause, but continues as described in a new clause on e2e security. 

NOTE 3: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.
4.
The P-CSCF (IMS-ALG) modifies the SDP Offer before sending it to the IMS UE B.

For e2ae protection of SRTP the P-CSCF (IMS-ALG) changes the transport from RTP to SRTP in the SDP Offer, includes one or more SDES crypto attributes, as well as an indication that e2ae security is offered by the network. Each of these SDES crypto attributes contains at least one master key K21, and other security context parameters chosen by the P-CSCF (IMS-ALG) in accordance with RFC 4568 [13]. The optional key lifetime field shall be omitted. 

For e2ae protection of an MSRP media stream the P-CSCF (IMS-ALG) sets the transport to “TCP/TLS/MSRP” in the SDP Offer, removes any fingerprint attributes for this media stream and include the fingerprint of the IMS Access GW´s certificate in accordance to RFC 4975 [21] as well as an indication that e2ae security is offered by the network.

The P-CSCF (IMS-ALG) then sends the updated SDP Offer to IMS UE B.

5.
IMS UE B replies with an SDP Answer for a secured media stream. 

For e2ae protection of SRTP, the IMS UE Bincludes in the SDP Answer one of the received SDES crypto attributes containing at least one master key K22, and other security context parameters chosen by IMS UE B in accordance with RFC 4568 [13]. The optional key lifetime field shall be omitted. 

For e2ae protection of MSRP, the IMS UE B includes in the SDP Answer the fingerprint of the UE´s certificate in accordance to RFC 4975 [21].

6.
The P-CSCF (IMS-ALG) communicates the cryptographic information contained in the SDP Answer to the IMS Access GW.

For e2ae protection of RTP, this includes the parameters contained in the SDES crypto attribute selected by IMS UE B in step 5 as well as those in the SDES crypto attribute sent by IMS UE B in step 5 to the  P-CSCF (IMS-ALG). The P-CSCF (IMS-ALG) instructs the IMS Access GW to check integrity / decrypt the media stream arriving from IMS UE B using K22 (and possibly further master keys), to integrity protect / encrypt the media stream arriving from the originating network using K21 (and possibly further master keys), and to set the key lifetime to the default values as defined in RFC 3711 [9]. 

For e2ae protection of MSRP, the cryptographic information communicated to the IMS Access GW consists on the fingerprint of the IMS UE B certificate in accordance to RFC 4975 [21].

7.
The P-CSCF (IMS-ALG) modifies the SDP Answer before sending it to the S-CSCF.

For e2ae protection of SRTP, the P-CSCF (IMS-ALG) changes the transport from SRTP to RTP in the SDP Answer andremoves the SDES crypto attribute. 

For e2ae protection of MSRP, the P-CSCF (IMS-ALG) changes the transport from “TCP/TLS/MSRP” to “TCP/MSRP” in the SDP Answer if “TCP/MSRP” was offered in the SDP Offer mentioned in step 2. Further, it removes the fingerprint of the IMS UE B certificate.  

The P-CSCF (IMS-ALG)  then sends the SDP Answer to the S-CSCF.

8.
The S-CSCF forwards the SDP Answer towards the originating network.

9.
When the full session setup has been completed, and media can be sent, the protected media streams are sent between the IMS UE B and IMS Access GW. IMS UE B integrity protects / encrypts and integrity check / decrypts the media streams sent to and received from the network. The IMS Access GW integrity checks / decrypts the media stream arriving from IMS UE B before passing it on towards the originating network. The IMS Access GW integrity protects / encrypts the media stream arriving from the originating network before passing it on to IMS UE B.
A P-CSCF (IMS-ALG) supporting e2ae-security shall remove any indication "e2ae-security offered by network" if inserted in a SIP message by another party. 
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