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* * * First Change * * * *

9.1.2.5.1
General

The S6b reference point allows the 3GPP AAA server to modify the authorization information previously provided to the PDN GW, i.e. during Service Authentication and Authorization when using DSMIPv6, or Service Authorization using PMIPv6 or GTPv2 or MIPv4, or the service authorization information provided during a previous Service Authorization update. This procedure is triggered by the modification of the non-3GPP profile of the UE or by activating or deactivating subscriber and equipment trace in the HSS. This procedure is also triggered by the authentication and authorization via STa or SWm, when the 3GPP AAA Server detects that an S6b session already exists for the UE, as specified in section 5.1.2.1.2 and 7.1.2.1.2. In this case, the 3GPP AAA Server shall use this procedure to send the trust relationship to the PDN GW.
The Service Authorization Information Update procedure is performed in two steps:

1.
The 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the PDN GW. Upon receipt of this request, the PDN GW responds to the request and indicates the disposition of the request. This procedure is based on the reuse of Diameter Base IETF RFC 3588 [7] RAR and RAA commands. The information element content for these messages is shown in tables 9.1.2.5.1/1 and 9.1.2.5.1/2.

2.
After receiving the re-authorization request, the PDN GW invokes for the indicated APN. The authorization procedure for PMIPv6 or GTPv2 is described in the section 9.1.2.2 (Service Authorization). Tables 9.1.2.5.1/3 and 9.1.2.5.1/4 describe the message contents in case of DSMIPv6. 

Table 9.1.2.5.1/1: S6b Re-authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user

	Request Type
	Re-Auth-Request-Type
	M
	This shall defines whether re-authentication or re-authorization is required. AUTHORIZE_ONLY shall be used in this case.

	RAR Flags
	RAR-Flags
	C
	This Information Element contains a bit mask. See 9.2.3.1.x for the meaning of the bits.


Table 9.1.2.5.1/2: S6b Re-authorization response

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6b errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table 9.1.2.5.1/3: Authorization Request when using DSMIPv6

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User identity
	User-Name
	M
	This information element shall contain the identity of the user

	Authentication Request Type
	Auth-Request-Type
	M
	This IE defines whether the UE is to be authenticated only, authorized only or both. AUTHORIZE_ONLY shall be used in this case.

	PGW PLMN ID
	Visited-Network-Identifier
	C
	This IE shall contain the identifier that allows the home network to identify the PLMN where the PGW is located. 

	Access Type
	RAT-Type
	M
	This IE shall contain the non-3GPP access network technology type that is serving the UE.

	PDN GW Identity
	MIP6 -Agent-Info
	M
	This IE shall contain the FQDN and/or IP address(es) of the PDN GW that the user is connected to.

	APN
	Service-Selection
	O
	This IE shall contain the Network Identifier part of the APN extracted from the IKE_AUTH message.

It shall include the APN that the user shall be connected to. It shall be only included if received from UE. In case it is not received, the 3GPP AAA server shall assign the received PDN-GW identity to the default APN.

	QoS capabilities
	QoS-Capability
	C
	If included in the request message, this IE shall indicate to the 3GPP AAA server that the PGW is capable of downloading a static QoS profile for the UE. The PGW shall include this IE only during UE the initial attach. 


Table 9.1.2.5.1/4: Authorization Answer when using DSMIPv6

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result Code
	Result-Code / Experimental-Result-Code
	M
	This IE shall contain the result of the operation. 

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

The Experimental-Result AVP shall be used for S6b errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.



	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5].

	Current User Identity
	Mobile-Node-Identifier
	M
	This IE shall contain the UE identity in EPS.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

This AVP shall contain the default APN, the list of authorized APNs, and user profile information.

The APN-Configuration is a grouped AVP and shall include the following information elements per APN:

- APN

- Authorized 3GPP QoS profile

- Statically allocated User IP Address (IPv4 and/or IPv6)

- VPLMN Dynamic Address Allowed.
This information element might not be present if the authorization procedure is triggered by the 3GPP AAA Server to send the trust relationship to the PDN GW.

	Session Time
	Session-Timeout
	C
	If the authentication and authorization succeeded, then this IE shall contain the time this authorization is valid for. 

This information element might not be present if the authorization procedure is triggered by the 3GPP AAA Server to send the trust relationship to the PDN GW.

	QoS resources
	QoS-Resources
	C
	If the authentication and authorization succeeded, then the 3GPP AAA server shall include a static QoS profile in this IE during the UE initial attach if the PGW included QoS-Capabilities AVP in the request message and the UE has been provisioned with a static QoS profile. The QoS profile template value in this IE shall be set to 0.

This IE shall contain the QoS Profile authorized by the 3GPP AAA server for the requested APN based on the subscribed QoS parameters. 
This information element might not be present if the authorization procedure is triggered by the 3GPP AAA Server to send the trust relationship to the PDN GW.

	Trace information
	Trace-Info
	C
	This AVP shall be included if the subscriber and equipment trace has been activated or deactivated for the user in the HSS and signaling based activation is used to download the trace (de)activation from the HSS to the PDN GW.

Trace-data AVP shall be included (directly under the Trace-Info) if trace activation is requested

Trace-Reference AVP shall be included, if trace deactivation is requested.

If the Trace-Data AVP is included, it shall contain the following AVPs:

- Trace-Reference
- Trace-Depth
- Trace-Event-List

- Trace-Collection-Entity

The following AVPs may also be included in the Trace-Data AVP:

- Trace-Interface-List: if this AVP is not present, trace report generation is requested for all interfaces listed in 3GPP TS 32.422 [32] 

- Trace-NE-Type-List, with the only allowed value being "PDN GW (3)". If this AVP is not included, trace activation in PDN GW is required.

This information element might not be present if the authorization procedure is triggered by the 3GPP AAA Server to send the trust relationship to the PDN GW.

	Trust Relationship Indicator
	AN-Trusted
	C
	This AVP shall contain the 3GPP AAA Server's decision on handling the non-3GPP access network, i.e. trusted, or untrusted.
This AVP shall be sent if this re-authorization procedure is triggered by the authentication and authorization via STa or SWm, when the 3GPP AAA Server detects that an S6b session already exists for the UE and the S6b session was established as a result of an authentication request for DSMIPv6.


* * * Next Change * * * *

9.1.2.5.2
Detailed Behaviour
The 3GPP AAA server shall make use of this procedure in two steps to indicate and update relevant service authorization information in the PDN GW. 

The 3GPP AAA server shall send a re-authorization request for all authorization sessions that are active for the user.  
Each PDN GW, upon reception of an unsolicited re-authentication and/or re-authorization request shall perform the following check and if there is an error detected, the PDN GW shall stop processing and return the corresponding error code.
Check the Re-Auth-Request-Type AVP:

1.
If it indicates AUTHENTICATE_ONLY, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
2.
If it indicates AUTHORIZE_ONLY, then, depending on the used IP mobility protocol

-
In case of PMIPv6 or GTPv2, the PDN GW shall perform an authorization procedure as described in section 9.1.2.2.

-
In case of DSMIPv6, the PDN GW shall perform an authorization procedure, sending an authorization request described in Tables 9.1.5.1/3 and 9.1.5.1/4. If the Trust-Relationship-Update flag is set in the RAR Flagspresent in the request, the PDN GW may send an authorization request with only mandatory AVPs.
3.
If it indicates AUTHORIZE_AUTHENTICATE, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
When receiving the authorization request, if the authorization procedure is triggered by the 3GPP AAA Server to send the trust relationship to the PDN GW, the 3GPP AAA Server shall send the trust relationship of the access network for the subscriber to the PDN GW with Result-Code DIAMETER_SUCCESS. Otherwise, the 3GPP AAA Server shall check, whether 

-
the subscriber still has non-3GPP subscription to access EPC network

-
the non-3GPP APNs are enabled for the user, and 
-
the updated user profile contains the APN, for which the given authorization session was created. 

If any of the checked conditions are not met, the 3GPP AAA Server shall set the Result-Code to DIAMETER_AUTHORIZATION_REJECTED. Otherwise, it shall respond with Result-Code DIAMETER_SUCCESS. 

After successful service authorization information update procedure, the PDN GW shall overwrite the stored user and APN data, for the subscriber identity indicated in the request, with the information received from the 3GPP AAA server. A session termination shall be initiated if the subscriber is no longer authorized to use the activated APN. If only trust relationship of the access network is received, the PDN GW shall keep all stored user and APN data for the subscriber identity as indicated in the request.
For PMIPv6 based S2b, if Trace-Info AVP including Trace-Data has been received in the authorization response, the PDN GW shall start a trace session for the user. If Trace-Info including Trace-Reference (directly under the Trace-Info) has been received in the authorization response, the PDN GW shall stop the ongoing trace session, identified by the Trace-Reference. For details, see 3GPP TS 32.422 [32]. 
For GTPv2 based S2b, the PDN GW shall ignore the Trace-Info AVP if received in the authorization response. 

NOTE:
For GTPv2 based S2b, trace is activated and deactivated via the SWm and GTPv2 based S2b interfaces.
* * * Next Change * * * *

9.2.2.6.1
Re-Auth-Request (RAR) Command
The Diameter Re-Auth-Request (RAR) command shall be indicated by the Command-Code field set to 258 and the "R" bit set in the Command Flags field and is sent from a 3GPP AAA Server or 3GPP AAA Proxy to a PDN-GW. The ABNF for the RAR command shall be as follows:

< Re-Auth-Request >  ::= 

< Diameter Header: 258, REQ, PXY, 16777272 >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

{ Auth-Application-Id }

{ Re-Auth-Request-Type }

[ User-Name ] 
[ RAR-Flags ]
...

*[ AVP ]

* * * Next Change * * * *

9.2.3.1.1
General

The following table describes the Diameter AVPs defined for the S6b interface protocol in DSMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 9.2.3.1.1/1: Diameter S6b AVPs for DSMIPv6

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6-Agent-Info
	486
	9.2.3.2.2
	Grouped
	M
	
	
	V
	No

	MIP6-Feature-Vector
	124
	9.2.3.2.3
	Unsigned64
	M
	
	
	V
	No

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M, V
	
	
	
	No

	RAR-Flags
	1zzz
	9.2.3.1.x
	Unsigned32
	V
	
	
	M
	No

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V
	No

	QoS-Resources
	508
	9.2.3.2.5
	Grouped
	M
	
	
	V
	No

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M
	No

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V
	No


* * * Next Change * * * *

9.2.3.1.4
Void



* * * Next Change * * * *

9.2.3.1.x
RAR-Flags

The RAR-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 6.3.x/1:
Table 9.2.3.1.x/1: RAR-Flags

	Bit
	Name
	Description

	0
	Trust-Relationship-Update-indication
	This bit, when set, indicates to the PDN GW that the 3GPP AAA server only initiates the re-authorization procedure send the trust relationship to the PDN GW, and the PDN GW shall not perform any authorization procedure towards the UE.

	NOTE:
 Bits not defined in this table shall be cleared by the sender and discarded by the recever of the command.


* * * End of Changes * * * *
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