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UE/RNC                                           MSC

  ------------Initial message--------------------->

 <-----------Authentication (successful)------>

 <------------Call release ------------------------>  
  -----------Initial message---------------------->

 <---------Security Mode(key status="new")------

The Key Status information is currently missing from TS 23.008.
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	Problem may arise in the scenario depicted above, if the MSC/VLR was not signalling "new keys" in the SECURITY MODE COMMAND message, in particular if the UE stays in connected mode due to an on-going PS session, since the RNC would use the old START value received at RRC connection setup but the UE would use the START value zero, thus causing integrity protection checks failure and call failure.


* * * First Change * * * *

2.3.8
Access Network Identity (ANID)
Access Network Identity is defined in TSs 3GPP TS 24.302 [82] and 3GPP TS 29.273 [78].

ANID is temporary subscriber data stored in HSS and 3GPP AAA server.

2.3.x
Key Status 
Key Status is defined in 3GPP TS 25.413 [120]. 

Key Status is temporary subscriber data stored in VLR and SGSN. 
* * * Next Change * * * *

5.1
CS Network Access Mode Data Storage

Table 5.1: Overview of data stored for CS Network Access Mode

	PARAMETER
	SUBCLAUSE
	HLR
	VLR
	TYPE

	IMSI
	2.1.1.1
	M
	M
	P

	Network Access Mode
	2.1.1.2
	M
	-
	P

	International MS ISDN number
	2.1.2
	C
	M
Note 1
	P

	multinumbering MSISDNs
	2.1.3
	C
	-
	P

	Basic MSISDN indicator
	2.1.3.1
	C
	-
	P

	MSISDN-Alert indicator
	2.1.3.2
	C
	-
	P

	TMSI
	2.1.4
	-
	C
	T

	LMSI
	2.1.8
	C
	C
	T

	Mobile Station Category
	2.2.1
	M
	M
	P

	LMU Identifier
	2.2.2
	C
	C
	P

	IMEISV
	2.2.3
	C
	C
	T

	RAND, SRES and Kc

RAND, XRES, CK, IK and AUTN
	2.3.1

2.3.2
	M
	C

C
	T

T

	Ciphering Key Sequence Number
	2.3.3
	-
	M
	T

	Key Set Identifier (KSI)
	2.3.4
	-
	M
	T

	Key Status
	2.3.x
	-
	C
	T

	MSRN
	2.4.1
	-
	C
	T

	Location Area Identity
	2.4.2
	-
	M
	T

	VLR number
	2.4.5
	M
	-
	T

	MSC number
	2.4.6
	M
	C
	T

	HLR number
	2.4.7
	-
	C
	T

	Subscription restriction
	2.4.10
	C
	-
	P

	RSZI lists
	2.4.11.1
	C
	-
	P

	Zone Code List
	2.4.11.2
	-
	C
	P

	MSC area restricted flag
	2.4.12
	M
	-
	T

	LA not allowed flag
	2.4.13
	-
	M
	T

	ODB-induced barring data
	2.4.15.1
	C
	-
	T

	Roaming restriction due to unsupported feature
	2.4.15.2
	M
	M
	T

	Cell Global ID or Service Area ID
	2.4.16
	-
	C
	T

	LSA Identity
	2.4.17.1
	C
	C
	P

	LSA Priority
	2.4.17.2
	C
	C
	P

	LSA Preferential Access Indicator
	2.4.17.2A
	C
	C
	P

	LSA Active Mode Support Indicator
	2.4.17.2B
	C
	C
	P

	LSA Only Access Indicator
	2.4.17.3
	C
	C
	P

	LSA Active Mode Indicator
	2.4.17.4
	C
	C
	P

	VPLMN Identifier
	2.4.17.5
	C
	-
	P

	Access Restriction Data
	2.4.18
	C
	C
	P

	Selected CN operator ID
	2.4.19
	-
	C
	T

	IP-SM-GW number
	2.4.20
	C
	-
	T

	Paging area
	2.4.21
	C
	C
	T

	Closed Subscriber Group Information
	2.4.22
	C
	C
	P

	Service Centre Address
	2.4.23
	C
	-
	P

	Subscribed Periodic LAU Timer
	2.4.24
	C
	C
	P

	Provision of bearer service
	2.5.1
	M
	M
	P

	Provision of teleservice
	2.5.2
	M
	M
	P

	BC allocation
	2.5.3
	C
	C
	P

	IMSI detached flag
	2.7.1
	-
	C
	T

	Confirmed by Radio Contact indicator
	2.7.4.1
	-
	M
	T

	Subscriber Data Confirmed by HLR indicator
	2.7.4.2
	-
	M
	T

	Location Information Confirmed in HLR indicator
	2.7.4.3
	-
	M
	T

	Check SS indicator
	2.7.4.4
	M
	-
	T

	MS purged for non-GPRS flag
	2.7.5
	M
	-
	T

	MNRR-MSC
	2.7.7
	C
	-
	T

	Subscriber data dormant
	2.7.8
	-
	C
	T

	Cancel Location received
	2.7.8A
	-
	C
	T

	Subscriber status
	2.8.1
	C
	C
	P

	Barring of outgoing calls
	2.8.2.1
	C
	C
	P

	Barring of incoming calls
	2.8.2.2
	C
	-
	P

	Barring of roaming
	2.8.2.3
	C
	-
	P

	Barring of premium rate calls
	2.8.2.4
	C
	C
	P

	Barring of supplementary service management
	2.8.2.5
	C
	C
	P

	Barring of registration of call forwarding
	2.8.2.6
	C
	-
	P

	Barring of invocation of call transfer
	2.8.2.7
	C
	C
	P

	Operator determined barring PLMN-specific data
	2.8.3
	C
	C
	P

	Notification to CSE flag for ODB
	2.8.4
	C
	-
	T

	gsmSCF address list for ODB
	2.8.5
	C
	-
	P

	Handover Number
	2.9.1
	-
	C
	T

	Messages Waiting Data
	2.10.1
	C
	-
	T

	Mobile Station Not Reachable Flag
	2.10.2
	C
	M
	T

	Memory Capacity Exceeded Flag
	2.10.3
	C
	-
	T

	Trace Reference
	2.11.1
	C
	C
	P

	Trace Type
	2.11.2
	C
	C
	P

	Operations Systems Identity
	2.11.3
	C
	C
	P

	HLR Trace Type
	2.11.4
	C
	-
	P

	MAP Error On Trace
	2.11.5
	C
	-
	T

	Trace Activated in VLR
	2.11.6
	C
	C
	T

	Foreign Subscriber Registered in VLR
	2.11.7
	-
	C
	P

	Trace Reference 2
	2.11.9
	C
	C
	P

	Trace depth
	2.11.10
	C
	C
	P

	List of NE types to trace
	2.11.11
	C
	C
	P

	Triggering events
	2.11.12
	C
	C
	P

	List of interfaces to trace
	2.11.13
	C
	C
	P

	MDT-Configuration
	2.11.15
	C
	C
	P

	MDT User Consent
	2.11.16
	C
	C
	P

	VGCS Group Membership List
	2.12.1
	C
	C
	P

	VBS Group Membership List
	2.12.2
	C
	C
	P

	Broadcast Call Initiation Allowed List
	2.12.2.1
	C
	C
	P

	Originating CAMEL Subscription Information (O-CSI)
	2.14.1.1/3.1
	C
	C
	P

	Terminating CAMEL Subscription Information (T-CSI)
	2.14.1.2
	C
	-
	P

	VMSC Terminating CAMEL Subscription Information (VT-CSI)
	2.14.1.2/3.2
	C
	C
	P

	Location Information/Subscriber state Information
	2.14.1.3
	C
	-
	P

	USSD CAMEL subscription information(U-CSI)
	2.14.1.4
	C
	-
	P

	SS invocation notification (SS-CSI)
	2.14.1.5/3.2
	C
	C
	P

	Translation information flag(TIF-CSI)
	2.14.1.6/3.6
	C
	C
	P

	Dialled service CAMEL Subscription Information (D-CSI)
	2.14.1.11/3.7
	C
	C
	P

	USSD General CAMEL service information (UG-CSI)
	2.14.2.4
	C
	-
	P

	O-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	T

	SS-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	T

	VT-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	T

	Short Message Service CAMEL Subscription Information(MO‑SMS-CSI)
	2.14.1.8/2.14.3.5
	C
	C
	P

	Short Message Service CAMEL Subscription Information(MT‑SMS-CSI)
	2.14.1.9/2.14.3.6
	C
	C
	P

	MO-SMS-CSI VLR Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	T

	MT-SMS-CSI VLR Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	P

	M-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	
	T

	VLR Supported CAMEL Phases
	2.14.2.3
	C
	
	T

	GsmSCF address for CSI
	2.14.2.4
	C
	
	P

	VLR Offered CAMEL4 CSIs
	2.14.2.2A
	C
	
	T

	IST Alert Timer
	2.15.1
	C
	C
	P

	Privacy Exception List
	2.16.1.1
	C
	C
	P

	GMLC Numbers
	2.16.1.2
	C
	C
	P

	MO-LR List
	2.16.1.3
	C
	C
	P

	Service Types
	2.16.1.4
	C
	C
	P

	Age Indicator
	2.17.1
	C
	C
	T

	CS Allocation/Retention priority
	2.18.1
	C
	C
	P

	ICS Indicator
	2.20.1
	C
	C
	P


NOTE 1:
A dummy MSISDN is stored in this node when no MSISDN is available in the HLR subscription.

* * * Next Change * * * *

5.2
PS Network Access Mode Storage (GPRS)
Table 5.2: Overview of data used for PS Network Access Mode (GPRS)
	PARAMETER
	Subclause
	HLR
	VLR
	Gn/Gp-SGSN
	GGSN
	TYPE

	IMSI
	2.1.1.1
	M
	M
	C
	C
	P  

	Network Access Mode
	2.1.1.2
	M
	-
	C note1
	-
	P  

	IMSI Unauthenticated indicator
	2.1.1.3
	-
	-
	C
	C
	T

	International MS ISDN number 
	2.1.2
	C
	M
note 3
	M
note 3
	M
note 3
	P

	multinumbering MSISDNs
	2.1.3
	C
	-
	-
	-
	P  

	Basic MSISDN indicator
	2.1.3.1
	C
	-
	-
	-
	P

	MSISDN-Alert indicator
	2.1.3.2
	C
	-
	-
	-
	P  

	P-TMSI
	2.1.5
	-
	-
	C
	-
	T  

	TLLI
	2.1.6
	-
	-
	C
	-
	T

	Random TLLI 
	2.1.7
	-
	-
	C
	-
	T  

	IMEI
	2.1.9
	-
	-
	C
	 C
	T

	External Identifier Set
	2.1.10
	C
	-
	-
	-
	P

	IMEISV
	2.2.3
	C
	-
	C
	 C
	T

	RAND/SRES and Kc
	2.3.1
	
	-
	C
	-
	T

	RAND, XRES, CK, IK, AUTN
	2.3.2
	M
	-
	C
	-
	T

	Ciphering Key Sequence Number
	2.3.3
	-
	-
	M
	-
	T

	Key Set Identifier (KSI)
	2.3.4
	-
	-
	M
	-
	T

	Selected Ciphering Algorithm
	2.3.5
	-
	-
	M
	-
	T

	Current Kc
	2.3.6
	-
	-
	M
	-
	T

	P-TMSI Signature
	2.3.7
	-
	-
	C
	-
	T

	Key Status
	2.3.x
	-
	-
	C
	-
	T

	Routing Area Identity
	2.4.3
	-
	-
	M
	-
	T

	VLR Number
	2.4.5
	M
	-
	C note2
	-
	T

	SGSN Number
	2.4.8.1
	M
	C note2
	-
	-
	T

	GGSN Number
	2.4.8.2
	M
	-
	-
	-
	P

	RSZI Lists
	2.4.11.1
	C
	-
	-
	-
	P

	Zone Code List
	2.4.11.2
	-
	-
	C
	-
	P

	RA not allowed flag
	2.4.14a
	-
	-
	M
	-
	T

	SGSN area restricted flag
	2.4.14
	M
	-
	-
	-
	T

	Roaming Restricted in the SGSN due to unsupported feature
	2.4.15.3
	M
	-
	M
	-
	T

	Cell Global ID or Service Area ID
	2.4.16
	-
	-
	C
	C
	T

	LSA Identity
	2.4.17.1
	C
	C
	C
	-
	P

	LSA Priority
	2.4.17.2
	C
	C
	C
	-
	P

	LSA Preferential Access Indicator
	2.4.17.2A
	C
	C
	C
	
	P

	LSA Active Mode Support Indicator
	2.4.17.2B
	C
	C
	C
	
	P

	LSA Only Access Indicator
	2.4.17.3
	C
	C
	C
	-
	P

	LSA Active Mode Indicator
	2.4.17.4
	C
	C
	C
	-
	P

	VPLMN Identifier
	2.4.17.5
	C
	-
	-
	-
	P

	Access Restriction Data
	2.4.18
	C
	-
	C
	-
	P

	IP-SM-GW number
	2.4.20
	C
	-
	-
	-
	T

	Closed Subscriber Group Information
	2.4.22
	C
	C
	C
	-
	P

	Service Centre Address
	2.4.23
	C
	-
	-
	-
	P

	Provision of teleservice
	2.5.2
	C
	-
	C
	-
	P

	Transfer of SM option 
	2.5.4
	M
	-
	-
	-
	P

	MNRG
	2.7.2
	M
	-
	M
	M
	T

	MM State
	2.7.3
	-
	-
	M
	-
	T

	Subscriber Data Confirmed by HLR Indicator
	2.7.4.2
	-
	-
	M
	-
	T

	Location Info Confirmed by HLR Indicator
	2.7.4.3
	-
	-
	M
	-
	T

	VLR-Reliable Indicator
	2.7.4.5
	-
	-
	C note1
	-
	T

	MS purged for GPRS flag
	2.7.6
	M
	-
	-
	-
	T

	MNRR-SGSN
	2.7.7A
	C
	-
	-
	-
	T

	Subscriber Status
	2.8.1
	C
	-
	C
	-
	P

	Barring of outgoing calls
	2.8.2.1
	C
	-
	
	-
	P

	Barring of roaming
	2.8.2.3
	C
	-
	-
	-
	P

	Barring of Packet Oriented Services
	2.8.2.8
	C
	-
	C
	-
	P

	ODB PLMN-specific data
	2.8.3
	C
	-
	C
	-
	P

	Notification to CSE flag for ODB
	2.8.4
	C
	-
	-
	-
	T

	gsmSCF address list for ODB
	2.8.5
	C
	-
	-
	-
	P

	Trace Activated in SGSN
	2.11.7
	C
	-
	C
	-
	P

	Trace Reference 2
	2.11.9
	C
	-
	C
	C
	P

	Trace depth
	2.11.10
	C
	-
	C
	C
	P

	List of NE types to trace
	2.11.11
	C
	-
	C
	C
	P

	Triggering events
	2.11.12
	C
	-
	C
	C
	P

	List of interfaces to trace
	2.11.13
	C
	-
	C
	C
	P 

	MDT-Configuration
	2.11.15
	C
	C
	C
	-
	P

	PDP Type
	2.13.1
	C
	-
	C
	M
	P

	PDP Address
	2.13.2
	C
	-
	C
	M
	P

	NSAPI
	2.13.3
	-
	-
	C
	C
	T

	PDP State
	2.13.4
	-
	-
	C
	-
	T

	New SGSN Address
	2.13.5
	-
	-
	C
	-
	T

	Access Point Name
	2.13.6
	C
	-
	C
	C
	P/T

	GGSN Address in Use
	2.13.7
	-
	-
	C
	-
	T

	VPLMN Address Allowed
	2.13.8
	C
	-
	C
	-
	P

	Dynamic Address
	2.13.9
	-
	-
	-
	C
	T

	SGSN Address
	2.13.10
	-
	-
	-
	M
	T

	GGSN-list
	2.13.11
	M
	-
	-
	-
	T

	Quality of Service Subscribed
	2.13.12
	C
	-
	C
	-
	P

	Quality of Service Requested
	2.13.13
	-
	-
	C
	-
	T

	Quality of Service Negotiated
	2.13.14
	-
	-
	C
	M
	T

	SND
	2.13.15
	-
	-
	C
	C
	T

	SNU
	2.13.16
	-
	-
	C
	C
	T

	DRX Parameters
	2.13.17
	-
	-
	M
	-
	T

	Compression
	2.13.18
	-
	-
	C
	-
	T

	NGAF
	2.13.19
	-
	-
	C note2
	-
	T

	Classmark
	2.13.20
	-
	-
	M
	-
	T

	TEID
	2.13.21
	-
	-
	C
	C
	T

	Radio Priority
	2.13.22
	-
	-
	C
	-
	T

	Radio Priority SMS
	2.13.23
	-
	-
	C
	-
	T

	PDP Context Identifier
	2.13.24
	C
	-
	C
	-
	T

	PDP Context Charging Characteristics
	2.13.25
	C
	-
	C
	C
	P

	UE level APN-OI-Replacement
	2.13.29
	C
	-
	C
	-
	P

	Subscribed UE-AMBR
	2.13.30
	C
	-
	C
	-
	P

	Used UE-AMBR
	2.13.30A
	-
	-
	C
	-
	T

	Subscribed APN-AMBR
	2.13.32
	C
	-
	C
	C
	P

	Used APN-AMBR
	2.13.32A
	-
	-
	C
	C
	T

	Subscribed-RFSP-ID
	2.13.33
	C
	-
	C
	-
	P

	APN Restriction
	2.13.43
	-
	-
	C
	C
	P

	RFSP-ID in Use
	2.13.108
	-
	-
	C
	-
	T

	APN level APN-OI-Replacement
	2.13.109
	C
	-
	C
	-
	P

	SIPTO Permission
	2.13.114
	C
	-
	C
	-
	P

	Subscribed Periodic RAU/TAU Timer
	2.13.115
	C
	-
	C
	-
	P

	LIPA Permission
	2.13.122
	C
	-
	C
	-
	P

	LIPA Allowed VPLMN List
	2.13.123
	C
	-
	-
	-
	P

	VPLMN LIPA Allowed
	2.13.124
	-
	-
	C
	-
	P

	Higher bitrates than 16Mbps flag
	2.13.127
	-
	-
	C
	-
	T

	Max MBR/APN-AMBR
	2.13.128
	-
	-
	C
	C
	T

	Co-located GGSN-PGW FQDN
	2.13.136
	-
	-
	C
	-
	T

	GERAN Cell Identity Age
	2.13.137
	-
	-
	C
	-
	T

	UTRAN Service Area Identity Age
	2.13.138
	-
	-
	C
	-
	T

	Homogeneous Support of IMS Voice over PS Sessions
	2.13.141
	C
	-
	C
	-
	T

	GPRS CAMEL Subscription Information (GPRS-CSI)
	2.14.1.10/2.14.4.4
	C
	-
	C
	-
	C

	MO Short Message Service CAMEL Subscription Information(MO-SMS-CSI)
	2.14.1.8/2.14.4.1
	C
	-
	C
	-
	C

	MT Short Message Service CAMEL Subscription Information(MT-SMS-CSI)
	2.14.1.9/2.14.4.2.
	C
	-
	C
	-
	C

	MO-SMS-CSI SGSN Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	-
	-
	-
	P

	MT-SMS-CSI SGSN Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	-
	-
	-
	P

	Mobility Management for GPRS event notification (MG-CSI)
	2.14.1.12/2.14.4.4
	C
	-
	C
	-
	C

	MG-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	-
	-
	-
	P

	GPRS-CSI Negotiated CAMEL Capability Handling
	2.14.2.1
	C
	-
	-
	-
	T

	SGSN Supported CAMEL Phases
	2.14.2.3
	C
	-
	-
	-
	T

	SGSN Offered CAMEL4 CSIs
	2.14.2.2A
	C
	-
	-
	-
	T

	GsmSCF address for CSI
	2.14.2.4
	C
	-
	-
	-
	P

	Age Indicator
	2.16.1
	C
	-
	C
	-
	T

	Privacy Exception List
	2.16.1.1
	C
	-
	C
	-
	P

	GMLC Numbers
	2.16.1.2
	C
	-
	C
	-
	P

	MO-LR List
	2.16.1.3
	C
	-
	C
	-
	P

	Service Types
	2.16.1.4
	C
	-
	C
	-
	P

	Subscribed Charging Characteristics
	2.19.1
	C
	-
	C
	C
	P

	ICS Indicator
	2.20.1
	C
	C
	C
	-
	P

	STN-SR
	2.21.1
	C
	-
	C
	-
	T

	Additional MSISDN
	3.1.16
	C
	-
	C
	-
	P


The HLR column indicates only GPRS related use, i.e. if the HLR uses a parameter in non-GPRS Network Access Mode but not in GPRS Network Access Mode, it is not mentioned in this table 5.2.

NOTE 1:
This parameter is relevant in the SGSN only when the Gs interface is installed.

NOTE 2:
The VLR column is applicable if Gs interface is installed. It only indicates GPRS related data to be stored and is only relevant to GPRS subscribers registered in VLR. 
NOTE 3:
A dummy MSISDN is stored in this node when no MSISDN is available in the HLR subscription.
For special condition of storage see in clause 2. See clause 4 for explanation of M, C, T and P in table 5.2.
* * * Next Change * * * *

5.2A
PS Network Access Mode Storage (EPS)
Table 5.2A-1: Overview of data used for PS Network Access Mode (EPS 3GPP access)
	PARAMETER
	Subclause
	HSS
	VLR 

 (see note3)
	S4-SGSN
	MME
	S-GW
	PDN-GW
	TYPE

	IMSI
	2.1.1.1
	M
	C
	C
	C
	C
	 C
	P

	Network Access Mode
	2.1.1.2
	M
	-
	-
	C (see note 1)
	-
	-
	P

	IMSI Unauthenticated indicator
	2.1.1.3
	-
	-
	C
	C
	C
	C
	T

	International MS ISDN number
	2.1.2
	C
	-
	C
	C
	C
	C
	P

	P-TMSI
	2.1.5
	-
	-
	C
	-
	-
	-
	T

	TLLI
	2.1.6
	-
	-
	C
	-
	-
	-
	T

	Random TLLI
	2.1.7
	-
	-
	C
	-
	-
	-
	T

	IMEI
	2.1.9
	C
	-
	C
	C
	 C
	 C
	T

	External Identifier Set
	2.1.10
	C
	-
	-
	-
	-
	-
	P

	IMEISV
	2.2.3
	C
	-
	C
	C
	-
	-
	T

	RAND/SRES and Kc
	2.3.1
	
	-
	C
	-
	-
	-
	T

	RAND, XRES, CK, IK, AUTN
	2.3.2
	M
	-
	C
	C
	-
	-
	T

	RAND, XRES, KASME, AUTN
	2.3.2
	M
	-
	
	C
	-
	-
	T

	Ciphering Key Sequence Number
	2.3.3
	C
	-
	M
	-
	-
	-
	T

	Key Set Identifier (KSI)
	2.3.4
	-
	-
	M
	-
	-
	-
	T

	KSIASME
	2.3.4
	-
	-
	
	M
	-
	-
	T

	Selected Ciphering Algorithm
	2.3.5
	-
	-
	M
	-
	-
	-
	T

	Current Kc
	2.3.6
	-
	-
	M
	-
	-
	-
	T

	P-TMSI Signature
	2.3.7
	-
	-
	C
	-
	-
	-
	T

	Key Status
	2.3.x
	-
	-
	C
	-
	-
	-
	T

	Routing Area Identity
	2.4.3
	-
	-
	M
	-
	-
	-
	T

	IWF number
	2.4.8.3
	C
	-
	-
	-
	-
	-
	T

	RSZI Lists
	2.4.11.1
	C
	-
	
	-
	-
	-
	P

	Zone Code List
	2.4.11.2
	-
	-
	C
	C
	-
	-
	P

	SGSN area restricted Flag
	2.4.14
	M
	-
	
	-
	-
	-
	T

	RA not allowed flag
	2.4.14a
	-
	-
	M
	-
	-
	-
	T

	TA not allowed flag
	2.4.14b
	-
	-
	
	M
	-
	-
	T

	Roaming Restricted in the SGSN due to unsupported feature
	2.4.15.3
	M
	-
	M
	-
	-
	-
	T

	Roaming Restricted in the MME due to unsupported feature
	2.4.15.3a
	M
	-
	
	M
	-
	-
	T

	Cell Global Identity or Service Area ID
	2.4.16
	-
	-
	C
	C
	-
	C
	T

	Access Restriction Data
	2.4.18
	C
	-
	C
	C
	-
	-
	P

	Closed Subscriber Group Information
	2.4.22
	C
	C
	C
	C
	-
	-
	P

	Confirmed by Radio Contact indicator
	2.7.4.1
	-
	C
	-
	-
	-
	-
	T

	Subscriber Data Confirmed by HLR/HSS Indicator
	2.7.4.2
	-
	-
	M
	M
	-
	-
	T

	Location Info Confirmed by HLR/HSS Indicator
	2.7.4.3
	-
	-
	M
	M
	-
	-
	T

	VLR-Reliable Indicator
	2.7.4.5
	-
	-
	C(see note 5)
	C (see note 2)
	-
	-
	T

	UE purged in SGSN flag
	2.7.6
	M
	-
	-
	-
	-
	-
	T

	UE purged in MME flag
	2.7.6A
	M
	-
	
	-
	-
	-
	T

	URRP-MME
	2.7.9.1
	C
	-
	-
	C
	-
	-
	T

	URRP-SGSN
	2.7.9.2
	C
	-
	C
	-
	-
	-
	T

	Subscriber Status
	2.8.1
	C
	-
	C
	C
	-
	-
	P

	Barring of outgoing calls
	2.8.2.1
	C
	-
	C
	-
	-
	-
	P

	Barring of roaming
	2.8.2.3
	C
	-
	-
	-
	-
	-
	P

	Barring of Packet Oriented Services
	2.8.2.8
	C
	-
	C
	C
	-
	-
	P

	ODB PLMN-specific data
	2.8.3
	C
	-
	C
	-
	-
	-
	P

	Trace Activated in SGSN
	2.11.7
	C
	-
	C
	-
	-
	-
	P

	Trace Reference 2
	2.11.9
	C
	C
	C
	C
	-
	-
	P

	Trace depth
	2.11.10
	C
	C
	C
	C
	-
	-
	P

	List of NE types to trace
	2.11.11
	C
	C
	C
	C
	-
	-
	P

	Triggering events
	2.11.12
	C
	C
	C
	C
	-
	-
	P

	List of interfaces to trace
	2.11.13
	C
	C
	C
	C
	-
	-
	P

	IP address of trace collection entity
	2.11.14
	C
	C
	C
	C
	C
	C
	P

	MDT-Configuration
	2.11.15
	C
	C
	C
	C
	-
	-
	P

	MDT User Consent
	2.11.16
	C
	C
	C
	C
	-
	-
	P

	Access Point Name (APN).
	2.13.6
	M
	-
	M
	M
	M
	M
	P

	MME name
	2.13.26
	M
	C
	-
	-
	-
	-
	T

	VLR name
	2.13.27
	-
	-
	-
	C (see note 2)
	-
	-
	T

	NEAF
	2.13.28
	-
	-
	-
	C (see note 2)
	-
	-
	T

	UE level APN-OI-Replacement
	2.13.29
	C
	-
	
	C
	-
	-
	P

	Subscribed UE-AMBR
	2.13.30
	M
	-
	M
	M
	-
	-
	P

	Used UE-AMBR
	2.13.30A
	-
	-
	-
	-
	-
	-
	T

	APN-Configuration-Profile
	2.13.31
	M
	-
	M
	M
	-
	-
	P

	Subscribed APN-AMBR 
	2.13.32
	M
	-
	M
	M
	M
	-
	P

	Used APN-AMBR
	2.13.32A
	-
	-
	C
	C
	-
	C
	T

	Subscribed-RFSP-ID
	2.13.33
	C
	-
	-
	C
	-
	-
	P

	GUTI
	2.13.34
	-
	-
	-
	C
	-
	-
	T

	ME identity (IMEISV)
	2.13.35
	C
	-
	C
	C
	-
	-
	T

	Selected NAS Algorithm
	2.13.36
	-
	-
	
	M
	-
	-
	T

	Selected AS Algorithm
	2.13.37
	-
	-
	
	M
	-
	-
	T

	Context Identifier
	2.13.38
	M
	-
	M
	M
	M
	M
	P

	PDN Address
	2.13.39
	C
	-
	C
	C
	C
	C
	P/T (see note4)

	VPLMN Address Allowed
	2.13.40
	M
	-
	M
	M
	-
	-
	P

	PDN GW identity
	2.13.41
	C
	-
	C

(see note 6)
	C

(see note 6)
	-
	-
	P/T

(see note4)

	Tracking Area List
	2.13.42
	-
	-
	-
	M
	-
	-
	T

	APN Restriction
	2.13.43
	
	-
	C
	C
	C
	C
	P

	APN in use
	2.13.44
	-
	-
	M
	M
	M
	M
	T

	TAI of last TAU
	2.13.45
	-
	-
	-
	M
	-
	-
	T

	E-UTRAN Cell Identity Age
	2.13.46
	-
	-
	-
	C
	-
	-
	T

	MME F-TEID for S11
	2.13.47
	-
	-
	-
	C
	C
	-
	T

	MME UE S1AP ID
	2.13.48
	-
	-
	-
	C
	-
	-
	T

	S-GW F-TEID for S11
	2.13.49
	-
	-
	-
	C
	C
	-
	T

	S4-SGSN F-TEID for S4 (control plane)
	2.13.50
	
	
	C
	
	
	
	T

	S4-SGSN F-TEID for S4 (User plane)
	2.13.51
	
	
	C
	
	
	
	T

	S-GW F-TEID for S5/S8 
(control plane)
	2.13.52
	-
	-
	-
	C
	C
	C
	T

	S-GW F-TEID for S1-U
	2.13.53
	-
	-
	-
	C
	C
	-
	T

	S-GW F-TEID for S5/S8 
(user plane)
	2.13.54
	-
	-
	-
	-
	C
	C
	T

	eNodeB Address 
	2.13.55
	-
	-
	-
	C
	-
	-
	T

	eNodeB UE S1AP ID
	2.13.56
	-
	-
	-
	C
	-
	-
	T

	eNodeB F-TEID for S1-U
	2.13.57
	-
	-
	-
	-
	C
	-
	T

	E-UTRAN/UTRAN Key Set flag
	2.13.58
	-
	
	-
	C
	-
	-
	T

	Selected CN operator id
	2.13.59
	-
	
	-
	C
	-
	-
	T

	UE Radio Access Capability
	2.13.60
	-
	-
	-
	C
	-
	-
	T

	Location Change Report Required
	2.13.62
	-
	-
	C
	C
	-
	-
	T

	UE specific DRX parameters
	2.13.63
	-
	
	-
	C
	-
	-
	T

	PDN GW F-TEID for S5/S8 
(user plane)
	2.13.64
	-
	-
	C
	C
	C
	C
	T

	PDN GW F-TEID for S5/S8 (control plane)
	2.13.65
	-
	-
	C
	C
	C
	C
	T

	EPS Bearer ID
	2.13.66
	-
	-
	C
	C
	C
	C
	T

	EPS Bearer QoS
	2.13.67
	
	
	C
	C
	C
	C
	T

	UL TFT
	2.13.68
	-
	-
	-
	C
	C
	C
	T

	DL TFT
	2.13.69
	-
	-
	-
	C
	C
	C
	T

	Charging Id
	2.13.70
	-
	-
	C
	-
	C
	C
	T

	EPS PDN Connection Charging Characteristics
	2.13.71
	C
	-
	C
	C
	C
	C
	P

	Default bearer
	2.13.72
	-
	-
	-
	C
	C
	C
	T

	URRP-MME
	2.13.73
	C
	-
	-
	C
	
	
	T

	RAT Type (Access Type)
	2.13.75
	C
	-
	C
	C
	C
	C
	T

	Diameter Server Identity of the HSS
	2.13.99
	
	
	C
	C
	
	
	T

	SGSN name
	2.13.100
	M
	-
	-
	-
	-
	-
	T

	S-GW F-TEID for S12
	2.13.101
	
	
	
	
	C
	
	T

	RNC F-TEID for S12
	2.13.102
	
	
	
	
	C
	
	T

	MME F-TEID for S3
	2.13.103
	
	
	C
	C
	
	
	T

	S4-SGSN F-TEID for S3
	2.13.104
	
	
	C
	C
	
	
	T

	PDN GW Allocation Type
	2.13.105
	M
	
	
	M
	
	
	P

	S-GW F-TEID for S4 (control plane)
	2.13.106
	
	
	C
	
	C
	
	T

	S-GW F-TEID for S4 (user plane)
	2.13.107
	
	
	C
	
	C
	
	T

	RFSP-ID in Use
	2.13.108
	-
	-
	C
	C
	-
	-
	T

	APN level APN-OI-Replacement
	2.13.109
	C
	-
	C
	C
	-
	-
	P

	PDN Connection ID
	2.13.111
	-
	-
	-
	-
	C
	C
	T

	MS Network Capability
	2.13.112
	-
	-
	C
	C
	-
	-
	T

	Voice Domain Preference and UE's Usage Setting
	2.13.113
	-
	-
	C
	C
	-
	-
	T

	SIPTO Permission
	2.13.114
	C
	-
	C
	C
	-
	-
	P

	Subscribed Periodic RAU/TAU Timer
	2.13.115
	C
	-
	C
	C
	-
	-
	P

	LIPA Permission
	2.13.122
	C
	-
	C
	C
	-
	-
	P

	LIPA Allowed VPLMN List
	2.13.123
	C
	-
	-
	-
	-
	-
	P

	VPLMN LIPA Allowed
	2.13.124
	-
	-
	C
	C
	-
	-
	P

	Relay Node Indicator
	2.13.125
	C
	-
	-
	C
	-
	-
	P

	Higher bitrates than 16Mbps flag
	2.13.127
	-
	-
	C
	-
	-
	-
	T

	Max MBR/APN-AMBR
	2.13.128
	-
	-
	C
	-
	-
	C
	T

	H(e)NB Local IP Address
	2.13.131
	-
	-
	C
	C
	-
	C
	T

	H(e)NB UDP Port Number
	2.13.132
	-
	-
	C
	C
	-
	C
	T

	MME/S4 SGSN Identifier
	2.13.134
	-
	-
	-
	-
	-
	C
	T

	SGW node name
	2.13.135
	-
	-
	C
	C
	-
	-
	T

	Co-located GGSN-PGW FQDN
	2.13.136
	-
	-
	C

(see note 6)
	C

(see note 6)
	-
	-
	T

	GERAN Cell Identity Age
	2.13.137
	-
	-
	C
	-
	-
	-
	T

	UTRAN Service Area Identity Age
	2.13.138
	-
	-
	C
	-
	-
	-
	T

	Homogeneous Support of IMS Voice over PS Sessions
	2.13.141
	C
	-
	C
	C
	-
	-
	T

	Privacy Exception List
	2.16.1.1
	C
	-
	C
	-
	-
	-
	P

	GMLC Numbers
	2.16.1.2
	C
	-
	C
	-
	-
	-
	P

	MO-LR List
	2.16.1.3
	C
	-
	C
	-
	-
	-
	P

	Service Types
	2.16.1.4
	C
	-
	C
	-
	-
	-
	P

	Subscribed Charging Characteristics
	2.19.1
	C
	-
	C
	C
	-
	-
	P

	ICS Indicator
	2.20.1
	C
	C
	C
	C
	-
	-
	P

	STN-SR
	2.21.1
	C
	-
	C
	C
	-
	-
	T

	UE SRVCC Capability
	2.21.2
	C
	-
	C
	C
	-
	-
	T

	Subscribed vSRVCC
	2.21.3
	C
	-
	-
	C
	-
	-
	P

	Additional MSISDN
	3.1.16
	C
	-
	C
	C
	-
	-
	T

	NOTE 1:
This parameter is relevant in the MME only when the SGs interface is installed.

NOTE 2:
Only is applicable if SGs interface is installed. It only indicates EPS related data to be stored and is only relevant to EPS subscribers registered in VLR.

NOTE 3:
The VLR column is applicable if SGs/Sv interface is installed. It only indicates EPS related data to be stored and is only relevant to EPS subscribers registered in VLR.
NOTE 4:
If Static IP address allocation provisioned in the subscriber profile in the HSS is chosen, PDN address is permanent data. 

NOTE 5:
Only is applicable if Gs interface is installed. It only indicates EPS related data to be stored and is only relevant to EPS subscribers registered in VLR.

NOTE 6:
The MME/S4 SGSN stores either the PDN GW identity or the Co-located GGSN-PGW FQDN since they are identical information.


For special condition of storage see in clause 2. See clause 4 for explanation of M, C, T and P in table 5.2A-1.
Table 5.2A-2: Overview of data used for PS Network Access Mode (EPS non 3GPP access)
	PARAMETER
	Subclause
	HSS
	MME
	S-GW
	PDN-GW
	ePDG
	3GPP AAA server
	3GPP AAA server

Proxy
	TYPE

	IMSI
	2.1.1.1
	M
	C
	C
	C
	C
	-
	-
	P

	International MS ISDN number
	2.1.2
	C
	C
	C
	C
	C
	C
	-
	P

	RAND, XRES, CK, IK, AUTN
	2.3.2
	M
	-
	-
	-
	-
	M
	-
	T

	RAND, XRES, KASME, AUTN
	2.3.2
	M
	-
	-
	-
	-
	M
	-
	T

	Access Network Identity
	2.3.8
	C
	-
	-
	-
	-
	C
	-
	T

	Trace Reference 2
	2.11.9
	C
	C
	-
	-
	-
	C
	-
	P

	Trace depth
	2.11.10
	C
	C
	-
	-
	-
	C
	-
	P

	List of NE types to trace
	2.11.11
	C
	C
	-
	-
	-
	C
	-
	P

	Triggering events
	2.11.12
	C
	C
	-
	-
	-
	C
	-
	P

	List of interfaces to trace
	2.11.13
	C
	C
	-
	-
	-
	C
	-
	P 

	IP address of Trace Collection Entity
	2.11.14
	C
	C
	-
	-
	-
	C
	-
	P

	APN-Configuration-Profile
	2.13.31
	M
	-
	-
	C
	C
	C
	-
	T

	Subscribed APN-AMBR
	2.13.32
	M
	-
	-
	C
	C
	C
	-
	P

	Used APN-AMBR
	2.13.32A
	-
	-
	-
	C
	-
	-
	-
	T

	PDN Address
	2.13.39
	C
	-
	C
	C
	C
	C
	-
	T/P (see Note)

	VPLMN Address Allowed
	2.13.40
	M
	C
	-
	-
	C
	C
	-
	P

	PDN GW identity
	2.13.41
	M
	C
	-
	-
	C
	C
	-
	P

	APN in use
	2.13.44
	-
	-
	-
	C
	C
	-
	-
	T

	EPS Bearer ID
	2.13.66
	-
	-
	-
	C
	C
	-
	-
	T

	EPS Bearer QoS
	2.13.67
	-
	-
	-
	C
	C
	-
	-
	T

	EPS PDN Connection Charging Characteristics
	2.13.71
	C
	-
	-
	C
	C
	C
	-
	P

	RAT Type (Access Type)
	2.13.75
	C
	-
	C
	C
	C
	C
	-
	T

	Permanent User Identity
	2.13.79
	M
	-
	M
	M
	M
	M
	-
	P

	Mobility Capabilities
	2.13.80
	-
	-
	-
	M
	C
	C
	-
	T

	MAG IP address
	2.13.81
	
	-
	
	
	-
	C
	-
	T

	Visited Network Identifier
	2.13.82
	C
	-
	-
	C
	C
	C
	-
	T

	EAP payload
	2.13.83
	-
	-
	-
	-
	-
	C
	-
	P

	MIP Subscriber profile
	2.13.86
	M
	-
	-
	M
	-
	-
	-
	P

	Uplink S5 GRE Key
	2.13.87
	-
	C
	C
	C
	-
	-
	-
	T

	Downlink S5 GRE Key
	2.13.88
	-
	-
	C
	C
	-
	-
	-
	T

	Uplink S8 GRE Key
	2.13.89
	-
	C
	C
	C
	-
	-
	-
	T

	Downlink S8 GRE Key
	2.13.90
	-
	-
	C
	C
	-
	-
	-
	T

	S2a GRE Keys
	2.13.91
	-
	-
	C
	C
	C
	-
	-
	T

	S2b GRE Keys
	2.13.92
	-
	-
	C
	C
	C
	-
	-
	T

	Mobile Node Identifier
	2.13.93
	-
	-
	C
	C
	-
	-
	-
	T

	IPv4 Default Router Address
	2.13.94
	-
	-
	C
	C
	-
	-
	-
	T

	Link-local address
	2.13.95
	-
	-
	C
	C
	-
	-
	-
	T

	Non 3GPP User Data
	2.13.96
	C
	-
	-
	-
	C
	C
	-
	

	3GPP AAA Server Identity
	2.13.97
	C
	-
	-
	C
	C
	
	-
	T

	Selected IP mobility mode
	2.13.98
	-
	-
	-
	C
	C
	C
	-
	T

	Diameter Server Identity of HSS
	2.13.99
	-
	C
	-
	-
	-
	C
	-
	T

	Unauthenticated IMSI
	2.13.110
	-
	-
	C
	C
	-
	-
	-
	T

	PDN Connection ID
	2.13.111
	-
	-
	C
	C
	C
	-
	-
	T

	ePDG F-TEID for S2b (control plane)
	2.13.116
	-
	-
	-
	C
	C
	-
	-
	T

	ePDG F-TEID for S2b (user plane)
	2.13.117
	-
	-
	-
	C
	C
	-
	-
	T

	PGW F-TEID for S2b (control plane)
	2.13.118
	-
	-
	-
	C
	C
	-
	-
	T

	PGW F-TEID for S2b (user plane)
	2.13.119
	-
	-
	-
	C
	C
	-
	-
	T

	Restricted RAT Types
	2.13.126
	C
	-
	-
	-
	-
	C
	-
	P

	UE Local IP Address
	2.13.129
	-
	-
	-
	-
	C
	-
	-
	T

	UE UDP Port Number
	2.13.130
	-
	-
	-
	-
	C
	-
	-
	T

	Default APN for Trusted WLAN
	2.13.139
	C
	-
	-
	-
	-
	C
	-
	P

	Access Information for Trusted WLAN
	2.13.140
	C
	-
	-
	-
	-
	C
	-
	P

	Subscribed Charging Characteristics
	2.19.1
	M
	-
	-
	-
	C
	C
	-
	P

	Master session Key
	3B.3. 5
	-
	-
	-
	C
	C
	C
	-
	T

	NOTE: 
If Static IP address allocation provisioned in the subscriber profile in the HSS is chosen, PDN address is permanent data.


For special condition of storage see in clause 2. See clause 4 for explanation of M, C, T and P in table 5.2A-2.
Table 5.2.A-3 contains additional parameter to be hold when optimised handover to 3GPP2 is supported.

Table 5.2A-3: Overview of data used for PS Network Access Mode (optimized handover to 3GPP2)
	PARAMETER
	Subclause
	HSS
	MME
	S-GW
	PDN-GW
	ePDG
	3GPP AAA server
	3GPP AAA server

Proxy
	TYPE

	Access Restriction Data
	2.4.18
	C
	C
	-
	-
	-
	-
	-
	P

	Barring of Packet Oriented Services
	2.8.2.8
	C
	C
	-
	-
	-
	-
	-
	P

	RAT Type
	2.13.75
	C
	-
	-
	-
	-
	-
	-
	T

	S101 HRPD access node IP address
	2.13.76
	-
	C
	-
	-
	-
	-
	-
	T

	S103 Forwarding Address
	2.13.77
	-
	C
	C
	-
	-
	-
	-
	T

	S103 GRE key(s)
	2.13.78
	-
	C
	C
	-
	-
	-
	-
	T


NOTE:
A UE may be simultaneously attached to EPS and have simultaneously active PDN connections or IP flows via different access systems (3GPP access and a non 3GPP access).

* * * End of Changes * * * *
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