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1. Overall Description:

CT4 would like to thank SA3 for their LS on S6a Security. 
CT4 have discussed the S6a security issue based on the verification of the serving network authentication particularly on the accuracy of the Visited-PLMN-Id AVP of S6a as introduced by SA3.  CT4 realized that both alternatives as described  in the SA3 LS, i.e. "Per-Agent SN ID check" and "Path authorisation check", rely on trusted intermediate serving networks to perform some checks if there are intermediate serving  networks located between the visited PLMN and home PLMN. Based on this assumption, it is CT4’s view that another alternative can solve the security problem regarding the SN authentication as follows:
· The first external Diameter Agent as the direct connected peer to the visited PLMN does the check that the realm contained in the Origin-Realm AVP in the request from the serving network corresponds to the right serving network. The first Diameter Agent may be located in the home PLMN, or in the intermediate Diameter Agent network. It would be the HSS to do the check if there is direct connection from the HSS to the visited PLMN. 
· When receiving authentication information request from the MME, the HSS verifies if the serving node is allowed to request the authentication information of the visited PLMN as indicated by the received Visited-PLMN-Id AVP, by verifying the received realm contained in the Origin-Realm AVP matches with the VPLMN ID contained in the Visited-PLMN-Id AVP.
CT4 also have discussed a CR to S6a protocol specification as attached following this alternative.
Regarding aligning the 3GPP LTE roaming architecture with the GSMA LTE roaming architecture by including the DEA, and the optional intermediate Diameter agents, it is to be noted that similar functionality as DEA is already defined in 3GPP TS 29.272 when considering Diameter routing for roaming case. CT4 would like to leave it to SA2 for justification if there is potential implications and to wait for SA2 decision. 
2. Actions:

To 3GPP SA3 group.

ACTION: 
CT4 kindly asks SA3 to take the above answer into account and to inform CT4 if the proposal as described in the attached CR could satisfy the security requirement on verification of the serving network authentication or if SA3 has further concern on this issue.
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