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1. Introduction
In the paper we discuss the scenario where the PDN GW forwards the received downlink packet towards the Serving GW on TEID X. The Serving GW has deleted the context for this UE previously and thus the TEID X of the received packet is unknown to the Serving GW. The Serving GW sends a GTP-U Error Indication packet including TEID X and GTP-U Peer address in the message.

2. Reason for Change
According to 23.007, the PDN GW shall delete the bearer context for the bearer if the TEID included in the Error Indication is of a dedicated bearer. Else, if the TEID included in the error indication belongs to the default bearer, the PDN GW shall delete the PDN Context. In either case the PDN GW needs to obtain the UE context/PDN Context/bearer context based on the TEID which was received in the Error Indication.

If the PDN GW maintains a hash of bearer contexts based on the GTP-U TEID, look-up for the bearer context and the PDN Context is trivial. However the hash table of GTP-U TEID is unlikely to be used for use cases other the one mentioned above. Therefore, in order to support quick look-up, additional memory and computational resources for GTP-U TEID hash table would be required to be allocated. Additionally, upon every creation/deletion/tunnel switch of a bearer, the hash table would have to be updated. This increases the computational load on PDN GW.
As no other information is available at PDN GW, the PDN GW needs to search through each and every bearer context in the PDN GW when an error indication packet is received. This is not only processing intensive but also slow which may have adverse impact on the PDN GW performance.
It is quite likely that multiple packets for the same bearer will arrive at the PDN GW within a short period of time. And if the bearer has been deleted in SGW, each of the packet will generate an error indication resulting in increased processing load at the PDN GW. If the bearer context can be retrieved and deleted efficiently, the next downlink packets would be dropped in PDN GW itself. Thus, it is advantageous from PDN GW perspective if bearer context can be retrieved quickly.

PDN GW allocates the IP address (both v4 and v6 HNP) for the UE. There are number of scenarios which require searching of UE context based on UE’s IP address. For example:
- 
To verify uniqueness of allocated IP address (in both Static and Dynamic UE allocation)
-
 In order to retrieve PDN context when DHCP server revokes certain address.
For the above mentioned scenarios, it is likely that PND GW maintains hash tables of IP addresses per APN. Thus, if the GTP-U Error Indication is received with the IP Address allocated to the UE, PDN GW can retrieve the PDN context with only N lookups, where N is number of APNs configured on the PDN GW. Since the hash of IP address with PDN Context is already maintained in PDN GW, the only extra processing PDN GW has to do with this solution is to parse the IP address in the GTP Error indication packet.
In SGW, the user plane packet which triggers the error indication contains encapsulated IP packet. For a downlink packet, the destination IP address field of the encapsulated IP packet contains the IP address of the UE which was allocated by PDN GW. This IP address can be included along with TEID and the GTP-U Peer IP address in the error GTP indication.

3.
Proposal

We propose that the Serving GW optionally include the destination IP address of the encapsulated IP packet. This allows the PDN GW to recover the PDN/bearer context efficiently.
The proposed changes are:

*************************************************

7.3.1
Error Indication

When a GTP-U node receives a GTP-U PDU for which no EPS Bearer context, PDP context, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the GTP-U PDU and return a GTP error indication to the originating node. GTP entities may include the "UDP Port" extension header (Type 0x40), in order to simplify the implementation of mechanisms that can mitigate the risk of Denial-of-Service attacks in some scenarios.
Handling of the received Error Indication is specified in 3GPP TS 23.007 [3].
For the GTPv1-U tunnel setup between two nodes for direct or indirect forwarding of user traffic, e.g. between eNodeBs for direct forwarding over X2, when an Error Indication is received, it may result in the source node deleting the forwarding tunnel context locally, but EPS bearers shall not be deactivated.
The information element Tunnel Endpoint Identifier Data I shall be the TEID fetched from the G-PDU that triggered this procedure.

The information element GTP-U Peer Address shall be the destination address (e.g. destination IP address, MBMS Bearer Context) fetched from the original user data message that triggered this procedure. A GTP-U Peer Address can be a GGSN, SGSN, RNC, PGW, SGW, ePDG or eNodeB address. The TEID and GTP-U peer Address together uniquely identify the related PDP context, RAB or EPS bearer in the receiving node.
The optional Destination IP Address may be included by the Serving GW towards the PDN GW. The Destination IP Address information will allow the PDN GW to retrieve PDN/Bearer context efficiently.
The optional Private Extension contains vendor or operator specific information.

Table 7.3.1-1: Information Elements in an Error Indication

	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier Data I
	Mandatory
	8.3

	GTP-U Peer Address
	Mandatory
	8.4

	Destination IP Address
	Optional
	8.X

	Private Extension
	Optional
	8.6


8.X
Destination IP Address

The Destination IP Address information element contains the address of a destination IP address of the encapsulated IP packet. The Length field may have only two values (4 or 16) that determine if the Value field contains IPv4 or IPv6 address.

The IPv4 address structure is defined in RFC 791 [10].

The IPv6 address structure is defined in RFC 2373 [11].
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Figure 8.4-1: Destination IP Address Information Element

4. Conclusions

We propose to add IP Address as an optional IE in the GTP-U Error Indication. The CR is in C4-121121; 29.281, CR0057.
_1398154862.doc
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