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1. Introduction
In the case of the FMC Femto deployment, the Mobile Network needs to recognize the mapping of the Femto’s Public-IP info with the Femto attached UE’s  IP info in order for the Mobile Network to deliver the UE associated policy to the Fixed Network.
However, in the case when NAT is deployed within the Fixed Network(i.e. RG), currently there is no way for the Femto to inform its Mobile Network regarding its Public-IP info and all its attached UEs.

This contribution provides a solution based on the IETF enhancement to IKEv2 during the tunnel establishment procedure to work out the issue above.
2. Reason for Change
In FMC Femto architecture, the IPSec Tunnel-mode is used between Femto and SeGW (i.e. IPSec/IKE terminations). However, the IKEv2 NAT transversal procedures for IPSec “Tunnel-mode” do not support the IKE-initiator to retrieve its NATed UDP-encapsulated Source-IP info as defined in IETF RFC 5996.

After examining many different design options, one particular solution stands out. The solution requires only minimum changes to the existing RFC 5996 - Internet Key Exchange Protocol Version 2 (IKEv2), and it does not introduce any backward incompatibility issue to the existing RFC, the existing specification, the existing architecture and the existing implementation.

The proposed solution is to leverage the existing IKE Configuration Payload (CP) that has been supported by many FAP deployments to allow the IKE-responder (i.e. SeGW) to insert the UDP encapsulated source IPv4 address and the optional UDP port number of the UDP encapsulated IPSec tunnel into the CP, if the IKE-initiator and the IKE-responder (i.e. SeGW) detect the presence of NA(P)T between them, and after they are successfully mutually authenticated.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.839.
* * * First Change * * * *
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6
Tunnel Management

6.1
General
The tunnel is an IPsec tunnel established via an IKEv2 protocol exchange IETF RFC 5996 [6] between the H(e)NB and the SeGW which is through the Fixed Broadband Access Network.
In an IPv4 Fixed Broadband Access Network, NAT may be deployed, e.g. RG. A H(e)NB behind the NAT shall invoke the NAT traversal procedure for IKEv2. The IPsec tunnel is encapsulated over UDP in the Tunnel-Mode as specified in IETF RFC 5996 [6]. When NAT is detected during IKEv2 procedure, the H(e)NB local IP address info (i.e. IP address and possible UDP port number) shall be provided to by the SeGW using IKEv2 signalling as specified in 3GPP TS 23.139 [3].
6.2
H(e)NB procedures
The H(e)NB shall support the NAT detection function as defined in section 2.23 of IETF RFC 5996 [6]. 
If NAT is detected between the H(e)NB and SeGW, the following procedures shall be performed:
-
the H(e)NB shall use UDP encapsulated for ESP as defined in IETF RFC 5996 [6];
-
the H(e)NB should send the NAT-keepalive packet to keep NAT mapping alive as defined in the IETF RFC 3948 [x];
-
MOBIKE [y] shall be supported by HeNB if the NAT mappings changes (e.g. the NAT is rebooted, or the H(e)NB local IP address is reallocated) as defined in IETF RFC 5996 [6];
-
the H(e)NB shall request the SeGW to return the H(e)NB local IP address Info by including the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message;
-
If the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload is received from the SeGW, the H(e)NB shall report the H(e)NB local IP address Info to the MME.

6.3
SeGW procedures
The SeGW shall support the NAT detection function as defined in section 2.23 of IETF RFC 5996 [6].

If NAT is detected between the H(e)NB and SeGW, the following procedures shall be performed:
-
the SeGW shall use UDP encapsulated for ESP as defined in IETF RFC 5996 [6];
-
the SeGW shall provide the H(e)NB local IP address info to the H(e)NB by including the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH response message.


* * * End of Changes * * * *

