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	Reason for change:
(

	When the successful PDN connection is established by the UE, various IP configuration parameters are received by the UE along with the DNS server address belonging to the PDN. DNS Server address is very important information for the UE to be able to resolve and connect to the FQDN based server of a particular PDN. 

The DNS server address can be provided to the UE during the PDN connection establishment (i.e. as a part of PDN connection establishment procedure) and the same can be summarized as below.
· GERAN/UTRAN/EUTRAN radio access: UE can request DNS server IP address within the PCO IE in the messages corresponding to the PDP Context/PDN connection activation procedure. If requested, the PGW/GGSN can provide the DNS server IP address within the PCO IE in the messages corresponding to the PDP Context/PDN connection activation response  procedure.

Please refer to 3GPP TS 24.008 and 3GPP TS 24.301 which allows UE to send/receive PCO IE over NAS interface during the PDP Context Activation/Attach /PDN connection establishment procedures.
Please refer to 3GPP TS 29.060 and 3GPP TS 29.274 which allows GGSN/PGW to send/receive PCO IE over GTPv1/GTPv2 interfaces during PDP context activation /PDN connection establishment procedure.

Please refer to 3GPP TS 29.275 which allows PGW/LMA to send/receive PCO IE in over PMIP based S5/S8 interface during PDN connection creation procedure.

· eHRPD radio access: Similar to the GERAN/UTRAN/EUTRAN access, the UE can send PCO IE during PDN connection establishment to the PGW via HSGW, requesting for the DNS server address. The PGW can provide the DNS server address within the PCO IE in the message corresponding to the PDN connection establishment response.

Please refer to X.S0057 which allows the UE to send/receive PCO IE in VSNCP Configure Request/Ack messages. 
Also please refer to 3GPP TS 29.275 which allows PGW/LMA to send/receive PCO IE over S2a interface during PDN connection creation procedure.

· WLAN radio access when S2c is used: During the DSMIPv6 tunnel establishment between the UE and the PGW, the UE can request the DNS server IP address within the Configuration Payload (CFG_REQ) of IKEv2 message. The PGW can provide the DNS server IP address within the Configuration Payload (CFG_REPLY) of IKEv2 message.
Please refer to 3GPP TS 23.402 sec. 4.7.4 "IP Address Allocation using S2c"
During IKEv2 exchange for bootstrapping the DSMIPv6 security association (see clause 6.3) the following parameters can be negotiated between the UE and the PDN GW/HA:
-
The IPv6 prefix to which the IPv6 Home Address belongs, also called the "Home Network Prefix" and the PDN associated with the IPv6 prefix (PDN is indicated with APN);

-
The UE's IPv6 Home Address;

-
The DNS server address for that PDN.
· WLAN radio access when I-WLAN is used: During the IPSec tunnel establishment between the UE and the PDG, the UE can request the DNS server IP address within the Configuration Payload (CFG_REQ) of IKEv2 message. The PDG can provide the DNS server IP address within the Configuration Payload (CFG_REPLY) of IKEv2 message.
Please refer to 3GPP TS 23.234 sec. 5.6.1 "Accessing Home Network provided services"
It shall be possible to provide IP related configuration parameters to the WLAN UE during or after successful service authorisation. These configuration parameters may include e.g. the WLAN UE's remote IP address and addresses of DHCP and DNS servers in the HPLMN.
As can be observed from the above, for any radio access technology (when the PDN connection is served via EPC using interfaces such as S2a, S2c, S5/S8 etc) there exist mechanism for the PGW to provide the DNS server address to the UE, during the PDN connection establishment. However, for WLAN radio access when S2b is used, currently no mechanism is defined for the PGW to provide DNS server address to UE during PDN connection establishment. This needs to be fixed in order to allow common method for the DNS server address provisioning in the UE, irrespective of the radio access technology and interfaces to EPC is used. This is also important requirement for the operator who wish to deploy EPC and support various radio access technology and seamless handover between them.
NOTE: The DNS server address can be obtained by the UE using the "DNS server" option parameter based DHCP query method. However, this requires the UE to implement DHCP client functionality, which is currently an optional UE requirement as per various 3GPP specifications. Also the operator has to deploy DHCP server specifically to support the WLAN radio access, when S2b is used. 


	
	

	Summary of change:
(

	To enable the provisioning of the PGW provided DNS Server Address during the PDN connection establishment procedure, when the WLAN access with S2b interface is used, the following changes are proposed.
· For WLAN radio access when S2b is used, the UE can request the DNS Server address in Configuration Payload (CFG_REQ) during the IPSec tunnel establishment procedure. If requested, the ePDG shall include the Additional Protocol Configuration Options (APCO) IE and correspondingly set "DNS Server IPv4/IPv6 Address Request" parameter in the Create Session Request message over S2b interface. 

· When the PGW receives APCO IE in Create Session Request message with "DNS Server IPv4/IPv6 Address Request" parameter, the PGW shall include APCO IE with "DNS Server IPv4/IPv6 Address" parameter in the Create Session Response message over S2b interface.
NOTE: The above proposal is very similar to the currently existing mechanism of the PGW provided DNS Server Address provisioning when the S2a interface for eHRPD radio access is used. The PCO provided by the UE is copied over the PMIP based S2a interface by the HSGW in the PBU message. The PGW provides the PCO in the PBA message which is copied over the eHRPD NAS interface and sent to the UE by the HSGW.

	
	

	Consequences if 
(

not approved:
	· No mechanism for the PGW provided DNS Server Address provisioning in the UE, during PDN connection establishment procedure, exist for the WLAN radio access when S2b is used.

· In the absence of the above, the only option is for the UE to implement DHCP client for requesting the DNS Server Address after the PDN connection establishment procedure. This also forces the operator to deploy DHCP server to support the DNS Server Address provisioning. 
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	Other comments:
(

	The APCO IE, with the format same as the PCO IE, is already defined and used in the Create Session Request/Response messages over S2b interface between ePDG and PGW. Hence, instead of defining new IE, it is proposed to re-use the existing APCO IE to carry the "DNS Server Address Request" and "DNS Server Address" between ePDG and PGW.


* * * First Change * * * *

10.1.2
ePDG procedures
In PMIPv6 mode, the ePDG shall follow the MAG procedure for the PMIPv6 PDN Connection Creation as outlined in subclause 5.1.2.

If ePDG supports multiple authentication exchanges with the UE in the IKEv2 protocol, the ePDG shall send the PAP or CHAP additional authentication and authorization information received from the UE in the Additional Protocol Configuration Options IE in the PBU to the PDN-GW as specified 3GPP TS 33.402 [19]. The ePDG shall follow the multiple authentication procedures when receiving PAP or CHAP additional authentication and authorization information in the Additional Protocol Configuration Options IE in the PBA from the PDN-GW and sending the information to the UE as specified in 3GPP TS 33.402 [19].
If the UE request the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ) during the IPSec tunnel establishment procedure, as specified 3GPP TS 33.402 [19], and if the ePDG supports the Additional Protocol Configuration Options IE, the ePDG shall include this IE in the PBU to the PDN-GW and correspondingly set "DNS IPv4/IPv6 Server Address Request" parameter. If the ePDG receives the Additional Protocol Configuration Options IE with "DNS Server IPv4/v6 Address" parameter in the PBA from the PDN-GW, the ePDG shall send this information in the Configuration Payload (CFG_REPLY) to the UE as specified in 3GPP TS 33.402 [19].
10.1.3
PDN GW procedures
In PMIPv6 mode, the PDN GW shall follow the LMA procedure for the PMIPv6 PDN Connection Creation as outlined in subclause 5.1.3. 
If PDN GW supports multiple authentications it shall send the PAP or CHAP additional authentication and authorization information received from the ePDG in the Additional Protocol Configuration Options IE in the PBU to the external AAA server and the PDN GW shall send the PAP or CHAP additional authentication and authorization information received from the external AAA server to the ePDG in the Additional Protocol Configuration Options IE in the PBA as specified in 3GPP TS 33.402 [19].
If the PDN-GW supports Additional Protocol Configuration Options IE and if the PDN-GW receives it with the "DNS IPv4/IPv6 Server Address Request" parameter in the PBU from the ePDG, the PGW shall include the Additional Protocol Configuration Options IE in the PBA and correspondingly set "DNS IPv4/IPv6 Address" as specified in 3GPP TS 24.008 [16].
* * * Next Change * * * *

10.5.2
ePDG procedures
In PMIPv6 mode, if the Request Type indicates "initial attach", the ePDG shall follow the MAG procedure for the PMIPv6 PDN Connection Creation as outlined in subclause 5.1.2. If the Request Type indicates "Handover", the ePDG shall follow the MAG procedure for the PMIPv6 PDN Connection Handover as outlined in subclause 5.3.2.

If the UE request the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ) during the IPSec tunnel establishment procedure, as specified 3GPP TS 33.402 [19], and if the ePDG supports the Additional Protocol Configuration Options IE, the ePDG shall include this IE in the PBU to the PDN-GW and correspondingly set "DNS IPv4/IPv6 Server Address Request" parameter. If the ePDG receives the Additional Protocol Configuration Options IE with "DNS Server IPv4/v6 Address" parameter in the PBA from the PDN-GW, the ePDG shall send this information in the Configuration Payload (CFG_REPLY) to the UE as specified in 3GPP TS 33.402 [19].
10.5.3
PDN GW procedures
In PMIPv6 mode, if the Request Type indicates "initial attach", the PDN GW shall follow the LMA procedure for the PMIPv6 PDN Connection Creation as outlined in subclause 5.1.3. If the Request Type indicates "Handover", the PDN GW shall follow the LMA procedure for the PMIPv6 PDN Connection Handover as outlined in subclause 5.3.3.
If the PDN-GW supports Additional Protocol Configuration Options IE and if the PDN-GW receives it with the "DNS IPv4/IPv6 Server Address Request" parameter in the PBU from the ePDG, the PGW shall include the Additional Protocol Configuration Options IE in the PBA and correspondingly set "DNS IPv4/IPv6 Address" as specified in 3GPP TS 24.008 [16].
* * * End of Changes * * * *
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