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	Reason for change:
(

	When the successful PDN connection is established by the UE, various IP configuration parameters are received by the UE along with the DNS server address belonging to the PDN. DNS Server address is very important information for the UE to be able to resolve and connect to the FQDN based server of a particular PDN. 

The DNS server address can be provided to the UE during the PDN connection establishment (i.e. as a part of PDN connection establishment procedure) and the same can be summarized as below.
· GERAN/UTRAN/EUTRAN radio access: UE can request DNS server IP address within the PCO IE in the messages corresponding to the PDP Context/PDN connection activation procedure. If requested, the PGW/GGSN can provide the DNS server IP address within the PCO IE in the messages corresponding to the PDP Context/PDN connection activation response  procedure.

Please refer to 3GPP TS 24.008 and 3GPP TS 24.301 which allows UE to send/receive PCO IE over NAS interface during the PDP Context Activation/Attach /PDN connection establishment procedures.
Please refer to 3GPP TS 29.060 and 3GPP TS 29.274 which allows GGSN/PGW to send/receive PCO IE over GTPv1/GTPv2 interfaces during PDP context activation /PDN connection establishment procedure.

Please refer to 3GPP TS 29.275 which allows PGW/LMA to send/receive PCO IE in over PMIP based S5/S8 interface during PDN connection creation procedure.

· eHRPD radio access: Similar to the GERAN/UTRAN/EUTRAN access, the UE can send PCO IE during PDN connection establishment to the PGW via HSGW, requesting for the DNS server address. The PGW can provide the DNS server address within the PCO IE in the message corresponding to the PDN connection establishment response.

Please refer to X.S0057 which allows the UE to send/receive PCO IE in VSNCP Configure Request/Ack messages. 
Also please refer to 3GPP TS 29.275 which allows PGW/LMA to send/receive PCO IE over S2a interface during PDN connection creation procedure.

· WLAN radio access when S2c is used: During the DSMIPv6 tunnel establishment between the UE and the PGW, the UE can request the DNS server IP address within the Configuration Payload (CFG_REQ) of IKEv2 message. The PGW can provide the DNS server IP address within the Configuration Payload (CFG_REPLY) of IKEv2 message.
Please refer to 3GPP TS 23.402 sec. 4.7.4 "IP Address Allocation using S2c"
During IKEv2 exchange for bootstrapping the DSMIPv6 security association (see clause 6.3) the following parameters can be negotiated between the UE and the PDN GW/HA:
-
The IPv6 prefix to which the IPv6 Home Address belongs, also called the "Home Network Prefix" and the PDN associated with the IPv6 prefix (PDN is indicated with APN);

-
The UE's IPv6 Home Address;

-
The DNS server address for that PDN.
· WLAN radio access when I-WLAN is used: During the IPSec tunnel establishment between the UE and the PDG, the UE can request the DNS server IP address within the Configuration Payload (CFG_REQ) of IKEv2 message. The PDG can provide the DNS server IP address within the Configuration Payload (CFG_REPLY) of IKEv2 message.
Please refer to 3GPP TS 23.234 sec. 5.6.1 "Accessing Home Network provided services"
It shall be possible to provide IP related configuration parameters to the WLAN UE during or after successful service authorisation. These configuration parameters may include e.g. the WLAN UE's remote IP address and addresses of DHCP and DNS servers in the HPLMN.
As can be observed from the above, for any radio access technology (when the PDN connection is served via EPC using interfaces such as S2a, S2c, S5/S8 etc) there exist mechanism for the PGW to provide the DNS server address to the UE, during the PDN connection establishment. However, for WLAN radio access when S2b is used, currently no mechanism is defined for the PGW to provide DNS server address to UE during PDN connection establishment. This needs to be fixed in order to allow common method for the DNS server address provisioning in the UE, irrespective of the radio access technology and interfaces to EPC is used. This is also important requirement for the operator who wish to deploy EPC and support various radio access technology and seamless handover between them.
NOTE: The DNS server address can be obtained by the UE using the "DNS server" option parameter based DHCP query method. However, this requires the UE to implement DHCP client functionality, which is currently an optional UE requirement as per various 3GPP specifications. Also the operator has to deploy DHCP server specifically to support the WLAN radio access, when S2b is used. 


	
	

	Summary of change:
(

	To enable the provisioning of the PGW provided DNS Server Address during the PDN connection establishment procedure, when the WLAN access with S2b interface is used, the following changes are proposed.
· For WLAN radio access when S2b is used, the UE can request the DNS Server address in Configuration Payload (CFG_REQ) during the IPSec tunnel establishment procedure. If requested, the ePDG shall include the Additional Protocol Configuration Options (APCO) IE and correspondingly set "DNS Server IPv4/IPv6 Address Request" parameter in the Create Session Request message over S2b interface. 

· When the PGW receives APCO IE in Create Session Request message with "DNS Server IPv4/IPv6 Address Request" parameter, the PGW shall include APCO IE with "DNS Server IPv4/IPv6 Address" parameter in the Create Session Response message over S2b interface.
NOTE: The above proposal is very similar to the currently existing mechanism of the PGW provided DNS Server Address provisioning when the S2a interface for eHRPD radio access is used. The PCO provided by the UE is copied over the PMIP based S2a interface by the HSGW in the PBU message. The PGW provides the PCO in the PBA message which is copied over the eHRPD NAS interface and sent to the UE by the HSGW.

	
	

	Consequences if 
(

not approved:
	· No mechanism for the PGW provided DNS Server Address provisioning in the UE, during PDN connection establishment procedure, exist for the WLAN radio access when S2b is used.

· In the absence of the above, the only option is for the UE to implement DHCP client for requesting the DNS Server Address after the PDN connection establishment procedure. This also forces the operator to deploy DHCP server to support the DNS Server Address provisioning. 
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	Other comments:
(

	The APCO IE, with the format same as the PCO IE, is already defined and used in the Create Session Request/Response messages over S2b interface between ePDG and PGW. Hence, instead of defining new IE, it is proposed to re-use the existing APCO IE to carry the "DNS Server Address Request" and "DNS Server Address" between ePDG and PGW.


* * * First Change * * * *

7.2.1
Create Session Request

The direction of this message shall be from MME/S4-SGSN to SGW and from SGW to PGW, and from ePDG to the PGW (see Table 6.1-1).

The Create Session Request message shall be sent on the S11 interface by the MME to the SGW, and on the S5/S8 interface by the SGW to the PGW as part of the procedures:

-
E-UTRAN Initial Attach

-
UE requested PDN connectivity

The message shall also be sent on S4 interface by the SGSN to the SGW, and on the S5/S8 interface by the SGW to the PGW as part of the procedures:

-
PDP Context Activation

The message shall also be sent on the S11 interface by the MME to the SGW as part of the procedures:

-
Tracking Area Update procedure with Serving GW change

-
S1/X2-based handover with SGW change

-
UTRAN Iu mode to E-UTRAN Inter RAT handover with SGW change

-
GERAN A/Gb mode to E-UTRAN Inter RAT handover with SGW change

-
3G Gn/Gp SGSN to MME combined hard handover and SRNS relocation procedure
-
Gn/Gp SGSN to MME Tracking Area Update procedure

and on the S4 interface by the SGSN to the SGW as part of the procedures:

-
Routing Area Update with MME interaction and with SGW change
-
Gn/Gp SGSN to S4 SGSN Routing Area Update
-
Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update using S4 with SGW change
-
Iu mode RA Update Procedure using S4 with SGW change
-
E-UTRAN to UTRAN Iu mode Inter RAT handover with SGW change

-
E-UTRAN to GERAN A/Gb mode Inter RAT handover with SGW change

-
Serving RNS relocation using S4 with SGW change
-
Combined hard handover and SRNS relocation using S4 with SGW change
-
Combined Cell / URA update and SRNS relocation using S4 with SGW change
-
Enhanced serving RNS relocation with SGW relocation
and on the S2b interface by the ePDG to the PGW as part of the procedures:

· Initial Attach with GTP on S2b

· UE initiated Connectivity to Additional PDN with GTP on S2b

· Handover to Untrusted Non-3GPP IP Access with GTP on S2b

If the new Create Session Request message is received by the SGW with TEID 0 in the header for an existing active PDN connection context (the existing PDN connection context is identified with the tuple [IMSI, EPS Bearer ID], whereas IMSI shall be replaced by ME Identity for emergency attached UE without UICC or authenticated IMSI), this Create Session Request message shall be treated as a request for a new session. The existing PDN connection context should be deleted locally, before a new session is created. 
If the new Create Session Request message is received by the PGW with TEID 0 in the header for an existing PDN connection context (the existing PDN connection context is identified with the triplet [IMSI, EPS Bearer ID, Interface type], whereas applicable Interface type here is S2b ePDG GTP-C interface or S5/S8 SGW GTP-C interface and IMSI shall be replaced by ME Identity for emergency attached UE without UICC or authenticated IMSI), this Create Session Request message shall be treated as a request for a new session. The existing PDN connection context should be deleted locally, before a new session is created.

NOTE: 
With GTP based S2b, the EPS Bearer IDs assigned for specific UE over S2b between an ePDG and PGW are independent of the EPS Bearer IDs assigned for the same UE over S5/S8 and may overlap in value (see 3GPP TS 23.402 [45] subcaluse 4.6.2).
Table 7.2.1-1: Information Elements in a Create Session Request

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	IMSI
	C
	The IMSI shall be included in the message on the S4/S11 interface, and on S5/S8 interface if provided by the MME/SGSN, except for the case:

-
If the UE is emergency attached and the UE is UICCless.

The IMSI shall be included in the message on the S4/S11 interface, and on S5/S8 interface if provided by the MME/SGSN, but not used as an identifier

· if UE is emergency attached but IMSI is not authenticated.
The IMSI shall be included in the message on the S2b interface.
	IMSI
	0

	MSISDN
	C
	For an E-UTRAN Initial Attach the IE shall be included when used on the S11 interface, if provided in the subscription data from the HSS.
For a PDP Context Activation procedure the IE shall be included when used on the S4 interface, if provided in the subscription data from the HSS. 

The IE shall be included for the case of a UE Requested PDN Connectivity, if the MME has it stored for that UE. 

It shall be included when used on the S5/S8 interfaces if provided by the MME/SGSN. 

The ePDG shall include this IE on the S2b interface during an Attach with GTP on S2b and a UE initiated Connectivity to Additional PDN with GTP on S2b, if provided by the HSS/AAA.
	MSISDN
	0

	ME Identity (MEI)
	C
	The MME/SGSN shall include the ME Identity (MEI) IE on the S11/S4 interface:

-
If the UE is emergency attached and the UE is UICCless

-
If the UE is emergency attached and the IMSI is not authenticated

For all other cases the MME/SGSN shall include the ME Identity (MEI) IE on the S11/S4 interface if it is available.
	MEI
	0

	
	CO
	If the SGW receives this IE, it shall forward it to the PGW on the S5/S8 interface.
	
	

	User Location Information (ULI)
	C
	This IE shall be included on the S11 interface for E-UTRAN Initial Attach and UE-requested PDN Connectivity procedures. It shall include ECGI&TAI. The MME/SGSN shall also include it on the S11/S4 interface for TAU/RAU/X2-Handover/Enhanced SRNS Relocation procedure if the PGW has requested location information change reporting and MME/SGSN support location information change reporting. The SGW shall include this IE on S5/S8 if it receives the ULI from MME/SGSN.
	ULI
	0

	
	CO
	This IE shall also be included on the S4 and S5/S8 interfaces for PDP Context Activation procedure. It shall include either the CGI or SAI or RAI.
	
	

	Serving Network
	C
	This IE shall be included on the S4/S11, S5/S8 and S2b interfaces for an E-UTRAN initial attach, a PDP Context Activation, a UE requested PDN connectivity, an Attach with GTP on S2b, a UE initiated Connectivity to Additional PDN with GTP on S2b and a Handover to Untrusted Non-3GPP IP Access with GTP on S2b. 

	Serving Network
	0

	
	CO
	This IE shall be included on S4/S11 for RAU/TAU/Handover with SGW relocation procedures.
	
	

	RAT Type
	M
	This IE shall be set to the 3GPP access type or to the value matching the characteristics of the non-3GPP access  the UE is using to attach to the EPS.

The ePDG may use the access technology type of the untrusted non-3GPP access network if it is able to acquire it; otherwise it shall indicate Virtual as the RAT Type.
See NOTE 3, NOTE 4.
	RAT Type
	0

	Indication Flags
	C
	This IE shall be included if any one of the applicable flags is set to 1.

Applicable flags are:

· S5/S8 Protocol Type: This flag shall be used on the S11/S4 interfaces and set according to the protocol chosen to be used on the S5/S8 interfaces.

· Dual Address Bearer Flag: This flag shall be used on the S2b, S11/S4 and S5/S8 interfaces and shall be set to 1 when the PDN Type, determined based on UE request and subscription record, is set to IPv4v6 and all SGSNs which the UE may be handed over to support dual addressing. This shall be determined based on node pre-configuration by the operator.

· Handover Indication: This flag shall be set to 1 on the S11/S4 and S5/S8 interface during an E-UTRAN Initial Attach or a UE Requested PDN Connectivity or aPDP Context Activation procedure if the PDN connection/PDP Context is handed-over from non-3GPP access. 
This flag shall be set to 1 on the S2b interface during a Handover to Untrusted Non-3GPP IP Access with GTP on S2b and IP address preservation is requested by the UE.

· Operation Indication: This flag shall be set to 1 on the S4/S11 interface for a TAU/RAU procedure with SGW relocation, Enhanced SRNS Relocation with SGW relocation and X2-based handovers with SGW relocation.

· Direct Tunnel Flag: This flag shall be used on the S4 interface and set to 1 if Direct Tunnel is used.

· Piggybacking Supported: This flag shall be set to 1 only if the MME/ SGW supports the piggybacking feature as described in Annex F of 3GPP TS 23.401 [3]. This flag shall be set to 1 on S5/S8 only when both the MME and the SGW support piggybacking.

· Change Reporting support Indication: shall be used on S4/S11, S5/S8 and set if the SGSN/MME supports location Info Change Reporting. See NOTE2. 
· CSG Change Reporting Support Indication: shall be used on S4/S11, S5/S8 and set if the SGSN/MME supports CSG Information Change Reporting. See NOTE 2.
· Unauthenticated IMSI: This flag shall be set to 1 on the S4/S11 and S5/S8 interfaces if the IMSI present in the message is not authenticated and is for an emergency attached UE.
	Indication
	0

	Sender F-TEID for Control Plane
	M
	
	F-TEID
	0

	PGW S5/S8 Address for Control Plane or PMIP
	C
	This IE shall be sent on the S11 / S4 interfaces. The TEID or GRE Key is set to "0" in the E-UTRAN initial attach, the PDP Context Activation and the UE requested PDN connectivity procedures.
	F-TEID
	1

	Access Point Name (APN)
	M
	
	APN
	0

	Selection Mode
	C
	This IE shall be included on the S4/S11 and S5/S8 interfaces for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity. 
This IE shall be included on the S2b interface for an Initial Attach with GTP on S2b and a UE initiated Connectivity to Additional PDN with GTP on S2b.

It shall indicate whether a subscribed APN or a non subscribed APN chosen by the MME/SGSN/ePDG was selected.
	Selection Mode
	0

	
	CO
	When available, this IE shall be sent by the MME/SGSN on the S11/S4 interface during TAU/RAU/HO with SGW relocation.
	
	

	PDN Type
	C
	This IE shall be included on the S4/S11 and S5/S8 interfaces for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity.
This IE shall be set to IPv4, IPv6 or IPv4v6. This is based on the UE request and the subscription record retrieved from the HSS (for MME see 3GPP TS 23.401 [3], clause 5.3.1.1, and for SGSN see 3GPP TS 23.060 [35], clause 9.2.1). See NOTE 1.
	PDN Type
	0

	PDN Address Allocation (PAA)
	C
	This IE shall be included the S4/S11, S5/S8 and S2b interfaces for an E-UTRAN initial attach, a PDP Context Activation, a UE requested PDN connectivity, an Attach with GTP on S2b, a UE initiated Connectivity to Additional PDN with GTP on S2b and a Handover to Untrusted Non-3GPP IP Access with GTP on S2b. For PMIP-based S5/S8, this IE shall also be included on the S4/S11 interfaces for TAU/RAU/Handover cases involving SGW relocation.

The PDN type field in the PAA shall be set to IPv4, or IPv6 or IPv4v6 by MME, based on the UE request and the subscription record retrieved from the HSS.

For static IP address assignment (for MME see 3GPP TS 23.401 [3], clause 5.3.1.1, for SGSN see 3GPP TS 23.060 [35], clause 9.2.1, and for ePDG see 3GPP TS 23.402 [45] subclause 4.7.3), the MME/SGSN/ePDG shall set the IPv4 address and/or IPv6 prefix length and IPv6 prefix and Interface Identifier based on the subscribed values received from HSS, if available. The value of PDN Type field shall be consistent with the value of the PDN Type IE, if present in this message. 

For a Handover to Untrusted Non-3GPP IP Access with GTP on S2b, the ePDG shall set the IPv4 address and/or IPv6 prefix length and IPv6 prefix and Interface Identifier based on the IP address(es) received from the UE.
If static IP address assignment is not used, and for scenarios other than a Handover to Untrusted Non-3GPP IP Access with GTP on S2b, the IPv4 address shall be set to 0.0.0.0, and/or the IPv6 Prefix Length and IPv6 prefix and Interface Identifier shall all be set to zero.
	PAA
	0

	
	CO
	This IE shall be sent by the MME/SGSN on S11/S4 interface during TAU/RAU/HO with SGW relocation.
	
	

	Maximum APN Restriction
	C
	This IE shall be included on the S4/S11 and S5/S8 interfaces in the E-UTRAN initial attach, PDP Context Activation and UE Requested PDN connectivity procedures.

This IE denotes the most stringent restriction as required by any already active bearer context. If there are no already active bearer contexts, this value is set to the least restrictive type.
	APN Restriction
	0

	Aggregate Maximum Bit Rate (APN-AMBR)
	C
	This IE represents the APN-AMBR. It shall be included on the S4/S11, S5/S8 and S2b interfaces for an E-UTRAN initial attach, UE requested PDN connectivity, the PDP Context Activation procedure using S4, the PS mobility from the Gn/Gp SGSN to the S4 SGSN/MME procedures,  Attach with GTP on S2b and a UE initiated Connectivity to Additional PDN with GTP on S2b.
	AMBR
	0

	Linked EPS Bearer ID
	C
	This IE shall be included on S4/S11 in RAU/TAU/HO except in the Gn/Gp SGSN to MME/S4-SGSN RAU/TAU/HO procedures with SGW change to identify the default bearer of the PDN Connection
	EBI
	0

	Protocol Configuration Options (PCO)
	C
	This IE is not applicable to TAU/RAU/Handover. If MME/SGSN receives PCO from UE (during the attach procedures), the MME/SGSN shall forward the PCO IE to SGW. The SGW shall also forward it to PGW.
	PCO
	0

	Bearer Contexts to be created
	M
	Several IEs with the same type and instance value shall be included on the S4/S11 and S5/S8 interfaces as necessary to represent a list of Bearers. One single IE shall be included on the S2b interface.
One bearer shall be included for an  E-UTRAN Initial Attach, a PDP Context Activation, a UE requested PDN Connectivity, an Attach with GTP on S2b, a UE initiated Connectivity to Additional PDN with GTP on S2b and a Handover to Untrusted Non-3GPP IP Access with GTP on S2b.

One or more bearers shall be included for a Handover/TAU/RAU with an SGW change.
	Bearer Context 
	0

	Bearer Contexts to be removed
	C
	This IE shall be included on the S4/S11 interfaces for the TAU/RAU/Handover cases where any of the bearers existing before the TAU/RAU/Handover procedure will be deactivated as consequence of the TAU/RAU/Handover procedure.

For each of those bearers, an IE with the same type and instance value shall be included.
	Bearer Context
	1

	Trace Information
	C
	This IE shall be included on the S4/S11 interface if an SGW trace is activated, and/or on the S5/S8 and S2b interfaces if a PGW trace is activated. See 3GPP TS 32.422 [18].
	Trace Information
	0

	Recovery
	C
	This IE shall be included on the S4/S11, S5/S8 and S2b interfaces if contacting the peer node for the first time.
	Recovery
	0

	MME-FQ-CSID
	C
	This IE shall be included by the MME on the S11 interface and shall be forwarded by an SGW on the S5/S8 interfaces according to the requirements in 3GPP TS 23.007 [17].
	FQ-CSID
	0

	SGW-FQ-CSID
	C
	This IE shall included by the SGW on the S5/S8 interfaces according to the requirements in 3GPP TS 23.007 [17].
	FQ-CSID
	1 

	ePDG-FQ-CSID
	C
	This IE shall be included by the ePDG on the S2b interface according to the requirements in 3GPP TS 23.007 [17].
	FQ-CSID
	2

	UE Time Zone
	CO
	This IE shall be included by the MME over S11 during Initial Attach, UE Requested PDN Connectivity procedure.

This IE shall be included by the SGSN over S4 during PDP Context Activation procedure.

This IE shall be included by the MME/SGSN over S11/S4 TAU/RAU/Handover with SGW relocation.

	UE Time Zone
	0

	
	C
	If SGW receives this IE, SGW shall forward it to PGW across S5/S8 interface.
	
	

	User CSG Information (UCI)
	CO
	This IE shall be included on the S4/S11 interface for E-UTRAN Initial Attach, UE-requested PDN Connectivity and PDP Context Activation using S4 procedures if the UE is accessed via CSG cell or hybrid cell. The MME/SGSN shall also include it for Handover procedures if the PGW has requested CSG info reporting and MME/SGSN support CSG info reporting. 
In TAU/RAU procedure with the SGW change, the MME/SGSN shall also include this IE if the PGW has requested CSG info reporting and MME support CSG info reporting and UE requested to active E-RAB for all the active EPS bearers in TAU procedure or to keep the Iu connection after the completion of the RAU procedure.
The SGW shall include this IE on S5/S8 if it receives the User CSG information from MME/SGSN.
	UCI
	0

	Charging Characteristics
	C
	This IE shall be included on the S4/S11, S5/S8 and S2b interfaces according to 3GPP TS 32.251 [8]
	Charging Characteristics
	0

	MME/S4-SGSN LDN
	O
	This IE is optionally sent by the MME to the SGW on the S11 interface and by the S4-SGSN to the SGW on the S4 interface (see 3GPP TS 32.423 [44]), when communicating the LDN to the peer node for the first time.
	Local Distinguished Name (LDN)
	0

	SGW LDN
	O
	This IE is optionally sent by the SGW to the PGW on the S5/S8 interfaces (see 3GPP TS 32.423 [44]), when communicating the LDN to the peer node for the first time.
	Local Distinguished Name (LDN)
	1

	ePDG LDN
	O
	This IE is optionally sent by the ePDG to the PGW on the S2b interfaces (see 3GPP TS 32.423 [44]), when contacting the peer node for the first time. 
	Local Distinguished Name (LDN)
	2

	Signalling Priority Indication  
	CO
	The SGSN/MME shall include this IE on the S4/S11 interface if the UE indicates low access priority when requesting to establish the PDN connection. 

The SGW shall forward this IE in the Create Session Request message on the S5/S8 interfaces if received from the MME/SGSN. 
	Signalling Priority Indication
	0

	Max MBR/APN-AMBR
	CO
	If the S4-SGSN supports Max MBR/APN-AMBR, this IE shall be included by S4-SGSN on the S4 interface in the following cases:
· during PDP Context Activation using S4 procedures when Higher bitrates than 16 Mbps flag is received either from RNC or from the old SGSN through Identity Response message (indicating Higher bitrates than 16 Mbps flag was received) or a local Max MBR/APN-AMBR is configured based on operator's policy.

· during inter SGSN RAU/Enhanced SRNS Relocation with SGW relocation if Higher bitrates than 16 Mbps flag is not included in the MM Context IE in the Context Response message or in the MM Context IE in the Forward Relocation Request message from the old S4-SGSN, while it is received from the target RNC or a local Max MBR/APN-AMBR is configured based on operator's policy.

· during PS mobility procedures from Gn/Gp SGSN to S4-SGSN if Higher bitrates than 16 Mbps flag is not included in the SGSN Context Response message or in the Forward Relocation Request message from the old Gn/Gp SGSN, while it is received from the target RNC or a local Max MBR/APN-AMBR is configured based on operator's policy.

The IE shall be forwarded by SGW to PGW on S5/S8 interface during the PDP Context Activation using S4 procedures.
	MMBR
	0

	Additional Protocol Configuration Options (APCO)
	CO
	If multiple authentications are supported by the ePDG, the ePDG shall include this IE on the S2b interface and perform the corresponding procedures as specified for PAP and CHAP authentication of the UE with external networks in 3GPP TS 33.402 [50].
If the UE request the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ) during the IPSec tunnel establishment procedure (as specified in 3GPP TS 33.402 [50]), the ePDG shall include this IE over S2b interface and correspondingly set the "DNS Server IPv4/v6 Address Request" parameter as defined in 3GPP TS 24.008 [5].
	Additional Protocol Configuration Options (APCO)
	0

	Private Extension
	O
	This IE may be sent on the S5/S8, S4/S11 and S2b interfaces.
	Private Extension
	VS

	NOTE 1: 
The conditional PDN Type IE is redundant on the S4/S11 and S5/S8 interfaces (as the PAA IE contains exactly the same field). The receiver may ignore it. This IE is never sent on the S2b interface.

NOTE 2: 
3GPP TS 23.401 [3] (e.g. subclause 5.3.2.1) and 3GPP TS 23.060 [35] (e.g. subclause 9.2.2.1) defines the MME/SGSN shall send the MS Info Change Reporting Support Indication to the PGW. In such case MME/SGSN shall use the Change Reporting Support Indication and/or CSG Change Reporting Support Indication (whichever is applicable), even if stage 2 refers to MS Info Change Reporting Support Indication. 

NOTE3:   The methods that the ePDG may use to acquire the RAT type of the untrusted non-3GPP IP access network are not specified in this release.

NOTE4:   The PDN-GW can be informed about the type of access network used by the UE over several reference points, see 3GPP TS 29.212 [30] for the mapping between the code values for the  different access network types.


Table 7.2.1-2: Bearer Context to be created within Create Session Request

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	TFT
	O
	This IE may be included on the S4/S11 and S5/S8 interfaces.
	Bearer TFT
	0

	S1-U eNodeB F-TEID
	C
	This IE shall be included on the S11 interface for X2-based handover with SGW relocation.
	F-TEID
	0

	S4-U SGSN F-TEID
	C
	This IE shall be included on the S4 interface if the S4-U interface is used.
	F-TEID
	1

	S5/S8-U SGW F-TEID
	C
	This IE shall be included on the S5/S8 interface for an "eUTRAN Initial Attach", a "PDP Context Activation" or a "UE Requested PDN Connectivity".
	F-TEID
	2

	S5/S8-U PGW F-TEID
	C
	This IE shall be included on the S4 and S11 interfaces for the TAU/RAU/Handover cases when the GTP-based S5/S8 is used.
	F-TEID
	3

	S12 RNC F-TEID
	CO
	This IE shall be included on the S4 interface if the S12 interface is used in the Enhanced serving RNS relocation with SGW relocation procedure.
	F-TEID
	4

	S2b-U ePDG F-TEID
	C
	This IE shall be included on the S2b interface for an Attach with GTP on S2b, a UE initiated Connectivity to Additional PDN with GTP on S2b and a Handover to Untrusted Non-3GPP IP Access with GTP on S2b.
	F-TEID
	5

	Bearer Level QoS
	M
	
	Bearer QoS
	0


Table 7.2.1-3: Bearer Context to be removed within Create Session Request

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n 
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	S4-U SGSN F-TEID
	C
	This IE shall be sent on the S4 interface if the S4-U interface is used. See NOTE 1.
	F-TEID
	0

	NOTE 1: 
The conditional S4-U SGSN F-TEID IE is redundant.


7.2.2
Create Session Response

The Create Session Response message shall be sent on the S11 interface by the SGW to the MME, and on the S5/S8 interface by the PGW to the SGW as part of the procedures:

-
E-UTRAN Initial Attach

-
UE requested PDN connectivity
The message shall also be sent on S4 interface by the SGW to the SGSN, and on the S5/S8 interface by the PGW to the SGW as part of the procedures:

-
PDP Context Activation

The message shall also be sent on the S11 interface by the SGW to the MME as part of the procedures:

-
Tracking Area Update procedure with SGW change

-
S1/X2-based handover with SGW change

-
UTRAN Iu mode to E-UTRAN Inter RAT handover with SGW change

-
GERAN A/Gb mode to E-UTRAN Inter RAT handover with SGW change

-
3G Gn/Gp SGSN to MME combined hard handover and SRNS relocation procedure
-
Gn/Gp SGSN to MME Tracking Area Update procedure

and on the S4 interface by the SGW to the SGSN as part of the procedures:
-
Routing Area Update with MME interaction and with SGW change
-
Gn/Gp SGSN to S4 SGSN Routing Area Update
-
Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update using S4 with SGW change

-
Iu mode RA Update Procedure using S4 with SGW change
-
E-UTRAN to UTRAN Iu mode Inter RAT handover with SGW change

-
E-UTRAN to GERAN A/Gb mode Inter RAT handover with SGW change

-
Serving RNS relocation using S4 with SGW change
-
Combined hard handover and SRNS relocation using S4 with SGW change
-
Combined Cell / URA update and SRNS relocation using S4 with SGW change
-
Enhanced serving RNS relocation with SGW relocation 
and on the S2b interface by the PGW to the ePDG as part of the procedures:

· Initial Attach with GTP on S2b

· UE initiated Connectivity to Additional PDN with GTP on S2b

· Handover to Untrusted Non-3GPP IP Access with GTP on S2b
If handling of default bearer fails, then cause at the message level shall be a failure cause.

Possible Cause values are specified in Table 8.4-1. Message specific cause values are:
-
"Request accepted".

-
"Request accepted partially".

-
"New PDN type due to network preference".

-
"New PDN type due to single address bearer only".

-
"Missing or unknown APN".

-
"GRE key not found".

-
"Preferred PDN type not supported".

-
"All dynamic addresses are occupied".

-
"UE context without TFT already activated".

-
"Remote peer not responding".

-
"Semantic error in the TFT operation".

-
"Syntactic error in the TFT operation".
-
"Semantic errors in packet filter(s)".
-
"Syntactic errors in packet filter(s)".

-
"User authentication failed".
-
"APN access denied – no subscription".
-
"APN Restriction type incompatibility with currently active PDN Connection".

-
"Version not supported by next peer".

-
"Denied in RAT".

-
"Protocol type not supported".
-
"APN congestion".
-
"Multiple PDN connections for a given APN not allowed".
Table 7.2.2-1: Information Elements in a Create Session Response

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	See NOTE2.
	Cause
	0

	Change Reporting Action 
	C
	This IE shall be included on the S5/S8 and S4/S11 interfaces with the appropriate Action field if the location Change Reporting mechanism is to be started or stopped for this subscriber in the SGSN/MME.
	Change Reporting Action
	0

	CSG Information Reporting Action
	CO
	This IE shall be included on the S5/S8 and S4/S11 interfaces with the appropriate Action field if the CSG Info reporting mechanism is to be started or stopped for this subscriber in the SGSN/MME.
	CSG Information Reporting Action
	0

	Sender F-TEID for Control Plane
	C
	This IE shall be sent on the S11/S4 interfaces. For the S5/S8/S2b interfaces it is not needed because its content would be identical to the IE PGW S5/S8/S2b F-TEID for PMIP based interface or for GTP based Control Plane interface.
	F-TEID
	0

	PGW S5/S8/S2b F-TEID for PMIP based interface or for GTP based Control Plane interface
	C
	PGW shall include this IE on the S5/S8 interfaces during the Initial Attach, UE requested PDN connectivity and PDP Context Activation procedures.

If SGW receives this IE it shall forward the IE to MME/S4-SGSN on S11/S4 interaface.

This IE shall include the TEID in the GTP based S5/S8 case and the GRE key in the PMIP based S5/S8 case.

In PMIP based S5/S8 case, same IP address is used for both control plane and the user plane communication.
PGW shall include this IE on the S2b interface during the Attach with GTP on S2b, UE initiated Connectivity to Additional PDN with GTP on S2b and Handover to Untrusted Non-3GPP IP Access with GTP on S2b procedures.
	F-TEID
	1

	PDN Address Allocation (PAA)
	C
	This IE shall be included on the S5/S8, S4/S11 and S2b interfaces for the E-UTRAN initial attach, PDP Context Activation, UE requested PDN connectivity, Attach with GTP on S2b, UE initiated Connectivity to Additional PDN with GTP on S2b and Handover to Untrusted Non-3GPP IP Access with GTP on S2b procedures.
The PDN type field in the PAA shall be set to IPv4, or IPv6 or IPv4v6 by the PGW.  

For the interfaces other than S2b, if the DHCPv4 is used for IPv4 address allocation, the IPv4 address field shall be set to 0.0.0.0.
	PAA
	0

	APN Restriction
	C
	This IE shall be included on the S5/S8 and S4/S11 interfaces in the E-UTRAN initial attach, PDP Context Activation and UE Requested PDN connectivity procedures.

This IE shall also be included on S4/S11 during the Gn/Gp SGSN to S4 SGSN/MME RAU/TAU procedures.

This IE denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context.
	APN Restriction
	0

	Aggregate Maximum Bit Rate (APN-AMBR)
	C
	This IE represents the APN-AMBR. It shall be included on the S5/S8, S4/S11 and S2b interfaces if the received APN-AMBR has been modified by the PCRF.
	AMBR
	0

	Linked EPS Bearer ID
	C
	This IE shall be sent on the S4/S11 interfaces during Gn/Gp SGSN to S4-SGSN/MME RAU/TAU procedure to identify the default bearer the PGW selects for the PDN Connection.
	EBI
	0

	Protocol Configuration Options (PCO)
	C
	This IE is not applicable for TAU/RAU/Handover. If PGW decides to return PCO to the UE, PGW shall send PCO to SGW. If SGW receives the PCO IE, SGW shall forward it to MME/SGSN.
	PCO
	0

	Bearer Contexts created
	M
	EPS bearers corresponding to Bearer Contexts sent in request message. Several IEs with the same type and instance value may be included on the S5/S8 and S4/S11 as necessary to represent a list of Bearers. One single IE shall be included on the S2b interface.
One bearer shall be included for  E-UTRAN Initial Attach, PDP Context Activation or UE Requested PDN Connectivity , Attach with GTP on S2b, UE initiated Connectivity to Additional PDN with GTP on S2b, and  Handover to Untrusted Non-3GPP IP Access with GTP on S2b.

One or more created bearers shall be included for a Handover/TAU/RAU with an SGW change. See NOTE 2.
	Bearer Context 
	0

	Bearer Contexts marked for removal
	C
	EPS bearers corresponding to Bearer Contexts to be removed that were sent in the Create Session Request message.

For each of those bearers an IE with the same type and instance value shall be included on the S4/S11 interfaces.
	Bearer Context
	1

	Recovery
	C
	This IE shall be included on the S4/S11, S5/S8 and S2b interfaces if contacting the peer for the first time 
	Recovery
	0

	Charging Gateway Name
	C
	When Charging Gateway Function (CGF) Address is configured, the PGW shall include this IE on the S5 interface. 

See NOTE 1.
	FQDN
	0

	Charging Gateway Address
	C
	When Charging Gateway Function (CGF) Address is configured, the PGW shall include this IE on the S5 interface. See NOTE 1.
	IP Address
	0

	PGW-FQ-CSID
	C
	This IE shall be included by the PGW on the S5/S8 and S2b interfaces and, when received from S5/S8 be forwarded by the SGW on the S11 interface according to the requirements in 3GPP TS 23.007 [17].
	FQ-CSID
	0

	SGW-FQ-CSID
	C
	This IE shall be included by the SGW on the S11 interface according to the requirements in 3GPP TS 23.007 [17].
	FQ-CSID
	1

	SGW LDN
	O
	This IE is optionally sent by the SGW to the MME/SGSN on the S11/S4 interfaces (see 3GPP TS 32.423 [44]), when communicating the LDN to the peer node for the first time.
	Local Distinguished Name (LDN)
	0

	PGW LDN
	O
	This IE is optionally included by the PGW on the S5/S8 and S2b interfaces (see 3GPP TS 32.423 [44]), when communicating the LDN to the peer node for the first time.
	Local Distinguished Name (LDN)
	1

	PGW Back-Off Time
	O
	This IE may be included on the S5/S8 and S4/S11 interfaces when the PDN GW rejects the Create Session Request with the cause "APN congestion". It indicates the time during which the MME or S4-SGSN should refrain from sending subsequent PDN connection establishment requests to the PGW for the congested APN for services other than Service Users/emergency services.

See NOTE 3.
	EPC Timer
	0

	Additional Protocol Configuration Options (APCO)
	CO
	If multiple authentications are supported by the PGW and if PGW received the Additional Protocol Configuration Options IE in the Create Session Request, the PGW shall include this IE on the S2b interface and perform the corresponding procedures as specified for PAP and CHAP authentication of the UE with external networks in 3GPP TS 33.402 [50].
If the PGW received the Additional Protocol Configuration Options IE with the "DNS IPv4/IPv6 Server Address Request" parameter in the Create Session Request over S2b interface, the PGW shall include this IE over the S2b interface with the "DNS IPv4/IPv6 Server Address" parameter as specified in 3GPP TS 24.008 [5].
	Additional Protocol Configuration Options (APCO)
	0

	Private Extension
	O
	This IE may be sent on the S5/S8, S4/S11 and S2b interfaces.
	Private Extension
	VS

	NOTE1:
Both Charging Gateway Name and Charging Gateway Address shall not be included at the same time. When both are available, the operator configures a preferred value.
NOTE2:
If the SGW cannot accept any of the "Bearer Context Created" IEs within Create Session Request message, the SGW shall send the Create Session Response with appropriate reject Cause value. 

NOTE 3:
The last received value of the PGW Back-Off Time IE shall supersede any previous values received from that PGW and for this APN in the MME/SGSN.


Table 7.2.2-2: Bearer Context Created within Create Session Response

	Octets 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n
	
	

	Octets 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	Cause
	M
	This IE shall indicate if the bearer handling was successful, and if not, it gives information on the reason. (NOTE1, NOTE2, NOTE3)
	Cause
	0

	TFT
	O
	This IE may be included on the S4/S11, S5/S8 and S2b interfaces.
	Bearer TFT
	0

	S1-U SGW F-TEID
	C
	This IE shall be included on the S11 interface if the S1-U interface is used.
	F-TEID
	0

	S4-U SGW F-TEID
	C
	This IE shall be included on the S4 interface if the S4-U interface is used.
	F-TEID
	1

	S5/S8-U PGW F-TEID
	C
	For GTP-based S5/S8, this User Plane IE shall be included on S4/S11 and S5/S8 interfaces during the "eUTRAN Initial Attach", a "PDP Context Activation" or a "UE Requested PDN Connectivity".
	F-TEID
	2

	S12 SGW F-TEID
	C
	This IE shall be included on the S4 interface if the S12 interface is used.
	F-TEID
	3

	S2b-U PGW F-TEID
	C
	This IE (for user plane) shall be included on the S2b interface during the Attach with GTP on S2b, UE initiated Connectivity to Additional PDN with GTP on S2b, and  Handover to Untrusted Non-3GPP IP Access with GTP on S2b.
	F-TEID
	4

	Bearer Level QoS
	C
	This IE shall be included on the S5/S8, S4/S11 and S2b interfaces if the received QoS parameters have been modified.
	Bearer QoS
	0

	Charging Id
	C
	This IE shall be included on the S5/S8 interface for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity.
	Charging Id
	0

	
	O
	If the S5/S8 interface is GTP, this IE may be included on the S4 interface, in order to support CAMEL charging at the SGSN, for a PDP Context Activation, inter S4-SGSN RAU with SGW change and Gn/Gp to S4-SGSN RAU.
	
	

	Bearer Flags
	O
	Applicable flags are:

· PPC (Prohibit Payload Compression) : this flag may be set on the S5/S8 and S4/S11 interfaces.
	Bearer Flags
	0

	NOTE1:
According to 3GPP TS 23.401 [3] e.g. subclause 5.5.1.2.2 "S1-based handover, normal" and 3GPP TS 23.060 [35], during the handover procedure with an SGW change, except in the case of X2-handover (NOTE2 addresses X2 based HO with SGW change case), the target MME/S4-SGSN initiates the Create Session Request/Response and Modify Bearer Request/Response procedures one after the other. After receiving the "Bearer Context to be Created" IEs within Create Session Request message, the SGW may not accept some of these bearers. The SGW however shall return all bearers with the "Bearer Context Created" IEs within Create Session Response message (this table), but with different Cause values. Bearers that were not accepted by the SGW shall have an appropriate rejection value in the Cause IE. The target MME/S4-SGSN shall send these non-accepted bearers to the target SGW within the "Bearer Context to be removed" IE in a subsequent Modify Bearer Request message. Therefore, the SGW shall allocate the DL S5/S8 SGW F-TEIDs also for the non-accepted bearers. MME/S4-SGSN should remove all of the non-accepted bearers by separate procedures (e.g. an MME/S4-SGSN initiated Dedicated Bearer Deactivation procedure).
NOTE2:
According to 3GPP TS 23.401 [3] subclause 5.5.1.1.3, "X2-based handover with Serving GW relocation", and 3GPP TS 23.060 [35] subclause 6.9.2.2.5A "Enhanced Serving RNS Relocation Procedure using S4", during the X2-handover procedure with an SGW change and Enhanced Serving RNS Relocation Procedure with an SGW change, the target MME/S4-SGSN shall initiate only the Create Session Request/Response procedure. The SGW shall return all bearers (including those not accepted by the SGW) with a "Bearer Context Created" IE within Create Session Response message (this table), but with different Cause values. Bearers that were not accepted by the SGW shall have an appropriate rejection value in the Cause IE, The MME/S4-SGSN should remove these non-accepted bearers by separate procedures as well. 

NOTE3:
According to 3GPP TS 23.401 [3] e.g. subclause 5.3.3.1 "Tracking Area Update procedure with Serving GW change" and 3GPP TS 23.060 [35], during the RAU/TAU procedure with an SGW change, the target MME/S4-SGSN shall initiate only the Create Session Request/Response procedure. The SGW shall return all bearers (including those not accepted by the SGW) with a "Bearer Context Created” IE within Create Session Response message (this table), but with different Cause values. Bearers that were not accepted by the SGW shall have an appropriate rejection value in the Cause IE. When Active Flag or Follow-on request is set during TAU/RAU procedure, MME/S4-SGSN should not establish user plane tunnel over S1 or Iu for those bearer contexts which were not accepted by the target SGW, while in the corresponding Modify Bearer Request message, the MME/S4-SGSN shall include all accepted bearer contexts in the "Bearer Context to be modified" IE and include all non-accepted bearer contexts in the "Bearer Context to be removed" IE.  The MME/S4-SGSN should remove the bearers non-accepted by either SGW or eNB/RNC by separate procedures as well. 




Table 7.2.2-3: Bearer Context marked for removal within a Create Session Response

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	Cause
	M
	This IE shall indicate if the bearer handling was successful, and if not, gives the information on the reason.
	Cause
	0


* * * Next Change * * * *

8.94
Additional Protocol Configuration Options (APCO)

The Additional Protocol Configuration Options information element is specified in 3GPP TS 29.275 [26] and its GTPv2 coding is shown in figure 8.94-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 163 (decimal)
	

	
	2 to 3
	Length = n 
	

	
	4
	Spare
	Instance
	

	
	5 to m
	Additional Protocol Configuration Options (APCO)
	

	
	(m+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.94-1: Additional Additional Protocol Configuration Options
Octets (5 to m) of the Additional Authentication Options IE are encoded as specified in 3GPP TS 29.275 [26].
* * * End of Changes * * * *
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