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Introduction

For policy and Qos interworking with Broadband Access Network using H(e)NB, the MME/SGSN need to signal the H(e)NB local IP address/port to the PCRF to enable the BPCF to identify the BBF network elements the 3GPP Femto connects to, and perform admission control based on the bandwidth requirements and QoS attributes of a new or modified UE service data flow(s) (via the 3GPP Femto).
SA2 has proposed (see [1]) that the H(e)NB local IP address is provided by the SeGW to the H(e)NB during the establishment of the security tunnel between the H(e)NB and the SeGW using IKEv2 signalling. This requires the development of IKEv2 extensions in IETF and their support in SeGW, HNB and H(e)NB.
Meanwhile SA3 has specified new security requirements to address the vulnerability related to a compromised H(e)NB used to impersonate another H(e)NB’s identity in order to change or negate its CSG, that could result in e.g. eavesdropping, sending false messages on behalf of a UE or another H(e)NB, etc. 
3GPP TS 33.320 clause 4.4.9 "Requirements on Verification of H(e)NB Identity and Operating Access Mode":

The requirements on the H(e)NB identity and operating access mode verification at the H(e)NB-GW are:

-
The H(e)NB-GW shall implement a verification that the identity used by the H(e)NB for communicating with the H(e)NB-GW is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the H(e)NB-GW, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW.
-
The H(e)NB-GW shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB.

-
If the above verifications are required, then a HeNB GW shall be deployed for HeNBs operating in closed access mode.

-
For all H(e)NBs operating in closed access mode, the above verifications should be applied.
NOTE1:
The above verifications are specified for the H(e)NB-GW only, and not for the MME. This implies for an operator who wants to deploy the above verifications for HeNBs operating in closed access mode, that he must deploy a HeNB-GW, and cannot directly connect the HeNBs to the MME.

NOTE2:
If the H(e)NB has been compromised and the above verifications are not performed, the UE access control functions in clause 5.4 are assumed to be unreliable. If the above verifications are performed, the UE access control functions in clause 5.4 are assumed to be reliable even in the presence of a compromised H(e)NB.
In these requirements, "same identity" means the H(e)NB ID, "related identity" means CSG ID.

To address the comments from last SA Plenary that the deployment of an HeNB-GW is optional (as opposed to the HNB-GW which is mandatory to deploy), the verification of the identity used by the H(e)NB for communicating with the network shall be implemented in the H(e)NB GW, and if a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed (see [2], SA3#66). 
This contribution explains that it is then possible to leverage these SA3 security requirements to provide a common solution addressing these security requirements and the BBAI requirements to report the H(e)NB local IP address to the MME/SGSN (for subsequent forwarding towards the PCRF), without the need for IKEv2 signalling extensions.
CT4 agreed during CT4#55 that Alcatel-Lucent could present an alternative proposal "without IETF dependencies to provide the H(e)NB local IP address to the MME/SGSN if CT4 could define such solution in a timely manner".

Discussion
The following diagram illustrates the tunnelling issues for the H(e)NB case.
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Figure 1: Tunnelling issues for H(e)NB access
The term "H(e)NB local IP address/port" in TS 23.139 refers to "the public IP address assigned to the H(e)NB by the BBF domain in the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this H(e)NB)", i.e. to the outer IP + port @2 in figure 1.
Figure 2 illustrates the system architecture specified for H(e)NB in 3GPP TS 33.420 clause 4.1.
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Figure 2: System Architecture of H(e)NB
The SeGW – AAA Server/HSS interface is used in particular to carry authentication, authorization and related information during the authentication procedure to the SeGW (see clause 4.3.3 of TS 33.320).

For subsequent signalling, the SeGW verifies the binding between the inner IP@ and outer IP@. 

To verify that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity, as per SA3 requirements above, the H(e)NB GW (or MME when no HeNB GW is deployed) needs to verify the binding between the inner IP address and the H(e)NB identity signalled in S1-AP/RANAP signalling. This can be done (see [3]) by:

a) storing in the AAA Server the H(e)NB ID and the inner IP@ during the authentication to the SeGW. For BBAI requirements, the SeGW additionally sends the outer IP@ and UDP port to the AAA Server.
b) enabling the H(e)NB GW (or MME when no HeNB GW is deployed) to retrieve from the AAA Server during the S1 SETUP procedure or the HNB Registration procedure the binding (inner IP@, H(e)NB Identity) used/created for authenticating to the SeGW. For BBAI requirements, the H(e)NB GW (or MME when no HeNB GW is deployed) also retrieves at the same time the outer IP@ and UDP port.
Figures 3 & 4 depicts the system architecture of HNB and HeNB with the additional interface between the AAA Server and the H(e)NB-GW or MME.
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Figure 3: System Architecture of HNB
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Figure 4: System Architecture of HeNB

This allows the verification of the H(e)NB identity or related identity provided in the following S1-AP/Iu signalling messages:

	S1-AP
	Iu

	S1-Setup message (HeNB-ID, CSG ID list)


	HNB Registration  (HNB-ID)



	UE Initial Message (CSG-ID)
	UE Initial Message (CSG-ID)



	Path Switch Request (CSG-ID)
	


Wrt BBAI, this solution enables the H(e)NB GW to insert the femto's outer IP@/port in Iu/S1 Initial UE Message or Path Switch Request msg towards the MME/SGSN for BBAI, or when no HeNB GW is deployed, the MME to retrieve that information from the AAA Server during the S1 SETUP procedure. This network-based approach to provide the femto tunnel information does not require any IKEv2 change and provides reliable/network asserted information as opposed to the femto tunnel information that would be provided by the H(e)NB itself. 
Conclusions

It is possible to define a common solution to fulfil SA3 requirements on verification of H(e)NB identity and SA2 requirements for propagation of the H(e)NB local IP address/port towards the PCRF, without the need to specify and implement IKEv2 signalling extensions in SeGW, HNB and H(e)NB, and without any impact on the H(e)NB. 

This requires minimum changes to the existing BBAI requirements specified in 3GPP TS 23.139. 
It is proposed to send an LS to SA2 proposing a solution for 3GPP-BBF interworking that is based on the SA3 solution on H(e)NB identity verification instead of modifying the IKEv2 protocol.
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