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Background Information

GSMA have provided the capability for mobile network operators to exchange roaming usage records in near real time in order to identify and combat roaming fraud. The GSMA's Fraud Forum working group has defined the capability to exchange roaming records between the visited and home network operators by using Near Real Time Roaming Data Exchange (NRTRDE) for circuit-switched (CS) and packet-switched (PS) networks that are deployed today. The business requirements and format specification are defined within GSMA permanent reference documents FF.18 and TD.35 respectively, and are in widespread use in live network deployments to date.

The NRTRDE solution comprises of Call Detail Records (CDR's), being sent between the visited network and the home network, independently of the Transfer Account Procedure (TAP), to be analysed in the fraud management system (FMS) of the home network, where appropriate action is taken if fraud is suspected.

Solutions have been defined using call events generated by mobile originating calls, mobile terminating calls, originating SMS, terminating SMS, and GPRS events. 

Discussion
As part of GSMA's Voice over LTE (VoLTE) initiative based on IMS infrastructure, a similar solution is required for fraud monitoring of roaming VoLTE users. 

As such, the GSMA Fraud Forum has analysed the 3GPP architecture and related specifications for using CDR's generated by EPC and IMS components to achieve the same level of fraud detection as is deployed for current CS and PS networks.
As IMS services are based in the home network, the CDR's generated by the S-CSCF can be utilised to provide the relevant information to the home network fraud management system, without any dependence on receiving records from the visited network.  However, GSMA would like to indicate that current fraud management systems utilise the IMSI of the subscriber as a key parameter.
GSMA note that the IMSI may not be available depending on the security mechanisms utilised by the UE to attach to the IMS network.  For example, if a USIM is utilised on the UE, then the Public/Private Identities are based on the IMSI and therefore may be available to the S-CSCF.  However, if an ISIM is utilised, this may not be the case.  In the latter case, the IMSI may not be available in the CDRs, as it is specified as an optional parameter in 3GPP TS 32.298.
The analysis from GSMA has led to the following potential solution for providing fraud management when providing voice and other services utilising IMS when roaming.

Proposed Solution
The GSMA Fraud Forum requests that the IMSI is always made available to the S-CSCF, so that this can be provided in the CDR generated by the S-CSCF which is utilised by the fraud management system in the home network.  

The GSMA Fraud Forum also requests that the requested modification provided by 3GPP takes into account the GSMA PRD IR.92 "IMS Profile for Voice and SMS" which is based on Release 8 and onwards.
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