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1. Introduction
CT4 is working on enhanced restoration procedures for EPC node failure with or without restart to minimize the impact of such failure on the services provided to the subscribers. EPC node partial failure, where there is no restart, should be regarded as one of variant of failure without restart. The existing requirements on the Partial failure impair the restoration of PS services; especially on IMS services (e.g. IMS terminated voice calls). The possible enhancement on the Partial failure should be included as part of Study of EPC Nodes Restoration.      
2. Reason for Change
According to the existing requirements on Partial failure, a GTP entity, when it detects that it has undergone a partial failure, it shall verify that one or more corresponding CSID(s) are present for the component(s) undergoing a partial fault and shall send a GTPv2 Delete PDN Connection Set Request containing all the CSID(s) of the failed component(s) to the peer GTP entity that support the feature. When the peer GTP entity receives a GTPv2 Delete PDN Connection Set Request message, it shall retrieve all the PDN connections corresponding to each of the FQ-CSID(s) present in the message and shall delete all the retrieved PDN connections and the associated resources. 

Such requirements will impact on IMS services (e.g. IMS terminated voice calls) if associated PDN connections are for IMS service, e.g. after the SGW delete associated PDN connections upon MME partial failure, it will not be able to receives Downlink Data for IMS terminating service, and then the affected UE may only restore its service until the Periodic TAU/RAU timer expired, where the affected UE are forced re-attached. Hence, the enhancement on the Partial failure should be included as part of Study of EPC Nodes Restoration.
3. Conclusions

It is proposed that CT4 (in charge of stage 2 for restoration procedures) documents the problem due to existing requirements for the partial feature in the TR. The possible solutions are provided in the separate pCRs.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.857 v1.4.0.
* * * First Change * * * 
1
Scope
The present document contains the study on EPC nodes failure and restoration.

This document will consider any necessary operational protocol recovery mechanisms in the EPS in order to restore the subscriber service in the event of EPC node failure or clean up the hanging resource in other EPC nodes if the recovery of the failed node is not possible. The document will address the following aspects:

-
list the different network failure scenarios including partial failure to be analyzed for EPC nodes: MME, S4-SGSN, SGW and PGW; 

-
identify precisely the problems resulting from the current definition of the standards;
-
list various possible solutions;

-
identify pros and cons of possible solutions;
-
conclude on potential enhancements to the standards (depending on gains vs complexity).
* * * Next Change * * * 
5.2.3
MME failure without Restart

Editor’s Note: to be completed
5.2.3.1
Outage of CS services

With the deployment of LTE in mobile networks, there is the risk that mobile terminated CS services (e.g. CS calls, SMS, Mobile termination Location request) can not be successfully delivered to the subscriber for a long period (up to the periodic Tracking Area Update timer e.g. 1 hour) after an MME failure without restart or a long MME failure. 

A UE under LTE that requires support of CS or/and SMS services performs a combined attach procedure to attach for both EPS and non-EPS services (i.e. CS services), or both EPS services and "SMS only" services, and a combined tracking area update procedure to update the registration of the actual tracking area (see 3GPP TS 23.401 [6] and 3GPP TS 24.301 [4]). During those procedures, the serving MME initiates a location update for non-EPS services procedure towards the VLR providing the CS or/and SMS services, thereby establishing an SGs association between the MME and VLR (see 3GPP TS 23.272 [8] and 3GPP TS 29.118 [9]). Upon receipt of a subsequent CS terminated service (e.g. MT CS call or SMS), the VLR sends an SGs Paging Request message to the serving MME with a "CS call indicator" or an "SMS indicator" which triggers a CS Fallback procedure or SMS transfer via LTE (see 3GPP TS 23.272 [8] and 3GPP TS 29.118 [9]).

Restoration procedures are defined in 3GPP TS 29.118 [9] (see in particular clause 5.1.3) to maintain mobile terminated CS services (e.g. CS call or SMS) when an MME fails but restarts. They essentially rely on the principle that MME accepts SGs-paging request received for unknown UEs for a certain period after the MME restart whose duration typically covers the largest tracking area update timer assigned to UEs. During that period, the MME sets a system-wide parameter MME-reset to true. After that period, the MME sets the MME-reset parameter to false and stops accepting SGs paging request for unknown UEs.  

But if the MME fails without restart, or if the MME fails for a long duration, it is no longer possible for the VLR to page the UE via the MME. Since UEs in idle mode are not aware of the MME failure until they need to send some uplink data or signalling (e.g. periodic Tracking Area Update), they remain under LTE but can not receive any more mobile terminated services.
5.2.3.x
  
MME Partial failure

According to the current mechanism described in 3GPP TS 23.007 [2], when an SGW receives a GTPv2 Delete PDN Connection Set Request message from a MME as the result of a partial failure in the MME, it shall retrieve all the PDN connections corresponding to each of the FQ-CSID(s) present in the message and shall delete all the retrieved PDN connections and the associated resources.  Since there are no bearer/MM contexts in the SGW, the mobile terminated service can not be delivered to the affected UEs for long time, i.e. up to Periodic TAU/RAU timer expiry. The UE will reattach to the network only when the UE has uplink signalling or data to send.
* * * Next Change * * * 
5.4
SGW failure

5.4.1
Introduction
This section will analyse the scenarios for SGW failure and corresponding consequences according to the current procedures.
SGW failure will be detected by the PGW, MME and SGSN as per restart procedure specified in 3GPP TS 23.007 [2]. SGW failure will take place in the following scenarios:

-
SGW failure with Restart;

-
SGW failure without Restart.

5.4.2
SGW failure with Restart

According to the current mechanism described in 3GPP TS 23.007 [2], when a PGW/MME/SGSN detects that a peer SGW has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW/MME/SGSN resources associated with those PDN connections. Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE will be reattached to the network and the EPS services will be restored. Otherwise the UE will be reattached to the network only when the UE has uplink signalling or data to send.
5.4.3
SGW failure without Restart

Editor’s Note: to be completed
5.4.3.x 
SGW Partial failure
According to the current mechanism described in 3GPP TS 23.007 [2], when an MME/PGW receives a GTPv2 Delete PDN Connection Set Request message from a SGW as the result of a partial failure in the SGW, MME/PGW shall retrieve all the PDN connections corresponding to each of the FQ-CSID(s) present in the message and shall delete all the retrieved PDN connections and the associated resources.  Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE will be reattached to the network and the EPS services will be restored. Otherwise the UE will be reattached to the network only when the UE has uplink signalling or data to send. 
* * * Next Change * * * 
5.5
PGW failure

5.5.1
Introduction
This section will analyse the scenarios for PGW failure and corresponding consequences according to the current procedures.
PGW failure will be detected by the SGW as per restart procedure specified in 3GPP TS 23.007 [2]. PGW failure will take place in the following scenarios:

-
PGW failure with Restart;

-
PGW failure without Restart.

5.5.2
PGW failure with Restart

According to the current mechanism described in 3GPP TS 23.007 [2], when a SGW detects that a peer PGW has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. In Rel-10, if the SGW detects the PGW has restarted, the SGW may send a PGW Restart Notification message to the MME/S4-SGSN. When the MME/S4-SGSN receives the PGW Restart Notification message, it should delete all PDN connection table data associated with the restarted PGW. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE may reattach to the network again.
5.5.3
PGW failure without Restart

Editor’s Note: to be completed
5.5.3.x
 PGW Partial failure
According to the current mechanism described in 3GPP TS 23.007 [2], when an SGW receives a GTPv2 Delete PDN Connection Set Request (or PMIP6 Binding Revocation Indication with G bit set) message from a PGW as the result of a partial failure in the SGW,  the SGW shall retrieve all the PDN connections corresponding to each of the FQ-CSID(s) present in the message and shall delete all the retrieved PDN connections and the associated resources. The SGW shall also send a S11 GTPv2 Delete PDN Connection Set Request message containing the FQ-CSID(s) provided by the PGW to MME peers supporting the feature.  Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE will be reattached to the network and the EPS services will be restored. Otherwise the UE will be reattached to the network only when the UE has uplink signalling or data to send.
* * * End of Change * * *

