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* * * First Change * * * *

8.1.2.x
Fault Recovery Procedures
8.1.2.x.1
HSS Reset Indication
8.1.2.x.1.1
General
This procedure is mapped to the Diameter command codes Push-Profile-Request (PPR) and Push-Profile-Answer (PPA) specified in the 3GPP TS 29.229 [24]. Information Element contents for these messages are shown in tables 8.1.2.x.1.1/1 and 8.1.2.x.1.1/2.

Table 8.1.2.x.1.1/1: HSS Reset Indication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User List
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall indicate the users affected by the HSS restart. It shall contain either:
- The string "*", if all users are affected by the restart
- The leading digits of the IMSI series of the set of users affected by the restart.

	Reset Indication
	Reset-Indication
	M
	This information element shall indicate that the HSS has undergone a restart event.


	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 8.1.2.x.1.1/2: HSS Reset Indication Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


8.1.2.x.1.2
HSS Detailed behaviour

The HSS shall make use of this procedure to indicate to the 3GPP AAA Server about a restart event, affecting a set of subscribers, for whom their dynamic data may have been lost. The HSS shall only send this command if the 3GPP AAA Server has indicated support for the "HSS Restoration" feature. In this case, the HSS shall include the Reset-Indication AVP in the PPR command, and it may not include the non-3GPP-User-Data AVP in the command.
8.1.2.x.1.3
3GPP AAA Server Detailed behaviour

If the 3GPP AAA Server supports the "HSS Restoration" feature, it shall answer with a successful result to the PPR command, and it shall mark those users indicated in the "User List" Information Element as "pending to be restored". If the non-3GPP-User-Data is received in the command, the 3GPP AAA Server may ignore it.
8.1.2.x.2
HSS Restoration
8.1.2.x.2.1
General
This procedure is mapped to the Diameter command codes Server-Assignment-Request (SAR) and Server-Assignment-Answer (SAA) specified in the 3GPP TS 29.229 [24]. Information element contents for these messages are shown in tables 8.1.2.x.2.1/1 and 8.1.2.x.2.1/2.
Table 8.1.2.x.2.1/1: HSS Restoration Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the IMSI of the user, for whom the dynamic data is being restored in HSS, and it shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Server Assignment Type
	Server-Assignment-Type
	M
	This IE shall contain the value "RESTORATION".



	Active APN
	Active-APN
	C
	This Information Element, if present, contains the list of active APNs stored by the 3GPP AAA Server for this user, including the identity of the PDN GW assigned to each APN. For the explicitly subscribed APNs, the following information shall be present:

- Context-Identifier: context id of subscribed APN in use

- Service-Selection: name of subscribed APN in use

- MIP6-Agent-Info: including PDN GW identity in use for subscribed APN

- Visited-Network-Identifier: identifies the PLMN where the PDN GW was allocated
For the Wildcard APN, the following information shall be present:

- Context-Identifier: context id of the Wildcard APN
- Specific-APN-Info: list of APN-in use and related PDN GW identity when the subscribed APN is the wildcard APN

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 8.1.2.x.2.1/2: HSS Restoration Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Registration result
	Result-Code / Experimental-Result
	M
	This IE contains the result of the operation.

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


8.1.2.x.2.2
HSS Detailed behaviour

Upon receipt of the SAR command, if the HSS supports the "HSS Restoration" feature, and the user’s IMSI is known, the HSS shall update the dynamic data of the user, included in the "Active APN" Information Element, and answer with a successful result.

8.1.2.x.2.3
3GPP AAA Server Detailed behaviour

The 3GPP AAA Server shall make use of this command to update the HSS with the dynamic data it has for a user affected by the HSS restart, identified by the "User List" IE received previously in the PPR command, and marked in the 3GPP AAA Server as "pending to be restored". The 3GPP AAA Server shall only make use of this procedure in the HSS has indicated support for the "HSS Restoration" feature.
The 3GPP AAA Server shall invoke the SAR command towards the HSS, after having received further interactions over other reference points (S6b, STa, SWm …) for a user marked as "pending to be restored".

Once the 3GPP AAA Server receives confirmation from HSS, in the SAA command, that the user has been successfully restored in the HSS, via the "HSS Restoration Response" command, it shall clear the "pending to be restored" flag for that user.

* * * Next Change * * * *

8.2.2.2
HSS Initiated Update of User Profile Procedure

The Push-Profile-Request (PPR) command, indicated by the Command-Code field set to 305 and the 'R' bit set in the Command Flags field, is sent by the HSS to the 3GPP AAA Server in order to update the subscription data  whenever a modification has occurred in the subscription data; this corresponds to section 8.1.2.3. This command is also sent by HSS to indicate a restart event to the 3GPP AAA Server, so the dynamic data previously stored in HSS can be restored; this corresponds to section 8.1.2.x.1
Message Format

< Push-Profile-Request > ::= 
< Diameter Header: 305, REQ, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

{ User-Name }

[ Non-3GPP-User-Data ]
[ Reset-Indication ]
*[ Supported-Features ]
…

*[ AVP ]

The Push-Profile-Answer (PPA) command, indicated by the Command-Code field set to 305 and the 'R' bit cleared in the Command Flags field, is sent by the HSS in response to the Push-Profile-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].

Message Format
< Push-Profile-Answer > ::=
< Diameter Header: 305, PXY, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ Supported-Features ]

…

*[ AVP ]

8.2.2.3
Non-3GPP IP Access Registration Procedure

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS; this corresponds to section 8.1.2.2.2. This command is also sent by the 3GPP AAA Server to restore the dynamic data previously stored in HSS, which may have been lost after a restart; this corresponds to section 8.1.2.x.2
Message Format

< Server-Assignment-Request > ::= 
< Diameter Header: 301, REQ, PXY, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }
[ Service-Selection ]

[ Context-Identifier ]
[ MIP6-Agent-Info ] 
[ Visited-Network-Identifier ]
{ User-Name}
{ Server-Assignment-Type }
*[ Active-APN ]
*[ Supported-Features ]

…

*[ AVP ]

The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de‑registration, user profile download or restoration procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].

Message Format

< Server-Assignment-Answer > ::=

< Diameter Header: 301, PXY, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ Non-3GPP-User-Data ]

[ 3GPP-AAA-Server-Name ]

*[ Supported-Features ]
…

*[ AVP ]

* * * Next Change * * * *

8.2.3.12
Server-Assignment-Type AVP

The Server-Assignment-Type AVP is defined in 3GPP TS 29.229 [24] and it is of type Enumerated, and indicates the type of server update being performed in a Server-Assignment-Request operation. As part of the SWx protocol specification, the following values are additionally defined:
AAA_USER_DATA_REQUEST (12)


This value is used to request the non-3GPP user profile data from the 3GPP AAA Server to the HSS.

PGW_UPDATE (13)


This value is used to store, update or delete the PDN-GW Identity in the HSS, as requested from the 3GPP AAA Server.
RESTORATION (xx)


This value is used to store in the HSS dynamic data that may have been potentially lost after a restart event.
* * * Next Change * * * *

8.2.3
Information Elements

8.2.3.0
General

The following table describes the Diameter AVPs defined for the SWx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 8.2.3.0/1: Diameter SWx AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Non-3GPP-User-Data
	1500
	8.2.3.1
	Grouped
	M, V
	
	
	
	No

	Non-3GPP-IP-Access
	1501
	8.2.3.3
	Enumerated
	M, V
	
	
	
	No

	Non-3GPP-IP-Access-APN
	1502
	8.2.3.4
	Enumerated
	M, V
	
	
	
	No

	ANID
	1504
	5.2.3.7
	UTF8String
	M, V
	
	
	
	No

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M
	No

	Reset-Indication
	xxxx
	8.2.3.xx
	Enumerated
	V
	
	
	M
	No


The following table describes the Diameter AVPs re-used by the SWx interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWx. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 8.2.3.0/2: SWx re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Name
	IETF RFC 3588 [7]
	

	Session-Timeout
	IETF RFC 3588 [7]
	

	Subscription-ID
	IETF RFC 4006 [20]
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	

	MIP6-Feature-Vector
	IETF RFC 5447 [6]
	

	Service-Selection
	IETF RFC 5778 [11]
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	

	RAT-Type
	3GPP TS 29.212 [23]
	

	Visited-Network-Identifier
	3GPP TS 29.229 [24]
	

	SIP-Number-Auth-Items
	3GPP TS 29.229 [24]
	

	SIP-Item-Number
	3GPP TS 29.229 [24]
	

	SIP-Auth-Data-Item
	3GPP TS 29.229 [24]
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [24]
	

	SIP-Authenticate
	3GPP TS 29.229 [24]
	

	SIP-Authorization
	3GPP TS 29.229 [24]
	

	Confidentiality-Key
	3GPP TS 29.229 [24]
	

	Integrity-Key
	3GPP TS 29.229 [24]
	

	Server-Assignment-Type
	3GPP TS 29.229 [24]
	

	Deregistration-Reason
	3GPP TS 29.229 [24]
	

	Supported-Features
	3GPP TS 29.229 [24]
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	

	Feature-List
	3GPP TS 29.229 [24]
	

	APN-Configuration
	3GPP TS 29.272 [29]
	

	Context-Identifier
	3GPP TS 29.272 [29]
	

	Terminal-Information
	3GPP TS 29.272 [29]
	

	AMBR
	3GPP TS 29.272 [29]
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	

	Trace-Data
	3GPP TS 29.272 [29]
	

	Active-APN
	3GPP TS 29.272 [29]
	

	3GPP-AAA-Server-Name
	3GPP TS 29.234 [33]
	


Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.
* * * Next Change * * * *

8.2.3.16
Feature-List AVP

The syntax of this AVP is defined in 3GPP TS 29.229 [24]. A null value indicates that there is no feature used by the SWx application. The meaning of the bits shall be as defined in table 8.2.3.16/1.

Table 8.2.3.16/1: Features of Feature-List-ID 1 used in SWx
	Feature bit
	Feature
	M/O
	Description

	0
	HSS Restoration
	O
	HSS Restoration
This feature is applicable for the MAR/MAA, PPR/PPA and SAR/SAA command pairs.

If the 3GPP AAA Server does not indicate support for this feature in a former MAR or SAR command, the HSS shall not send a PPR command to indicate a restart event to the 3GPP AAA Server.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature.

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.


Features that are not indicated in the Supported-Features AVPs within a given application message shall not be used to construct that message.

* * * Next Change * * * *

8.2.3.xx
Reset-Indication
The Reset-Indication AVP is of type Enumerated. The following value is defined:

-
RESTART (0) 

It indicates that the HSS has undergone a restart event.
* * * End of Changes * * * *
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