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* * * First Change * * * *

4.5.5.1
Encryption Information

A sequence of possible encryption algorithms can be sent to a BSS in Cipher Mode Command or Handover Request. The BSS chooses one of the listed algorithms and reports this back to the MSC in Cipher Mode Complete or Handover Request Acknowledge respectively.

MSC-B shall remove algorithms not allowed by MSC-B from the list of algorithms received from MSC-A before forwarding it to the BSS. The modified list of algorithms, the ciphering key and the chosen algorithm shall be stored by MSC-B, and the chosen value sent to MSC-A.

Transfer of Information:


If ciphering has not been performed before Inter-MSC Handover, this will be controlled by MSC-A after the completion of Inter-MSC Handover.


Ciphering control towards MSC-B:


If Ciphering has been performed before Inter-MSC Handover:

-
in the Handover Request BSSMAP message (information included).


The Handover Request Acknowledge should in this case contain the indication of the chosen algorithm.


If Ciphering has NOT been performed before Inter-MSC Handover:

-
in the Cipher Mode Command procedure between MSC-A and MSC-B.


If the encryption algorithm is changed at an intra-BSS handover in BSS-B this must be reported to MSC-A in:

-
the BSSMAP Handover Performed procedure.


If the encryption algorithm is changed at an intra-MSC handover in MSC-B this must be reported to MSC-A in:

-
the BSSMAP Handover Performed procedure which shall be initiated by MSC-B on reception from BSS-B of the Handover Complete message (the information being previously received in the Handover Request Acknowledge message).


Note also that the chosen encryption value may be contained in the BSSMAP Assignment Complete message. This may happen if the encryption value changes e.g. at a second assignment during a call (e.g. from TCH to SDCCH).

* * * Next Change * * * *

4.7.5.1
Encryption Information

3G_MSC-B shall remove algorithms not allowed by 3G_MSC-B from the list of GSM algorithms received from MSC-A. The modified list of algorithms, the ciphering key and the chosen algorithm shall be stored by 3G_MSC-B and used for generating the UMTS parameters Encryption Information and Integrity Protection Information if they are not received in MAP Prepare Handover Request (the generation of the UMTS parameters from the GSM parameters is described in TS 33.102).

Transfer of Information:


If ciphering has not been performed before Inter-MSC Handover, this will be controlled by MSC-A after the completion of Inter-MSC Handover.


Ciphering control towards 3G_MSC-B:


If Ciphering has been performed before Inter-MSC Handover:

-
in the Handover Request BSSMAP message (information included).


The Handover Request Acknowledge should in this case NOT contain the indication of the chosen algorithm.


If Ciphering has NOT been performed before Inter-MSC Handover:

-
in the Cipher Mode Command procedure between MSC-A and 3G_MSC-B.

* * * Next Change * * * *

4.8.5.1
Integrity Protection Information

A sequence of possible integrity protection algorithms can be sent to an RNS in Security Mode Command or Relocation Request. The RNS chooses one of the listed algorithms and reports this back to the 3G_MSC in Security Mode Complete or Relocation Request Acknowledge respectively.
3G_MSC-B shall remove algorithms not allowed by 3G_MSC-B from the list of algorithms received from 3G_MSC-A before forwarding it to the RNS. The modified list of algorithms, the integrity protection key and the chosen algorithm shall be stored by 3G_MSC-B.

Transfer of Information:


If integrity protection has not been performed before Inter-MSC Relocation, this will be controlled by 3G_MSC-A after the completion of Inter-MSC Relocation.


Integrity protection control towards 3G_MSC-B:


If Integrity protection has been performed before Inter-MSC Relocation:

-
in the Relocation Request RANAP message (information included).


The Relocation Request Acknowledge should in this case contain the indication of the chosen algorithm.


If Integrity protection has NOT been performed before Inter-MSC Relocation:

-
in the Security Mode Command procedure between 3G_MSC-A and 3G_MSC-B.

4.8.5.2
Encryption Information

A sequence of possible encryption algorithms can be sent to an RNS in Security Mode Command or Relocation Request. The RNS chooses one of the listed algorithms and reports this back to the 3G_MSC in Security Mode Complete or Relocation Request Acknowledge respectively.

3G_MSC-B shall remove algorithms not allowed by MSC-B from the list of algorithms received from 3G_MSC-A before forwarding it to the RNS. The modified list of algorithms, the ciphering key and the chosen algorithm shall be stored by 3G_MSC-B, and the chosen value sent to 3G_MSC-A.

Transfer of Information:


If ciphering has not been performed before Inter-MSC Relocation, this will be controlled by 3G_MSC-A after the completion of Inter-MSC Relocation.


Ciphering control towards 3G_MSC-B:


If Ciphering has been performed before Inter-MSC Relocation:

-
in the Relocation Request RANAP message (information included).


The Relocation Request Acknowledge should in this case contain the indication of the chosen algorithm.


If Ciphering has NOT been performed before Inter-MSC Relocation:

-
in the Security Mode Command procedure between 3G_MSC-A and 3G_MSC-B.
* * * End of Changes * * * *
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