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1. Overall Description:

TS 33.402 “3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses” has been largely modelled after TS 33.234 (I-WLAN security). But not all features in the latter currently have an equivalent in TS 33.402. In particular, TS 33.234 contains clause 6.1.5.3 entitled “Authentication and authorization for the Private network access from WLAN 3GPP IP Access”. Three access methods are covered in TS 33.234: EAP, PAP, and CHAP. The use case is a private network, e.g. an enterprise network, that wants to use its own authentication method even when the user has already been authenticated by the EPC. No corresponding feature for private network access has been adapted to TS 33.402. 

Now SA2 has decided in their April 2011 meeting that this gap should be filled by agreeing the Rel-10 CR S2-111779 to TS 23.402. The two attached CRs to TS 33.402 (Rel-10 with Rel-11 mirror) aim to provide the security mechanism for the functionality defined by SA2. 

The work of adapting clause 6.1.5.3 of TS 33.234 to the context of TS 33.402 proved straightforward from an SA3 point of view with two possible exceptions: TS 33.402 contains a variant where Proxy Mobile IP (PMIP) is used between the ePDG and the PGW. There is no equivalent for PMIP use in TS 33.234. The issue to be solved is carrying multiple EAP exchanges over PMIP. It was claimed that 3GPP-defined vendor specific extensions to PMIP can be used for carrying the EAP messages, and that multiple exchanges can be used with PMIP. Furthermore, it was suggested that it should also be verified how EAP messages could be carried over GTP. But SA3 acknowledges that these questions are outside the expertise of SA3, the competent group is rather CT4. SA3 therefore adopted the following approach:

· SA3 agreed the attached CRs in S3-110805 and S3-110806 under the condition that CT4 will agree in their August meeting that the approach taken in the CRs is feasible. This means that the CRs in S3-110805 and S3-110806 will go forward to the SA plenary in September only if this condition is met. Otherwise, the CRs are postponed to SA3#65 in November. 
· Sending only an LS to CT4 and deciding on the CRs to TS 33.402 only at SA3#65 in November was not deemed acceptable as the SA2 CR was agreed for Rel-10, so the delay should be minimized.
2. Actions:
To CT4 group.

CT4 is kindly asked to discuss the feasibility of the approach taken in the CRs as described above and make the result known in an LS to SA and SA3 from their August meeting if positive. If CT4 can reach no agreement in their August meeting, or the result is negative, then a reply LS to SA3 is deemed sufficient. 
3. Date of Next SA3 Meetings:

	Meeting
	Dates
	Location
	Country

	3GPPSA3#65
	7 - 11 Nov 2011
	San Diego
	USA

	3GPPSA3#66
	6 - 10 Feb 2012
	TBD
	TBD


