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1. Overall Description
SA3 informs CT4 in their LS (S3-110807) that SA3 has conditionally agreed the 33.402 CRs "Authentication with external networks over S2b" in S3-110805 (Rel-10) and S3-110806 (Rel-11 mirror), which describe external authentication when PMIP or GTP signalling is used in the EPC. The 33.402 CRs are aimed to provide the security mechanism for private network access as defined by SA2 in TS 23.402. The condition for final approval of the 33.402 CRs is that CT4 agrees in their August meeting that the approach taken in the CRs is feasible.

SA3 notes that the 33.402 CRs contain a variant where Proxy Mobile IP (PMIP) is used between the ePDG and the PGW and that there is no equivalent for PMIP use in TS 33.234. The issues SA3 asks CT4 to confirm is how to carry multiple EAP exchanges over PMIP, GTP and how to carry EAP information in subsequent PMIP and GTP messages. 

CT4 has now discussed the matter and would like to inform SA3 and other groups about the conclusions reached.

2. CT4 guidance

EAP information in PMIP signalling 

CT4 has agreed a CR to 29.275 (C4-11xyz1), which specifies Authentication with external networks over PMIP S2b. 
According to the 29.275 CR the EAP information is included in the PMIP messages PBU and PBA using....
EAP information in GTP signalling

CT4 has agreed a CR to 29.274 (C4-11xyz2), which specifies Authentication with external networks over GTP S2b. 
According to the 29.274 CR the EAP information is included in the GTP Create Session Request / Response messages and Modify Bearer Request and Modify Bearer Response messages using the parameter…
Subsequent PMIP signalling to carry additional EAP information exchanges

CT4 has studied the signalling descriptions in the conditionally agreed TS 33.402 CRs shared by SA3 and concluded the following:

· The first PBU/PBA exchange in Step 15 of  Figure 6.x.2-1 in S3-110805 contains the initial part of  EAP information and can contain a relatively short Lifetime, because the ePDG should not wait too long for the UE to deliver additional EAP parameters (in IKEv2 signalling). If the ePDG does not receive additional EAP parameters from the UE in time the PMIP connection should hence be released.
· The second PBU/PBA exchange in Step 21 of Figure 6.x.2-1 (and possible subsequent messages) can be sent by MAG in order to extend the lifetime of the PMIP connection. The second PBU/PBA message exchange contains subsequent EAP information. 
This kind of sequential PBU/PBA message sending is inherent to PMIP and there is no additional impact on Stage 3 PMIP specifications, other than the agreed TS 29.275 CR, in order to support authentication with external networks as described in 33.402.

Subsequent GTP signalling to carry additional EAP information exchanges

According to the TS 33.402 CRs the initial EAP information exchange is carried in the GTP Create Session Request and Create Session Response messages. The subsequent EAP messages are carried in GTP Modify Bearer Request and Modify Bearer Response messages. 

CT4 confirms that the described solution is feasible from GTP point of view and that there is no further impact on the GTP Stage 3 specification 29.274 in addition to the agreed 29.274 CR.

2. CT4 conclusion
CT4 has agreed the following CRs related to this matter:

· (C4-11xyz1): Title

· (C4-11xyz2): Title.
CT4 also confirms that the signalling described in the conditionally agreed SA3 CRs S3-110805 (Rel-10) and 
S3-110806 (Rel-11 mirror) is feasible from CT4 point of view.

It is hence concluded that from CT4 point of view there is no obstacle to approve the CRs on this matter in TSG-CT and TSG-SA. 

2. Actions:

To: TSG-CT, CT1, TSG-SA, SA2, SA3
ACTION: 
CT4 kindly requests TSG-CT, CT1, TSG-SA, SA2, SA3 groups to take this CT4 guidance and conclusion in account when dealing with the CT and SA related CRs specifying authentication with external networks over S2b.
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