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1. Introduction
3GPP TS 29.275 "PMIPv6 based Mobility and Tunnelling" specifies that PMIPv6 may be used in 3GPP networks across S2a, S2b and S5/S8 interfaces. This paper addresses interworking problems for PMIPv6 based control plane interfaces.

1.1

Initial, IPv6 based stack handling in Rel-8 (RFC5213)
The initial version of the PMIPv6 spec (TS 29.275v8.0.0, 2008-09) specified only one PMIPv6 stack for the control plane interfaces, which is based on IETF RFC5213 (2008-08). RFC5213 specifies PMIPv6 over IPv6/L2/L1 protocol stack. 
TS 29.303 specified that for DNS queries one of the following service parameters shall be used:

· "x-3gpp-pgw:x-s5-pmip"
· "x-3gpp-pgw:x-s8-pmip"

· "x-3gpp-pgw:x-s2a-pmip"
· "x-3gpp-pgw:x-s2b-pmip"

RFC5213 relies on IPv6 network addressing and therefore MME/SGSN/ePDG will receive the PGW/LMA's PMIPv6 capability with AAAA record. This is an important point for further discussions.

In EPC of the 3GPP access, only MME/S4-SGSN makes DNS queries, but SGW is communicating with PGW. Therefore, MME needs to inform the SGW about PGW's protocol capability. So, TS 29.274 specifies that Create Session Request (CSReq) message across S11/S4, which contains "Indication Flags" IE shall have the PT (Protocol Type) flag set to 1 that indicates PMIPv6 based S5/S8.
1.2

Additional, IPv4 stack handling to Rel-8 (draft-ietf-netlmm-pmip6-ipv4-support)
Three months later, CR0036r1 on "IPv4-UDP encapsulation option" and CR0047r2 on "Clarification on PMIPv6 Protocol Stack" introduced an additional option for the control plane PMIPv6 interfaces to TS 29.275v8.1.0 (2008-12). At that point in time IETF was far behind 3GPP developments. IETF draft on "IPv4 Support for Proxy Mobile IPv6" was in its initial state: draft-ietf-netlmm-pmip6-ipv4-support-05 (2008-09). CT4 obviously could not know in which direction the IEFT work will develop. So, interworking problem was set aside until the completion of work in IETF.
NOTE: 
Starting from TS 29.275v8.5.0 (2009-12) to the date the draft-ietf-netlmm-pmip6-ipv4-support-17 is referenced, but the final IETF version of the drafts is 18.
Therefore, starting from the initial versions of the TS 29.275, 3GPP has defined that any of the following optional PMIPv6 protocol stacks may be used across S2a, S2b and S5/S8 interfaces:

Option 1: PMIPv6 over IPv6/L2/L1 as in RFC5213 (2008-08);

Option 2: PMIPv6 over IPv4, based on "draft-ietf-netlmm-pmip6-ipv4-support":

a. PMIPv6 over IPv6/UDP/IPv4/L2/L1 for detecting a need for NAT traversal

b. PMIPv6 over IPv6/IPv4/L2/L1 if there is no need for NAT traversal.

By inspecting different versions of the "draft-ietf-netlmm-pmip6-ipv4-support" one may conclude that probing the NAT traversal may be required for inter-operator communications. The draft already in version-05 reads:
4.2.2.  Signaling Considerations

…

· The Proxy Binding Update message MUST be encapsulated in an IPv4 packet.  However, if the value of the configuration variable, UseIPv4UDPEncapForSignalingMessages, is set to 1, then the Proxy Binding Update message MUST be encapsulated in an UDP header of an IPv4 packet.

So, if a MAG in VPLMN sends PBU with UDP encapsulation to an LMA in HPLMN, then the LMA shall be able to process the message.

CR0036r1, which introduced an additional IPv4 based stack has imposed some DNS and S11/S4 implications. 

The "draft-ietf-netlmm-pmip6-ipv4-support" relies on IPv4 network addressing and therefore MME/SGSN/ePDG will receive the PGW/LMA's PMIPv6 capability with A record. That's how the same service parameter (e.g. "x-3gpp-pgw:x-s5-pmip") can be used by MME/SGSN/ePDG for obtaining both RFC5213 and "draft" indications.
TS 29.274 however was not enhanced. The only one PT flag obviously cannot indicate two PMIPv6 flavors. So, either of the following could resolve this problem if both the SGW and PGW support both PMIPv6 stacks: 
· Either it shall be an MME/S4-SGSN that decides which of these stacks SGW and PGW shall use. This is apparently not a very flexible approach, but it is a working solution. In practice this means that MME/S4-SGSN shall put either IPv4 or IPv6 address (not both) into the "PGW S5/S8 Address for Control Plane or PMIP" when sending a CSReq message to the SGW;
· Or, an MME/S4-SGSN shall put both IPv4 and IPv6 address into the "PGW S5/S8 Address for Control Plane or PMIP" when sending a CSReq message to the SGW. This will become an indirect indication that PGW supports both RFC5213 and "draft-ietf-netlmm-pmip6-ipv4-support";
· Or, when sending a CSReq message, an MME/S4-SGSN shall inform the SGW about PGW's PMIPv6 capability with some new IE, or some new flags. This option however cannot be applied to Rel-8 anymore.

CR0036r1 has introduced two important limitations:

· In an A type DNS queries service parameter "x-3gpp-pgw:x-sX-pmip" is reserved for "draft-ietf-netlmm-pmip6-ipv4-support".
· In a CSReq message to SGW, the PT=1 value is reserved for indicating either RFC5213, or "draft-ietf-netlmm-pmip6-ipv4-support" usage across S5/S8.
1.3

Introduction of another IPv4 stack to Rel-9 (RFC5844)
In May 2010 IETF finalized draft-ietf-netlmm-pmip6-ipv4-support-18 (2010-02) and published it as IETF RFC5844, which adds yet another option to the PMIPv6 stack:

Option 3: PMIPv6 over UDP/IPv4/L2/L1 as in RFC5844 (2010-05).

This 3-rd option was introduced to 3GPP Rel-9 PMIPv6 spec, TS 29.275v9.3.0 (2010-09), by CR0171 on "PMIPv6 Reference Update" (see C4-102104/CP-100457).

It is important to highlight, that the CR0171 did not address backward compatibility implications. The Reason for Change reads:
· The IETF drafts “IPv4 Support for Proxy Mobile IPv6”, “Binding Revocation for IPv6 Mobility”, “GRE Key Option for Proxy IPv6”, “Heartbeat Mechanism for Proxy Mobile IPv6” have been published as RFC recently. So the corresponding reference in 3GPP TS 29.275 should be updated. The LMA allocates an IPv6 prefix to the UE instead of IPv6 address. The statement of IPv6 prefix allocation by LMA is not correct when a PCO with value IPv4 Address Allocation via DHCPv4 is present in the PBU (5.1.3).
CR0171 was drafted as a simple update of the IETF references and, unfortunately, CT4 has clearly overlooked the implications on the PMIPv6 stack implementations. CT4 however has quickly identified the problem and CR0185 (C4-110513) kicked off the discussion in 2011-02, which is still ongoing. That is, the problem is still unresolved.
Anyway, as the result of the above developments, the latest Rel-9 spec (TS 29.275v9.5.0, 2011-06) currently reads:
4.2
PMIPv6 protocol stacks

Protocol stacks for PMIPv6 are depicted in Figure 4.2-1. The MAG functions are defined in 3GPP TS 23.402 [3], e. g., relaying DHCPv4/DHCPv6 packets between the UE and the DHCP server, forwarding the payload packets between the UE and the LMA.
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Figure 4.2-1: Protocols stacks for PMIP

The Control Plane A is for PMIPv6 signals transported over IPv4, and the Control Plane B is for PMIPv6 signals transported over IPv6. When IPv4 transport is used, UDP encapsulation may be used as described in  IETF RFC 5844 [5].
2. Problem
CR0171, which introduced an additional IPv4 based stack, the RFC5844, has imposed severe backward compatibility to  DNS and S11/S4 interfaces (see the above section 1.2):

· In an A type DNS queries service parameter, e.g. "x-3gpp-pgw:x-s5-pmip" is reserved for "draft-ietf-netlmm-pmip6-ipv4-support" and therefore DNS has no way to indicate RFC5844 to MME/S4-SGSN/ePDG.
· In a CSReq message to SGW if the PT=1 is reserved for indicating "draft-ietf-netlmm-pmip6-ipv4-support" usage across S5/S8 and therefore MME/S4-SGSN has no way to indicate RFC5844 to SGW.
3. Solution discussion and conclusions
In order to resolve the problem across PMIPv6 based S2a/S2b interfaces for the chained PMIP-based S8-S2a, it is proposed that the SGW, which acts as an LMA across S2a/b and as a MAG across S8, decides which protocol variant should be used across S8. Therefore the SGW (LMA/S2a/b) should be informed which PMIPv6 stack(s) the selected LMA/PGW(s) supports. The following changes look necessary in order to support the chained scenario:

· PMIPv6 protocol stack options should be explicitly documented in TS 29.275. In order to provide for interoperability during the migration from 3GPP Rel-8 to Rel-9, in addition to RFC5844 a Rel-9 MAG should also support "draft-ietf-netlmm-pmip6-ipv4-support" option. This would require respective amendments to 3GPP Rel-9 TS 29.275.

· DNS procedures should be enhanced with differentiating RFC5844 vs. "draft-ietf-netlmm-pmip6-ipv4-support" stack options. In order to discover suitable SGW and PGW, an MME needs to query DNS. Therefore, DNS should be provisioned with the LMA's PMIPv6 stack capability info. This would require respective amendments to 3GPP Rel-9 TS 23.003 and TS 29.303.

· MME should provide MAG/SGW with LMA's PMIPv6 stack capability info. After MME queries DNS, the MME sends a GTPv2 Create Session Request message to the MAG/SGW. The message should be enhanced to convey LMA's PMIPv6 stack capability info. This would require respective amendments to 3GPP Rel-9 TS 29.274.
In order to resolve the problem across PMIPv6 based S2a/S2b interfaces for the chained PMIP-based S8-S2a, an SGW (which acts as an LMA across S2a/b and as a MAG across S8) should be informed which PMIPv6 stack(s) the selected LMA/PGW(s) support. Therefore, the following changes look necessary:

· PMIPv6 protocol stack options should be explicitly documented in TS 29.275. This is the same as for the PMIPv6 based S5/S8.

· DNS procedures should be enhanced with differentiating PMIPv6 stack options for the S8-S2a/b chained procedures. This is similar to the PMIPv6 based S5/S8. Note that TS 23.402 reads that in addition to DNS, an S2a/b MAG needs to also query 3GPP AAA Proxy (ultimately, 3GPP HSS via AAA Server). Therefore, DNS should be provisioned with the LMA's PMIPv6 stack capability info. This would require respective amendments to 3GPP Rel-9 TS 23.003 and TS 29.303.

· During the S8-S2a/b chained procedures, S2a/b MAG should provide an SGW with PGW's PMIPv6 stack capability info. After S2a/b MAG discovers PGW, the S2a/b MAG sends a PMIPv6 PBU message to the SGW. The message should be enhanced to convey PGW's PMIPv6 stack capability info. This would require respective amendments to 3GPP Rel-9 TS 29.275.

4. Proposal

It is proposed to agree with the following provisions for necessary 3GPP Rel-9 CRs:
1. A PMIPv6 entity that supports RFC 5213 is identified across e.g. S8 interface by service parameter "x-3gpp-pgw:x-s8-pmip" and this comes with an 'AAAA' type of record (IPv6 address).

2. A PMIPv6 entity that supports "draft-ietf-netlmm-pmip6-ipv4-support" is identified across e.g. S8 interface by service parameter "x-3gpp-pgw:x-s8-pmip" and this comes with an 'A' type of record (IPv4 address).

3. A PMIPv6 entity that supports RFC 5844 currently cannot be identified across e.g. S8 interface by any of the service parameters that come with an 'A' type of record (IPv4 address). So, there is a need tom introduce a new set of service parameters, like "x-3gpp-pgw:x-s8-rfc5844".

4. Based on the above, there is a need to add respective indication(s) to GTPv2 Create Session Request from MME to SGW and also for the chained S8-S2a/b scenario to PMIPv6 Proxy Binding Update from ePDG to SGW.
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