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	Clause 7.8 of TS 29.274 currently allows a GTP-C entity, upon detecting a path failure, to delete the PDN connections / PDP contexts associated with the failed path. The requirements are too vague and prone to erroneous implementations.

Deleting the PDN connections / PDP contexts associated with a path in failure presents the following undesirable effects: 

1. This may affect end user services by abruptly releasing active PDN connections or by preventing mobile terminating services to be delivered to the user until the UE gets re-attached to the network (e.g. via a periodic TAU/RAU procedure), e.g. if an SGW deletes PDN connections when detecting a path failure over S11/S4 or e.g. if the MME/S4-SGSN deletes PDN connections when detecting a path failure towards the ISR associated node.

2. This requires important signalling in the entire network to restore those connections. 

3. This contradicts/defeats the principles of the procedures agreed in Rel-10 for MME/SGSN restoration procedures (see network triggered service restoration in 3GPP TS 23.007) where an SGW maintains S5/S8 bearers eligible for the network triggered restoration procedure and send Downlink Data Notification msg to any MME/S4-SGSN in the pool upon being aware that the MME/S4-SGSN has failed and not restarted.

During CT4#53, CT4 agreed to: 

· specify the path failure handling in TS 23.007 for GTP-U, GTP-C and PMIP, rather than specifying procedures in TS 29.281, TS 29.274 and TS 29.275. 

· introduce a new option recommending to maintain the PDP connection along the principles proposed in C4-111170 and C4-111171, while also keeping the current procedure (that allows to immediately release the PDP connections / PDP contexts) as the default mechanism (that can be used e.g. for PDN connections not eligible for network initiated service restoration). 
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	Add a new subclause specifying signalling path failure detection and handling. 

Upon detecting a path failure, the network node should notify the failure via the Operation and Maintenance system and may either: 

-
delete the PDN connections or PDP contexts associated with this peer's IP address (as per existing requirements); or

-
maintain the PDN connections or PDP contexts associated with the peer's IP address. 
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* * * First Change * * * *

1.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary of 3GPP Specifications ".

[2]
Void 

[3]
Void 

[4]
3GPP TS 23.040: "Technical realisation of SMS Point to Point".

[5]
3GPP TS 23.060: "General Packet Radio Service (GPRS) Service description; Stage 2".

[6]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[7]
3GPP TS 29.018:"Serving GPRS Support Node (SGSN) - Visitors Location Register (VLR); Gs interface layer 3 specification".

[8]
3GPP TS 29.060: "GPRS Tunneling Protocol (GTP) across the Gn and Gp Interface".

[9]
3GPP TS  43. 005: "Digital cellular telecommunication system: Technical performance objectives".

[10]
3GPP TS 23.071: "Digital cellular telecommunications system; Location Services (LCS); Functional Description; Stage 2".

[11]
Void

[12]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[13]
3GPP TS 29.274: " Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[14]
3GPP TS 29.118:"Mobility Management Entity (MME) – Visitor Location Register (VLR) SGs interface specification".
[15]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for  Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[16]
3GPP TS 29.275: "Proxy Mobile IPv6 Mobility and Tunneling Protocols".

[17]
3GPP TS 29.281: "GPRS Tunneling Protocol User Plane (GTPv1-U)". 

[18]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".
[19]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".
[20]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".
[21]
3GPP TS 29.213: "Policy and Charging Control signalling flows and QoS parameter mapping ".
[xx]
IETF RFC 5847: "Heartbeat Mechanism for Proxy Mobile IPv6".
* * * Next Change * * * *

20
Path management procedures
20.x
General

This clause specifies path management procedures for GTP-C based and PMIP based interfaces. For GTP based interfaces, Echo Request / Response procedure is used. The usage depends on the GTP-C version in the following way: 
-
GTPv1-C entity may periodically send an Echo Request message as specified in 3GPP TS 29.060 [8]. 

-
GTPv2 entity shall probe the liveliness of each peer with which it is in contact by sending an Echo Request messages (see TS 29.274 [13]). When and how often a GTPv2 Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. This does not prevent resending an Echo Request with the same sequence number according to the T3-RESPONSE timer.

It is recommended that GTPv2 Echo Request should be sent only when a GTP-C entity has not received any GTP response message for a previously sent request message on the GTP-C path for an implementation dependent period of time.
A GTP-C entity (both GTPv1-C and GTPv2) shall be prepared to receive an Echo Request message at any time and it shall reply with an Echo Response message.
For the PMIP based S5/S8 interface, the SGW and PGW shall detect respectively a peer  PGW and SGW as currently unavailable by sending a series of PMIPv6 Heartbeat Request messages, and not receiving within a period of time respectively a PMIPv6 Heartbeat Response message (see 3GPP TS 29.275 [16]).
20.y
Signalling path failure detection and handling
20.y.1
General
GTP-C entities shall support detection of path failure by using Echo Request / Echo Response messages in the following way. A peer's IP address specific counter shall be reset each time an Echo Response message is received from that peer's IP address and incremented when the T3-RESPONSE timer expires for an Echo Request message sent to that peer's IP address. The path shall be considered to be down if the counter exceeds N3-REQUESTS. 
PMIP entities shall support detection of path failure as specified for Failure Detection in IETF RFC 5847 [xx].
Upon detecting a path failure, the network node should notify the failure via the Operation and Maintenance system and may either: 

-
delete the PDN connections (EPS bearer contexts) or PDP contexts associated with this peer's IP address; or
-
maintain the PDN connections (EPS bearer contexts) or PDP contexts associated with the peer's IP address during an operator configurable maximum path failure duration. The network node shall delete the maintained resources if the path is still down when this duration expires.
NOTE 1:
During transient path failures (e.g. path failures not exceeding few minutes at most), maintaining the EPS bearer contexts or PDP contexts associated with the peer's IP address enables the delivery of end user services (when the path is reestablished again) and also avoids unnecessary signalling in the network for restoring those connections.
NOTE 2:
It is not intended to maintain PDN connections during long path failures (e.g. exceeding few minutes at most) as this would imply undesirable effects like undue charging.
The following subclauses specify further specific network element requirements. 
20.y.2
SGW functionality
It is optional for the SGW to maintain the S5/S8 bearer contexts when the SGW detects a path failure to the MME/S4-SGSN (see subclause 20.y.1). However upon detecting a path failure, an SGW that supports the network triggered service restoration procedure (see clause 25) should maintain the S5/S8 bearer contexts eligible for network initiated service restoration and proceed with the network triggered service restoration procedure with the following modifications: 
- 
an SGW may or may not send the Downlink Data Notification message to the MME/SGSN across the failed path (in the conditions defined in subclause 25.2.2 to send a Downlink Data Notification message);

-
if the path to the MME/S4-SGSN is down for a duration exceeding the maximum path failure duration and if there is no alternative reachable MME/S4-SGSN in the same pool, the SGW should locally delete the maintained PDN connections associated with the failed path. 
* * * Next Change * * * *

25.2
Network triggered service restoration procedure without ISR
25.2.1
General
The following requirements shall apply if the MME or S4-SGSN and the SGW support this feature.

If an SGW detects that an MME or S4-SGSN has restarted (see clause 18 "GTP-C based restart procedures"), instead of removing all the resources associated with the peer node, the SGW shall maintain the PDN connection table data and MM bearer contexts for some specific S5/S8 bearer contexts eligible for network initiated service restoration, and initiate the deletion of the resources associated with all the other S5/S8 bearers. 

NOTE 1:
This enables the SGW to still receive downlink user plane or control plane data from the PGW or from a PCRF (PMIP based S5/S8) for the maintained S5/S8 bearers.
The S5/S8 bearers eligible for network initiated service restoration are determined by the SGW based on operator's policy e.g. based on the QCI and/or ARP and/or APN.

If at least one S5/S8 bearer needs to be maintained, the SGW shall also start a timer controlling the maximum duration during which those bearers shall be maintained. There is one operator configurable timer per SGW. The timer value may be equal to the periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [19] or the periodic routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [20]. This timer ensures that the S5/S8 bearers eligible for network initiated service restoration are maintained until the corresponding UE reattaches to the network. If the timer expires, the maintained resources shall be locally deleted assuming that the corresponding UE might have reattached to the network via a different SGW.
The SGW shall not release the default bearer of a PDN connection for which one or more dedicated bearers are maintained. Any downlink user plane or control plane packet received on a default bearer which is not eligible for network initiated service restoration but which is maintained for dedicated bearer(s) eligible for such procedure shall be silently discarded by the SGW.
When releasing the maintained S5/S8 bearers, the SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages to clear the resources in the PCRF or GTP/PMIP messages to release the corresponding PDN connection in the PGW).
If the SGW receives a Create Session Request message for a UE for which some S5/S8 bearers are maintained, the SGW shall delete all the bearers for this UE and proceed with the Create Session Request message handling as specified in 3GPP TS 29.274 [13].
25.2.2
SGW procedure
Upon receipt of the first downlink user plane or control plane packet on a maintained S5/S8 bearer or PCC signalling from PCRF, the SGW shall immediately send a Downlink Data Notification message including the IMSI to the respective MME or S4-SGSN. In addition, depending on the received downlink packet type the SGW shall proceed as follows:
· if the received downlink packet contains user plane data, the SGW shall silently discard it but the SGW shall continue maintaining the corresponding bearers. If the SGW receives another downlink user plane packet for an ARP value other than the ARP included in the Downlink Data Notification sent before, it shall proceed as specified in subclause 5.3.4.3 "Network Triggered Service Request" of 3GPP TS 23.401 [15] with the exception that the packet shall be discarded by the SGW. 
· For the S5/S8 GTP case:
-
if the received downlink packet contains a control plane message other than a Delete Bearer Request message then the SGW may reject the message and shall continue maintaining the corresponding bearers.

-
if the received downlink packet contains the Delete Bearer Request message, the SGW shall accept the message, and shall release the corresponding S5/S8 bearer(s) immediately.
· For the S5/S8 PMIP case:
· if the received packet contains a control plane message other than the message of the Gateway Control and QoS Rules Provision procedure as specified in 3GPP TS 29.213 clause 4.4.3 [21] which results in the SGW to decide to deactivate an existing dedicated bearer, then the SGW may reject the message and shall continue maintaining the corresponding bearers.
· if the received downlink packet contains the message of the Gateway Control and QoS Rules Provision procedure as specified in 3GPP TS 29.213 clause 4.4.3 [21] which results in the SGW to decide to deactivate an existing dedicated bearer, the SGW shall accept the message, and shall release the corresponding S5/S8 bearer(s) immediately.
The SGW may send the Downlink Data Notification message to another MME or S4-SGSN located in the same pool as the failed node if the SGW can not send it to the failed MME or S4-SGSN (e.g. because it did not restart). It is an implementation/deployment matter how an SGW becomes aware that an MME/S4-SGSN has failed and has not restarted.
25.2.3
MME/SGSN procedure 
Upon receipt of a Downlink Data Notification message including the IMSI, the MME or S4-SGSN shall respond to the SGW with a Downlink Data Notification Acknowledge message and should page and force the UE to re-attach to the network. The paging area and subscriber's identity i.e. IMSI or S-TMSI/P-TMSI used during the paging procedure is implementation dependent. 
NOTE 2:
Upon receiving a page message with 
- the IMSI, the UE starts the reattach procedure as specified in subclause 5.6.2.2.2 of 3GPP TS 24.301 [19] and subclause 4.7.9.1.2 of 3GPP TS 24.008 [20];  
- the S-TMSI, the UE starts the service request procedure which is rejected by the MME with Cause #10 – Implicitly detached; the UE then re-attaches to the network as specified in subclause 5.6.2.2.1 of 3GPP TS 24.301 [19]; 
- the P-TMSI, in case of Iu mode, the UE starts the service request procedure which is rejected by the S4-SGSN with Cause #10 – Implicitly detached; the UE then re-attaches as specified in subclauses 4.7.9.1.1 and 4.7.13 of 3GPP TS 24.008 [20];
- the P-TMSI, in case of A/Gb mode, the UE sends any LLC frame and subsequently re-attaches to the network as specified in subclause 8.1.4 of 3GPP TS 23.060 [5].
NOTE 3:
Paging in the MME or S4-SGSN serving area will cause excessive use of radio resources. How to reduce the paging area is implementation dependent.
 NOTE 4:
It is the responsibility of the MME/S4 SGSN to avoid unnecessary IMSI Paging.
The MME or S4-SGSN may request the SGW to immediately release the maintained S5/S8 bearers by sending the "Downlink Data Notification Acknowledge" message or a "Downlink Data Notification Failure Indication" message with the specific cause "UE already re-attached", e.g. if the UE has already re-attached to the network. The Downlink Data Notification Acknowledge and Downlink Data Notification Failure Indication shall include the IMSI to identify the UE context in the SGW.
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