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[3]
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[5]
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[9]
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[11]
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[12]
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[16]
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[17]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[18]
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[19]
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[20]
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[21]
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[22]
3GPP TS 23.003: "Numbering, addressing and identification".

[23]
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[24]
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[25]
GSMA PRD IR.61: "WLAN Roaming Guidelines".

[26]
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[27]
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[28]
IETF RFC 4186: "Extensible Authentication Protocol Method for GSM Subscriber Identity Modules (EAP-SIM)" .

[29]
IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".

[30]
IETF RFC 4849: "RADIUS Filter Rule Attribute".

[31]
3GPP TS 23.141: "Presence Service; Architecture and functional description".
[32]
3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging applications".

[33]
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[35]
IETF RFC 5777: "Quality of Service Attributes for Diameter".
[36]
IETF RFC 5729: "Clarifications on the Routing of Diameter Requests Based on the Username and the Realm".
* * * Next Change * * * *
4.4.1
RADIUS based Information Elements Contents
Table 4.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user as defined in 3GPP TS 23.003 [22]. 
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address
NAS-IPv6 Address

	Operator Name
	Hot Spot Operator Name as defined in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Operator-Name

	Location Information
	This Attribute contains meta-data about the location information, such as sighting time, time-to-live, location-determination method, etc, as defined in IETF RFC5580 [16]. It also indicates the type of location profile (civic or geospatial) contained in the Location-Data Attribute.
	Mandatory
	NA
	NA
	NA
	Location-information

	Location Data
	This Attribute contains the civic or geospatial location of the hotspot operator as defined in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Location-Data

	Basic Location Policy Rules
	This Attribute contains basic policy rules for controlling the distribution of location information as defined in IETF RFC 5580 [16], e.g. retention expiry, URI of human-readable privacy instructions.
	Optional
	Optional
	NA
	Optional
	Basic-Location-Policy-Rules

	Extended Location Policy Rules
	This Attribute contains a URI that indicates where a richer set of policy rules for controlling the distribution of location information can be found as defined in IETF RFC 5580 [16].
	Optional
	Optional
	NA
	Optional
	Extended-Location-Policy-Rules

	Location Capable
	This Attribute allows the RADIUS client to indicate support for the functionality specified in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Location-Capable

	Requested Location Info
	This Attribute allows the 3GPP AAA server to indicate which location information about which entity it wants to receive as specified in IETF RFC 5580 [16].
	NA
	Optional
	NA
	Optional
	Requested-Location-Info

	Error Cause
	The 3GPP AAA server shall include this attribute with a value of "Location-Info-Required" if it did not receive the requested location information as specified in IETF RFC 5580 [16]..
	NA
	NA
	Optional
	NA
	Error-Cause

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + 3GPP AAA Server Host AVP + prefix "Diameter"
	This attribute is relayed from the 3GPP AAA Proxy to the WLAN-AN when the 3GPP AAA Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests.
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix "Diameter"
	This attribute is sent by 3GPP AAA Proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	State Information
	A 3GPP AAA Server using RADIUS may include this attribute in Access Challenges.  If the Radius Client in WLAN-AN receives such an attribute, it shall be present in Access-Request that is sent in response to the Access-Challenge. This IE is used when no Diameter-RADIUS translation takes place. 
	Conditional
	NA
	NA
	Optional
	State

	Session ID
	A 3GPP AAA Server using RADIUS shall include this attribute to facilitate charging correlation between accounting and authorization messaging. If the Radius Client in WLAN-AN receives it, it shall be included in subsequent accounting messages. This IE is used when no Diameter-RADIUS translation takes place.
	NA
	Conditional
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling Station ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN and/or the IMSI of the user. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Filter ID
	This IE indicates the name of the filter list for the user. 

Filter ID IE and NAS Filter Rule IE should not be used simultaneously in a same RADIUS message.
	NA
	Optional
	NA
	NA
	Filter-Id

	NAS Filter Rule
	This IE enables the provisioning of Layer 2-4/7 filter and redirection rules on the NAS by 3GPP AAA Server/Proxy. More detailed description of the IE can be found in IETF RFC 4849 [30].
	NA
	Optional
	NA
	NA
	NAS-Filter-Rule

	Tunnel Type
	This IE contains the used tunnelling protocol.
	NA
	Optional
	NA
	NA
	Tunnel-Type

	Tunnel Medium Type
	This IE contains the transport medium to use when creating a tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Medium-Type

	Tunnel Private Group Id
	This IE indicates the group ID for a particular tunneled session.
	NA
	Optional
	NA
	NA
	Tunnel-Private-Group-Id

	Tunnel Client Endpoint
	This IE indicates the address of the client end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Client-Endpoint

	Tunnel Server Endpoint
	This Attribute indicates the address of the server end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Server-Endpoint

	Supported 3GPP WLAN QoS Profile
	If the WLAN AN supports QoS mechanisms, this attribute may be used to indicate the supported WLAN AN’s QoS capabilities.
	Optional
	NA
	NA
	NA
	QoS-Filter-Support

	3GPP WLAN QoS profile
	If the WLAN AN supports QoS mechanisms, 
this IE may be present in the reponse. In that case, this IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, WLAN AN’s QoS capabilities and other information, e.g. operators’ policies.

	NA
	Optional
	NA
	NA
	QoS-Filter-Rule


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
* * * Next Change * * * *
5.3.1.1
Conversion of RADIUS Request to Diameter Request

When receiving a RADIUS Request on the Wa  reference point, the 3GPP AAA Proxy Translation Agent shall translate it into a Diameter Request to be forwarded on the Wd reference point, as described in IETF RFC 4005 [12].

If the RADIUS Request contains EAP frames, additional actions described in IETF RFC 4072 [8] are taken by the Translation Agent to convert this into a Diameter Request containing EAP frames. Typically, RADIUS Access Request command is translated into Diameter-EAP-Request command.

If the RADIUS Request contains the QoS-Filter-Support attribute indicating support of the QoS-Filter-Rule attribute in the WLAN AN, the 3GPP AAA Proxy Translation Agent shall translate it into a Diameter QoS-Capability AVP indicating support of the QoS-Resources AVP.
* * * Next Change * * * *
5.3.1.2
Conversion of Diameter Response to RADIUS Response

When receiving a Diameter Response on the Wd reference point, if the WLAN AN supports only RADIUS based Wa reference point, the 3GPP AAA Proxy Translation Agent shall translate it into a RADIUS Response to be forwarded on the Wa reference point, as described in IETF RFC 4005 [12].

If the Diameter Response contains EAP frames, additional actions described in IETF RFC 4072 [8] are taken by the Translation Agent to convert this into a RADIUS Response containing EAP frames. Typically, Diameter-EAP-Answer command is translated into RADIUS Access-Accept/Reject/Challenge command.

If the Diameter Response contains the QoS-Resources AVP, the 3GPP AAA Proxy Translation Agent shall translate it into a RADIUS QoS-Filter-Rule attribute. If  the 3GPP AAA Server determines that the WLAN AN is RADIUS based (see section 5.3.1.3), it shall construct the Diameter QoS-Resources AVP such that it can be translated into a RADIUS QoS-Filter-Rule attribute.
* * * Next Change * * * *
5.5.4
RADIUS based Information Elements Contents for Authentication and Authorization

Table 5.5.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA

	NAS-IP Address 

NAS-IPv6-Address

	USER ID
	This Attribute indicates the identity of the user to be authenticated. More detailed description of the IE can be found in IETF RFC 3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	Operator Name
	Hot Spot Operator Name as defined in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Operator-Name

	Location Information
	This Attribute contains meta-data about the location information, such as sighting time, time-to-live, location-determination method, etc, as defined in IETF RFC5580 [16]. It also indicates the type of location profile (civic or geospatial) contained in the Location-Data Attribute.
	Mandatory
	NA
	NA
	NA
	Location-information

	Location Data
	This Attribute contains the civic or geospatial location of the hotspot operator as defined in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Location-Data

	Basic Location Policy Rules
	This Attribute contains basic policy rules for controlling the distribution of location information as defined in IETF RFC 5580 [16], e.g. retention expiry, URI of human-readable privacy instructions.
	Optional
	Optional
	NA
	Optional
	Basic-Location-Policy-Rules

	Extended Location Policy Rules
	This Attribute contains a URI that indicates where a richer set of policy rules for controlling the distribution of location information can be found as defined in IETF RFC 5580 [16].
	Optional
	Optional
	NA
	Optional
	Extended-Location-Policy-Rules

	Location Capable
	This Attribute allows the RADIUS client to indicate support for the functionality specified in IETF RFC 5580 [16].
	Mandatory
	NA
	NA
	NA
	Location-Capable

	Requested Location Info
	This Attribute allows the RADIUS server to indicate which location information about which entity it wants to receive as specified in IETF RFC 5580 [16].
	NA
	Optional
	NA
	Optional
	Requested-Location-Info

	Error Cause
	The 3GPP AAA Proxy shall include this attribute with a value of "Location-Info-Required" if it did not receive the requested location information as specified in IETF RFC 5580 [16].
	NA
	NA
	Optional
	NA
	Error-Cause

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	 State information
	This attribute may be sent by the 3GPP AAA server to the WLAN-AN . If the RADIUS client in the WLAN-AN receives such an attribute, it shall be included in subsequent Access Requests.
	Conditional
	NA
	NA
	Optional
	State

	 Session ID
	This attribute is sent by 3GPP AAA server to the visited network. If the RADIUS client in the WLAN-AN receives it, it should be included in subsequent accounting messages.
	NA
	Mandatory
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message-Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling-Station-ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN and/or the IMSI of the use. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Visited Operator Identity
	Identifies the VPLMN as specified in GSMA PRD IR.61 [25]
	Mandatory
	NA
	NA
	NA
	Vendor-Specific (Visited-Operator-Id)



	Supported 3GPP WLAN QoS Profile
	If the WLAN AN supports QoS mechanisms, this attribute may be used to indicate the supported WLAN AN’s QoS capabilities.
	Optional
	NA
	NA
	NA
	QoS-Filter-Support

	3GPP WLAN QoS profile
	If the WLAN AN supports QoS mechanisms, 
this IE may be present in the reponse. In that case, this IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, WLAN AN’s QoS capabilities and other information, e.g. operators’ policies.

	NA
	Optional
	NA
	NA
	QoS-Filter-Rule

	NAS Filter Rule
	This IE enables the provisioning of Layer 2-4/7 filter and redirection rules on the NAS by 3GPP AAA Server/Proxy. More detailed description of the IE can be found in IETF  RFC 4849 [30].
	NA
	Optional
	NA
	NA
	NAS-Filter-Rule


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wd interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wd, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).

* * * Next Change * * * *
10.1.41.
QoS-Filter-Rule
The QoS-Filter-Rule attribute contains the 3GPP WLAN QoS Profile formatted as a QoSFilterRule string as defined in RFC 4005 [12]. This 3GPP vendor-specific RADIUS attribute is only applicable on the RADIUS-based Wa and Wd reference points and is encoded as follows (as per RFC 2865 [17]).
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = n

	3 
	
	3GPP Vendor id octet 1

	4
	
	3GPP Vendor id octet 2

	5
	
	3GPP Vendor id octet 3

	6
	
	3GPP Vendor id octet 4

	7
	
	3GPP type = [a]

	8
	
	3GPP Length = (n-6)

	9-n
	
	QoSFilterRule (UTF-8 encoded characters)


* * * Next Change * * * *
10.1.x.
QoS-Filter-Support
The QoS-Filter-Support attribute is a 3GPP vendor-specific attribute only applicable on the RADIUS-based Wa and Wd reference points.It indicates whether the WLAN AN supports the QoS-Filter-Rule attribute and is encoded as follows (as per RFC 2865 [38])
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = 9

	3 
	
	3GPP Vendor id octet 1

	4
	
	3GPP Vendor id octet 2

	5
	
	3GPP Vendor id octet 3

	6
	
	3GPP Vendor id octet 4

	7
	
	3GPP type = [b]

	8
	
	3GPP Length = 3

	9
	
	Support-Indicator octet 


The following values are defined for the  Support-Indicator octet: 

0 - QoS-Filter-Rule attribute is not supported by the WLAN AN.
1 - QoS-Filter-Rule attribute is supported by the WLAN AN.
If the QoS-Filter-Support attribute  is not present in the request, the QoS-Filter-Rule attribute is not supported by the WLAN AN.

* * * End of Changes * * * *
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