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1.
Introduction

This document contains the stage 3 proposal for generic support of ECN for the H.248 protocol.
2.
Discussion

Based on the discussion on ECN during the January CT4 meeting, it is agreed that the goal is to have an H.248 package defined in ITU-T that can be utilised in 3GPP profiles. Since ITU-T has already established the work item of ECN, it would be better to work together when developing the H.248 ECN support package, to avoid the divergence at the very beginning.

For the standard approach to minimise the amount of inter-working needed, the source of this contribution would like to propose to use what is specified in the IETF ECN draft. However, as there seems to be a desire to keep a property based approach the contributor included them in the draft. In doing so, the package is designed to have a general ECN solution based on the ECN draft.
The Contributors have analysed the ECN draft <draft-ietf-avtcore-ecn-for-rtp-00> (as referenced as [IETF ECN] in this document) to see what impacts there are for interworking H.248 and ECN procedures. The ECN draft is mainly structured around four sections:

- Negotiation of the capability to use ECN with RTP/UDP/IP

- Initiation and initial verification of ECN capable transport

- Ongoing use of ECN within an RTP session

- Handling of dynamic groups through failure detection, verification and fallback

This structure provides a good basis for a baseline for the draft Recommendation and thus the Contributors propose a similar structure for the draft Recommendation. These sections are discussed in more detail below.

2.1 Negotiation of the capability to use ECN with RTP/UDP/IP

The ECN draft describes in clause 7.1 how the use of ECN is negotiated between end-points. It primarily uses the "a=ecn-capable-rtp" SDP attribute to achieve this. The Contributors believe that in the majority of cases this attribute is sufficient to indicate how a MG should operate. Thus rather than providing H.248 properties for this, the original SDP should be used. Using H.248 properties would cause the need for interworking and would need to be updated if new values are introduced. In defining new properties, new procedures would need to be defined which may lead to incompatibilities. However there is some desire for properties to simplify auditing and a binary solution. As such properties equivalent to the a=ecn-capable-rtp attribute have been provided. The values have been structured in a way to enable more efficient interworking between call/session control level SDP and the necessary H.248 signalling.

The ECN draft also introduces an Internet Connectivity Exchange (ICE) option. This option is also used between MGCs and would only be used when the MGC is aware of MG support for ECN.

2.2 Initiation and initial verification of ECN capable transport

The ECN draft describes in clause 7.2 the initiation and verification at a transport level of ECN functionality. Once the MGC has indicated sufficient information (via the Local and Remote Descriptors) to the MG, the MG shall initiate the ECN procedures as indicated in clause 7.2 / [IETF ECN]. In case of successful negotiation the MG shall then as per the section that describes ongoing use of ECN. However in the case of failure the ECN draft indicates this should be logged. The ECN draft does not discuss the MGC / MG functional split so it does not indicate which entity should log this event. The Contributors believe that this information should be provided to the MGC and thus propose an event to send this indication to the MGC. 

2.3 Ongoing use of ECN within an RTP session

The ECN draft describes in clause 7.3 the procedures for transmission of ECT-marked RTP packets, reporting ECN feedback via RTCP and responding to congestion notifications. Clause 7.3.3 of the ECN drafts provides several types of responses when RTP packets with CE marking are receivied. In order that the MGC may indicate which type of response is used a new "ECN feedback method" property is proposed. 

2.4 Handling of dynamic groups through failure detection, verification and fallback

The ECN draft describes in clause 7.4 the actions of RTP senders and receivers for detecting failures. It provides procedures for re-negotiating ECN at the transport level in order to adapt to problems. However a sender or receiver may determine that ECN should be disabled for the session. In order to do this the MGC must be notified. As such a H.248 event is needed for this and is proposed.

2.5 Topology Considerations

The ECN draft also provides information as to how the ECN procedures are affected by certain RTP topologies (defined in IETF RFC 5117). H.248 through its connection model already allows the MGC to indicate to the MG which RTP topology is in use. . For example: it can determine the difference between a point to point topology (i.e. a two Termination Context) versus a mixer (i.e. three or more Termination Context). However in some network scenarios it is harder for the MG to determine the RTP topology in use. One such scenario is the difference between point to point and translator scenarios. Therefore the Contributors propose the addition of a property that allows the MG to continue to determine the RTP topology as well as enabling the MGC to set it explicitly.

2.6 Compatibility

As indicated by the incoming liaison from 3GPP on ECN support 3GPP are working in this area. They have a set of requirements for ECN functionality. Like many 3GPP solutions these are a subset of an overall defined functionality set. The ECN IETF draft contains a full set of functionality. The proposed baseline addresses this full set. However it is also compatible with the needs of 3GPP without the need for the definition of extra 3GPP specific H.248 elements or procedures. Where additional functionality to 3GPP requirements is defined a profile may be used to indicate the set of supported values and defaults. Any additional attributes not supported by the proposed package could be defined as an extension package to a Q.3/16 defined package. 
3.
Proposal
It is proposed to agree the principle and adopt the draft H.248 package as provided below when specifying the stage 3 CRs.
Annex A
ECN for RTP-over-UDP Support Package

	
	Package Name:
	ECN for RTP-over-UDP Support Package

	
	Package ID:
	ecnrous, binary 0x???? (to be requested from IANA)

	
	Description:
	This package provides additional H.248 elements and procedures to facilitate the support of explicit congestion notification by H.248.

	
	Version:
	1

	
	Extends:
	None


A.1
Properties

{Contributor's note: The properties have been re-ordered to match the order that they have been defined in IETF ECN draft. }

A.1.1
RTP Topology

{Contributor's note: It is proposed to use this rather than the ECN Control property. As previously discussed the property could be profiled by 3GPP to support "Topo-Translator" in order to transparently pass packets. The rest of the parameters can support a more general usage.}

Property Name:

RTP Topology

PropertyID: 


rtptopo, (0x0001)

Description: 


This property indicates which RTP topology (as defined by [IETF RFC 5117]) that the Stream that has ECN applied is operating in. The topology in use has impacts on the ECN behaviour. For these impacts see clause 3.2 / [IETF ECN]. 

Type: 




Enumeration

Possible values:

MG 
(0x0000) 
MG Determined

PP
(0x0001)
Topo-Point-to-Point

MC
(0x0002)
Topo-Multicast

TR
(0x0003)
Topo-Translator

MX
(0x0004)
Topo-Mixer

VS
(0x0005)
Topo-Video-Switch-MCU

RT
(0x0006)
Topo-RTCP-terminating-MCU

TA
(0x0007) 
Topo-Asymmetric

B2B
(0x0008)
Back-to-Back RTP Endsystem

Default: 



MG

Defined in: 


LocalControl 

Characteristics: 
          Read/Write

A.1.2
Response Method to either Congestion Notifications from remote side or local Congestion Detections

{Contributor's note: It is proposed to use this enhanced "ECN Feedback Method" property. For a general solution the 3GPP property need enhancement in a number of aspects:

1. In its current state of description the ECN feedback method is 3GPP focussed. For a more specific solution related to the terminology of ECN it is proposed to use the descriptions provided in the ECN draft in section 7.3.3. Therefore "RDCC" would be equivalent to "ASAR". A 3GPP profile description could provide more information on application specific usage. 

2. As asymmetry of ECN sessions has been established this property is proposed for Local and Remote.

Property Name:

ECN feedback method

PropertyID: 


ecnfeedback, (0x0002)

Description: 

When RTP packets are received with ECN-CE marks, the sender and/or  receivers MUST react with congestion control as-if those packets had  been lost. However there are different control methods which a MG could use. This property allows the MGC to request different types of control. These types are defined in clause 7.3.3 / [IETF ECN].

Type: 




Enumeration

Possible values:

"SDCC"  (0x0001)
Sender Driven Congestion Control.

"RDCC" (0x0002) 
Receiver Driven Congestion Control.

"Hybrid" (0x0003)
A hybrid mechanism.

Default: 



Provisioned.

Defined in: 


Local/Remote

Characteristics: 
          Read/Write

A.1.3
Initiation Method

{Contributor's note: It is proposed to use this enhanced "Initiation Method" property. For a general solution the 3GPP property need enhancement in a number of aspects:

1. The ECN draft allows a list of initialisation values to be specified which may be used for SDP Offer / Answer negotiation. An MGC may select a method based on policy or the MG could choose a value. This can be achieved via property overspecificaton. 

2. The ECN draft defines the initiation values as a string and allows for possible extensions (again string based). For a standard based solution it is proposed to utilise this method rather than an enumeration as it would allow the use of new methods without the need for re-opening the package.

3. For a common solution the "leap" method is not favoured. Therefore it is proposed to set this to "provisioned". 3GPP can easily change this to "leap" via a profile. 

4. For a common solution ECN could be used in asymmetric manner. Therefore rather than be defined in "LocalControl" it is proposed to use "Local/Remote".

Property Name:

Initiation Method

PropertyID: 


initmethod, (0x0003)

Description: 


This property indicates which ECN initiation method is to be used. This property is equivalent to the "init-value" defined by the ABNF grammar defined by clause 6.1 [IETF ECN]. 

If the MGC requires that the MG choose the any appropriate initiation value it shall provide the list of possible value as an over specified list.

Type: 




String

Possible values:

As per "init-value" clause 6.1/[IETF ECN].







"rtp", "ice" or "leap".

 





Note: For 'init-ext' the use of string allows for use of extensions.  

Default: 



Provisioned.

Defined in: 


Local/Remote

Characteristics: 
          Read/Write

A.1.4
ECN Mode

{Contributor's note: It is proposed to use this enhanced "ECN Mode" property. For a general solution the 3GPP property there are a number of considerations:

1. The title and the name have been aligned. 

2. Due to the definition of this function it can support asymmetric handling at a stream Local Control) level. Therefore it does not need to be set at a local/remote level.

3. Default of "setread" is retained as it is the "ideal" as specified by the ECN draft.

Property Name:

ECN Mode

PropertyID: 


mode, (0x0004)

Description: 

This property indicates whether the MG should set and/or read ECN marks. This property is equivalent to the "mode" defined by the ABNF grammar defined by clause 6.1 [IETF ECN]. The MG specific semantic is detailed below (e.g., the notion of “set” does not imply a correspondent local marking actions of the IP header ECN bits).

Type: 




Enumeration

Possible values:

As per "mode" clause 6.1/[IETF ECN].







"setonly" (0x0001)






Semantic for H.248 MG: there is agreement to use ECN at the IP connection in LS(A)-to-RD(A) direction (see naming convention in clause 5.2.3.1 [ITU-T H.284.1]).







"setread" (0x0002)






Semantic for H.248 MG: there is agreement to use ECN at the IP connection in both directions, i.e. the LS(A)-to-RD(A) and RS(A)-to-LD(A) direction (see naming convention in clause 5.2.3.1 [ITU-T H.284.1]).







"readonly" (0x0003)






Semantic for H.248 MG: there is agreement to use ECN at the IP connection in RS(A)-to-LD(A) direction (see naming convention in clause 5.2.3.1 [ITU-T H.284.1]).

Default: 



"setread".

Defined in: 


Local Control

Characteristics: 
          Read/Write

A.1.5
ECT Marking

{Contributor's note: It is proposed to use this enhanced "ECT marking" property. For a general solution the 3GPP property need enhancement in a number of aspects:

1. This property is set at the local / remote level as it an asymmetric property as it can be set independently in an offer/answer exchange. Like initiation method the ECT can be enforced by policy at the MGC however for a standard solution an end-to-end negotiation cannot be precluded.

2. The ECN draft specifies that a value of "Random" can be used. }

3. The values have been re-ordered. Having ECT-0 as value 0x0001 could cause confusion. Rather than use a prefix of "ECT-" for consistency with the SDP it is proposed to use the same values as the ABNF. 

{Albrecht: there are two interpretations of this control element:

1. The applied ECT codepoint at the considered IP connection segment (see ECN mode).

2. The applied ECT codepoint by the MG, if the MG provides a local ECN marking function (e.g. because located at the IP path between two ECN endpoints).

}

Property Name:

ECT Marking

PropertyID: 


ectmark, (0x0005)

Description: 

This property indicates whether the MG should set or read ECN marks. This property is equivalent to the "ect" defined by the ABNF grammar defined by clause 6.1 [IETF ECN]. 

Type: 




Enumeration

Possible values:

As per "ect" clause 6.1/[IETF ECN].







"1" (0x0001)







"0" (0x0002)







"Random" (0x0003)

Default: 



"0".

Defined in: 


Local Control

Characteristics: 
          Read/Write

A.1.6
ECN SDP Usage

{Contributor's note: It is proposed to add this new property in order to indicate whether the binary properties related to ECN are used or the SDP. For 3GPP this could be provisioned to "P" and thus never audited.}

Property Name:

ECN SDP Usage

PropertyID: 


ecnsdp, (0x0006)

Description: 

This property allows the MGC to determine which method for signalling the ECN "initiation method", "mode" and "ect marking" the MG supports. The MGC is may then use any method that the MG supports.

Type: 




Enumeration

Possible values:

"P" (0x0001)
The properties in sections 7.1.3, 7.1.4 and 7.1.5. 







"S" (0x0002)
The SDP "a=ecn-capable-rtp" attribute.







"B" (0x0003)
Either of the above two methods.

Default: 



Provisioned.

Defined in: 


Local Control

Characteristics: 
          Read Only

A.2
Events

A.2.1
ECN Failure

Event Name: 


ECN Failure

EventID: 



fail, (0x0001)

Description: 


This event indicates that ECN has failed on the indicated StreamID. The event may be set at a Termination or Stream level. The ObservedEvent shall return the StreamID of where the ObservedEvent was detected. The MG shall return the failure type. The MG may optionally return the path that has failed.

A.2.1.1
EventsDescriptor parameters

None.

A.2.1.2
ObservedEventsDescriptor parameters

A.2.1.2.1
Failure Type
Parameter Name: 
Failure Type

ParameterID: 

type, binary ID (0x0001)

Description: 


This parameter indicates at what stage ECN has failed. A failure may occur during the transport level initiation phase or during the ongoing use phase. A failure during the initiation phase indicates a problem with the signalling used for the initiation of ECN. A failure during the ongoing use phase indicates that whilst ECN was successfully negotiated, the continued use of ECN is causing problems. The detection of failures during ongoing use is described in clause 7.4 / [IETF ECN].

Type: 




Enumeration

Optional: 



No

Possible values: 

INIT  (0x0001)

Initiation Phase







USE 
(0x0002)

Ongoing use phase

Default: 



None.

A.2.1.2.2
Media Sender SSRC
Parameter Name: 
Media Sender SSRC

ParameterID: 

ssrc, binary ID (0x0002)

Description: 


This parameter contains the SSRC of the media sender with whom ECN has failed.

Type: 




Integer

Optional: 



Yes

Possible values: 

SSRC as per [IETF RFC 3550].Default: 



None. If not sent it indicates all media senders associated with the StreamID have failed.

{Contributor's note: Would the addition of CNAME be beneficial here for statistical purposes?}

A.3
Signals

None.

A.4
Statistics

A.4.1
Source (SSRC)

Statistic Name: 

Source

Statistic ID: 


ssrc, (0x0001)

Description: 


This statistic provides a list of RTP sources associated with the Stream.

Type: 




Sub-list of integer

Possible values: 

SSRC as per [IETF RFC 3550].

Level: 



Stream

A.4.2
CE Counter

Statistic Name: 

CE Counter

Statistic ID: 


cecount, (0x0002)

Description: 


This statistic provides the number of RTP packets received so far in the session with an ECN field set to CE for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details.

Type: 




Sub-list of double

Possible values: 

0 and upwards.

Level: 



Stream

A.4.3
ECT 0 Counter

Statistic Name: 

ECT0 Counter

Statistic ID: 


ectzero, (0x0003)

Description: 


This statistic provides the number of RTP packets received so far in the session with an ECN field set to ECT (0) for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details. 

Type: 




Sub-list of double

Possible values: 

0 and upwards.

Level: 



Stream

A.4.4
ECT 1 Counter

Statistic Name: 

ECT1 Counter

Statistic ID: 


ectone, (0x0004)

Description: 


This statistic provides the number of RTP packets received so far in the session with an ECN field set to ECT (1) for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details. 

Type: 




Sub-list of double

Possible values: 

0 and upwards.

Level: 



Stream

A.4.5
Not-ECT Counter

Statistic Name: 

Not-ECT Counter

Statistic ID: 


notetc, (0x0005)

Description: 


This statistic provides the number of RTP packets received so far in the session with an ECN field set to not-ECT for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details. 

Type: 




Sub-list of double

Possible values: 

0 and upwards.

Level: 



Stream

A.4.6
Lost Packets Counter

Statistic Name: 

Lost Packets Counter

Statistic ID: 


lost, (0x0006)

Description: 


This statistic provides the number of RTP packets that are expected      minus the number received for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details. 

Type: 




Sub-list of double

Possible values: 

0 and upwards.

Level: 



Stream

A.4.7
Extended Highest Sequence number

Statistic Name: 

Extended Highest Sequence number 

Statistic ID: 


ehsn, (0x0007)

Description: 


This statistic provides The highest sequence number seen when sending this report, but with additional bits, to handle      disambiguation when wrapping the RTP sequence number field for a particular SSRC within the Stream. Each position of the sub-list is associated with a SSRC at related position in the ssrc statistic. See clause 7.4.2 / [IETF ECN] for more details. 

Type: 




Sub-list of integer

Possible values: 

0 and upwards.

Level: 



Stream

A.5
Error Codes

None.

A.6
Procedures

A.6.1  Topology

ECN functionality may be used within different RTP topologies. These topologies have an impact on the ECN procedures as defined in clause 3.2 / [IETF ECN] and the package procedures defined below. The "Topology" (ecns/topo) parameter allows the MGC to indicate what topology is used. In most cases a MG is able to determine itself the topology that is used due to the combination of Terminations/Streams in a Context. For example: it can determine the difference between a point to point topology (i.e. a two Termination Context) versus a mixer (i.e. three or more Termination Context). Thus the MGC does not need to signal the ecns/topo property. However in some cases the MG is unable to distinguish between topologies. For example: in some network scenarios it may not be able to distinguish between point to point and translator topologies. In this case the MGC may set the ecns/topo property appropriately. When ecns/topo is set to "TR" according to clause 5.1 / [IETF ECN] there are three possible behaviours. The MG shall determine the correct behaviour (i.e. whether it is transcoding or not) from the combination of media information from the Local and Remote Descriptors for the applicable Streams in the Context. The determination of whether transcoding etc. is applied is standard H.248 functionality.

A.6.2 Negotiation of the capability to use ECN with RTP/UDP/IP

As per [IETF ECN] a MG supporting ECN with RTP/UDP/IP requires different RTCP extensions: 

· RTP/AVPF [RFC4585] transport layer feedback format for urgent ECN information, 

· RTCP XR [RFC3611] ECN summary report block type for regular reporting of the ECN marking information. 

Thus in addition to the methods for indicating/negotiating ECN described below the MGC shall send other information (i.e. SDP m and a lines) indicating the support of RTP/AVPF [RFC4585] and RTCP XR [RFC3611] as well as the appropriate address information for the Stream.

Note: In some cases (i.e. where timely feedback is not required and usage of the leap of faith initialization method)  transport layer feedback for urgent ECN information may not be required. See clause 3.3 / [IETF ECN] for further information.

In order to be notified of failures the MGC shall also set the "ECN failure" (ecns/fail) event.

To be able collect and Audit information regarding the use of ECN the MGC should set the "Source" (ecns/ssrc), "CE Counter" (ecns/cecount), "ECT 0 Counter" (ecns/zero), "ECT 1 Counter" (ecns/ectone), "Not-ECT Counter" (ecns/notetc), "Lost Packets Counter" (ecns/lost) and the "Extended Highest Sequence Number" (ecns/ehsn) Statistics.

If the MGC requires a more dynamic method of discovering the values of the above statistics it may utilise conditional statistic reporting [ITU-T H.248.47]. For example if the MGC requires notification of the reception of a CE marked packet then it should set the "Conditional Reporting" (scr/cr) event with the statistic identifier value set to "ecns/cecount" together with an appropriate condition parameter. 

A.6.1.1.  Signalling ECN Capability 

In order to use ECN the "initiation method", "ecn mode" and "ect marking" needs to be determined. These may be communicated to the MG either utilising the "Initiation Method" (ecns/initmethod), "ECN Mode" (ecns/mode) and "ECT Marking" (ecns/ectmark) properties or via the use of the "a=ecn-capable-rtp" SDP attribute as defined in clause 6.1 / [IETF ECN]. The MGC can determine which method is supported via an audit of the "ECN SDP Usage" (ecns/ecnsdp) property. For the property based signalling method any property that has a provisioned value does not need to be sent for the relevant Stream.

In order to utilise the RCTP ECN feedback and the a RTCP XR block for ECN summary the use of these should be indicated as per clauses 6.2 and 6.3 / [IETF ECN].

A.6.1.2.  ICE Parameter to Signal ECN Capability

As per clause 6.4 / [IETF ECN] an Internet Connectivity Exchange (ICE) [IETF RFC5245] flag may be used to indicate ECN support for ICE. However it is assumed that this attribute is used between MGCs when they have knowledge that the MG supports ECN functionality. This may be know through provisioning or an Audit of the Packages Descriptor indicating the support of the "ECN Package".

A.6.2  Initiation and initial verification of ECN capable transport

Once the MG has determined ECN support for a particular stream (i.e. through the use of a fully specified Local and Remote Descriptor) it should initiate the appropriate transport level ECN negotiation procedures as per clause 7.2 / [IETF ECN]. 

Note: The support of clause 7.2.2 / [IETF ECN] is FFS. [ITU-T H.248.50] supports STUN and ICE but does not support a ECN field. It is likely that an update is needed for this.

As per clause 7.2.1 and 7.2.3 / [IETF ECN] the transport level negotiation of ECN may be unsuccessful and this should be logged. The ECN failure event (ecns/fail) with failure type "INIT" is used to indicate this to the MGC.

A.6.3  Ongoing use of ECN within an RTP session

Once the MG has initiated ECN it shall operate according to clause 7.3 / [IETF ECN]. If reduced size RTCP [IETF RFC5506] is to be used this should be indicated (via "a=rtcp-rsize") this should be signalled as part of clause 6.1. 

When RTP packets are received with ECN-CE marks, senders and/or receivers shall react with an appropriate congestion control. One of several different types of congestion control may be used (see clause 7.3.3 / [IETF ECN]). When the MG receives RTP packets with ECN-CE marks it should act according to the type specified in the "ECN Feedback Method" (ecns/ecnfeedback) property.

On receipt of the RTP packets with ECN-CE marks if the MGC has previously requested notification of this (via H.248.47, see clause 7.6.2 above) and the relevant criteria is met then the MG shall notify the MGC of this ObservedEvent.

A.6.4  Handling of dynamic groups through failure detection, verification and fallback

When detecting failures the MG should operate according to clause 7.4 / [IETF ECN]. This allows the MG to act autonomously to congestion, high packet loss rate and other failures without the need for interaction with a MGC. However if the MG determines that the use of ECN should be disabled it should indicate this to the MGC via the ECN failure event with type set to "USE".

Associated with ECN are summary reports that may be used to detect various types of ECN path issues. These reports are per source SSRC and contain the following information: CE counter, ECT (0/1) counters, not-ECT Counter, Lost Packets counter, Extended Highest Sequence number. For more information see clause 7.4.2 / [IETF ECN]. In order to make this information available to a MGC this information is recorded in H.248 statistics. Thus the MGC should ensure that the statistics are set during the capability negotiation phase (see clause 6.1). The MGC may then perform an AuditValue.req on the statistics. In order to support multiple SSRCs per Stream the values of the Statistics are in a sub-list form. The values in a certain sub-list position are relative to each other across all the statistics in the ECN package.
