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Introduction
This contribution investigates how core network entities should handle the ICE Initialisation method for ECN.
A number of related CRs are proposed in CT1, CT3 and CT4.
Existing Procedures to handle ICE at P-CSCF with attached IMS AGW and IBCF with attached TrGW

According to TS 24.229, Annex K.5.3 and Annex K.5.4, a P-CSCF with attached IMS AGW and IBCF with attached TrGW shall remove ICE candidate information from SDP before forwarding SDP offer or answer.

In addition, those entities may terminate ICE procedures towards offerer and/or answer by negotiating the usage of ICE via SIP/SDP on the corresponding call leg and by configuring the gateway to perform or respond to the corresponding ICE STUN connectivity checks.
The rational for these procedures is that gateways are not able to pass the STUN connectivity checks used by ICE.

Status of H.248 support

To support ICE as an endpoint, the server would need to configure the gateway to act as a STUN server at the corresponding terminations and needs to provide candidate information, as received in SDP, towards the gateway, to enable the gateway to engage in related ICE connectivity checks.
No such procedures are defined for any of the 3GPP H.248 profiles.

Furthermore, no suitable H.248 package defined by other organisations that could easily be reused has been found by the author of this contribution.

Importance of the ICE initialisation method for ECN.

According to draft-ietf-avtcore-ecn-for-rtp-00, this initialisation method is optional.

MTSI clients according to TS 26.114 shall support the leap-of-faith initialisation method instead and shall also offer this method in SDP.

The "ice" initialisation method would thus mostly be significant when interworking with non-MTSI clients, and is not of particular importance in 3GPP.

Proposed handling of ICE initialisation method for ECN at P-CSCF with attached IMS AGW and IBCF with attached TrGW passing ECN transparently
To be aligned with existing 24.229 procedures, a P-CSCF with attached IMS AGW and an IBCF with attached TrGW that receives an SDP offer with an "ecn-capable-rtp" attribute including the "ice" initialisation method shall remove this initialisation method from the "ecn-capable-rtp" attribute, if this alltribute also contains other initialisation methods. If this attribute does not contain any other initialisation method, it shall remove the entire "ecn-capable-rtp" attribute.
Proposed handling of ICE initialisation method for ECN at ECN endpoints in core network with split architecture
Such an endpoint (MGCF, MRF, IBCF terminating ECN, MSC server enhanced for ICS) is not able to support the ICE initialisation method due to lacking H.248 support.

An ECN endpoints with split architecture thus shall not offer the "ice" initialisation method within the "ecn-capable-rtp" attribute in an SDP offer.

If it receives an SDP offer containing an "ecn-capable-rtp" attribute with the "ice" initialisation method it shall reject this initialisation method in the SDP answer.
Annex: from draft-ietf-avtcore-ecn-for-rtp-00:
6.1.  Signalling ECN Capability using SDP

…
      ecn-attribute  = "a=ecn-capable-rtp:" SP init-list [SP parm-list]

      init-list      = init-value *("," init-value)

      init-value     = "rtp" / "ice" / "leap" / init-ext

…

   When SDP is used with the offer/answer model [RFC3264], the party

   generating the SDP offer MUST insert an "a=ecn-capable-rtp" attribute

   into the media section of the SDP offer of each RTP flow for which it

   wishes to use ECN.  The attribute includes one or more ECN initiation

   methods in a comma separated list in decreasing order of preference,

   with any number of optional parameters following.  The answering

   party compares the list of initiation methods in the offer with those

   it supports in order of preference.  If there is a match, and if the

   receiver wishes to attempt to use ECN in the session, it includes an

   "a=ecn-capable-rtp" attribute containing its single preferred choice

   of initiation method in the media sections of the answer.  If there

   is no matching initiation method capability, or if the receiver does

   not wish to attempt to use ECN in the session, it does not include an

   "a=ecn-capable-rtp" attribute in its answer.  If the attribute is

   removed in the answer then ECN MUST NOT be used in any direction for

   that media flow.  If there are initilization methods that are

   unknown, they MUST be ignored on reception and MUST NOT be included

   in an answer.  The answer may also include optional parameters, as

   discussed below.

…

7.2.2.  Detection of ECT using STUN with ICE

   This section describes an OPTIONAL method that can be used to avoid

   media impact and also ensure an ECN capable path prior to media

   transmission.  This method is considered in the context where the

   session participants are using ICE [RFC5245] to find working

   connectivity.  We need to use ICE rather than STUN only, as the

   verification needs to happen from the media sender to the address and

   port on which the receiver is listening.

   To minimise the impact of set-up delay, and to prioritise the fact

   that one has a working connectivity rather than necessarily finding

   the best ECN capable network path, this procedure is applied after

   having performed a successful connectivity check for a candidate,

   which is nominated for usage.  At that point, and provided the chosen

   candidate is not a relayed address, an additional connectivity check

   is performed, sending the "ECT Check" attribute in a STUN packet that

   is ECT marked.  On reception of the packet, a STUN server supporting

   this extension will note the received ECN field value, and send a

   STUN/UDP/IP packet in reply, with the ECN field set to not-ECT, and

   including an ECN check attribute.  A STUN server that doesn't

   understand the extension or is incapable of reading the ECN values on

   incoming STUN packets should follow the STUN specifications rule for

   unknown comprehension-optional attributes, i.e. ignore the attribute.

   Which will result in the sender receiving a STUN response but without

   the ECN Check STUN attribute.

   The STUN ECN check attribute contains one field and a flag.  The flag

   indicates whether the echo field contains a valid value or not.  The

   field is the ECN echo field, and when valid contains the two ECN bits

   from the packet it echoes back.  The ECN check attribute is a

   comprehension optional attribute.

    0                   1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |         Type                  |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |           Reserved                                      |ECF|V|

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Figure 3: ECN Check STUN Attribute

   V: Valid (1 bit) ECN Echo value field is valid when set to 1, and

      invalid when set 0.

   ECF:  ECN Echo value field (2 bits) contains the ECN field value of

      the STUN packet it echoes back when field is valid.  If invalid

      the content is arbitrary.

   Reserved:  Reserved bits (29 bits) SHALL be set to 0 on transmission,

      and SHALL be ignored on reception.

   This attribute MAY be included in any STUN request to request the ECN

   field to be echoed back.  In STUN requests the V bit SHALL be set to

   0.  A compliant STUN server receiving a request with the ECN Check

   attribute SHALL read the ECN field value of the IP/UDP packet the

   request was received in.  Upon forming the response the server SHALL

   include the ECN Check attribute setting the V bit to valid and

   include the read value of the ECN field into the ECF field.  If the

   STUN responder was unable to ascertain, due to temporary errors, the

   ECN value of the STUN request, it SHALL set the V bit in the response

   to 0.  The STUN client may retry immediately.

Annex: From TS 24.229

K.5.3
P-CSCF support of ICE

K.5.3.1
General

This subclause describes procedures of a P-CSCF to support ICE RFC 5245 [99]. 

If no IMS access gateway is inserted, a P-CSCF may transparently pass ICE related SDP attibutes to support ICE. The remaining procedures in subclause K.5.3 are only applicable if the P-CSCF is inserting an IMS access gateway on the media plane. 

When the P-CSCFwith attached IMS access gateway receives SDP candidate information from the offerer the P-CSCF shall not forward the candidate information towards the answerer. When the P-CSCF receives SDP candidate information from the answerer the P-CSCF shall not forward the candidate information towards the offerer. The remaining procedures in subclause K.5.3.1 are optional.

NOTE 1:
An P-CSCF that removes and/or does not provide ICE related SDP attributes (e.g. a=candidate) in the offer/answer exchange will cause the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer will be used. If this address and port information contains the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.

The P-CSCF with attached IMS access gateway performs separate ICE procedures towards the offerer and the answerer. The usage of ICE is negotiated separately with the offerer and answerer, and ICE may be applied independently at either side. Furthermore, the P-CSCF may be configured to apply ICE procedures only towards one network side, e.g. towards the IM CN subsystem it belongs to. 

NOTE 2:
Since the P-CSCF is inserting an IMS access gateway, it can choose to provide the NAT traversal mechanism defined in Annex F towards the UE. In such case the P-CSCF will not provide ICE support towards the UE, but the P-CSCF can still provide ICE support towards the core network in scenarios where ICE is used in the core network, e.g. to support NAT traversal for other access networks with no deploied IMS access gateways.

Since the P-CSCF is not located behind a NAT, it does not request the IMS access gateway to generate keep-alive messages even when acting as a full ICE entity. The P-CSCF only requests the IMS access gateway to terminate and generate STUN messages used for the candidate selection procedures.

Since the P-CSCF is not located behind a NAT the P-CSCF shall only include host candidates in SDP offers and answers generated by the P-CSCF.

K.5.3.2
P-CSCF full ICE procedures for UDP based streams

K.5.3.2.1
General

This subclause describes the P-CSCF full ICE procedures for UDP based streams.

K.5.3.2.2
P-CSCF receiving SDP offer

When the P-CSCF receives an SDP offer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP offer towards the IMS access gateway. The P-CSCF shall request the IMS access gateway to reserve media- and STUN resources towards the offerer, based on the candidate information, in order to allow the IMS access gateway to perform the necessary connectivity checks per the ICE procedures.

If the offerer is acting as an ICE controller entity the P-CSCF shall act as an ICE controlled entity in the direction towards the offerer. If the offerer is acting as an ICE controlled entity the P-CSCF shall act as an ICE controller entity in the direction towards the offerer.

K.5.3.2.3
P-CSCF sending SDP offer

Prior to sending an SDP offer, the P-CSCF may choose to apply related ICE procedues, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the P-CSCF and IMS access gateway also support ICE procedures. To invoking these ICE procedures, the P-CSCF shall request the IMS access gateway to reserve media- and STUN resources towards the answerer for each UDP based media stream and include a host candidate attribute for each UDP based stream in the SDP offer, providing the reserved address and port at the IMS access gateway as destination. 

The P-CSCF shall always act as an ICE controller entity towards the answerer. 

NOTE: The host candidate address included by the P-CSCF in the generated SDP offer matches the c- and m line information for the associcated UDP stream in the SDP offer.

K.5.3.2.4
P-CSCF receiving SDP answer

When the P-CSCF receives an SDP answer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP answer towards the IMS access gateway. 

The P-CSCF shall request the IMS access gateway to perform ICE candidate selection procedures towards the answerer. The P-CSCF shall request the IMS access gateway to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the answerer, once the candidate selection procedure towards the answerer has finished.

If the IMS access gateway indicates to the P-CSCF that, for at least one UDP stream, the selected candidate pair does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the answerer, and the P-CSCF acts an ICE controller entity towards the answerer, the P-CSCF shall send a new offer towards the answerer in order to allign the c- and m- lines address information with the chosen candidate pair for the associated UDP stream.

K.5.3.2.5
P-CSCF sending SDP answer

When the P-CSCF generates an SDP answer for an offer that included ICE candidate information, the P-CSCF shall request the IMS access gateway to reserve media- and STUN resources towards the offerer for each UDP based media stream and include an SDP host candidate attribute for each UDP based stream in the SDP answer, providing the reserved address and port at the IMS access gateway as destination. 

The P-CSCF shall in the generated SDP answer include host candidate information which matches the c- and m line information for the associated UDP stream in the SDP answer.

The P-CSCF shall request the IMS access gateway to perform ICE candidate selection procedures towards the offerer. The P-CSCF shall request the IMS access gateway to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the offerer, once the candidate selection procedure towards the answerer has finished.

If the IMS access gateway indicates to the P-CSCF that the selected candidate pair towards the offerer does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the offerer, and the P-CSCF acts an ICE controller entity towards the offerer, the P-CSCF shall send an offer towards the offerer (which will now act as an answerer) in order to allign the c- and m- line address information with the chosen candidate pair for the associated UDP stream.

K.5.3.3
P-CSCF ICE lite procedures for UDP based streams

When the P-CSCF is using ICE lite procedures for UDP based streams, the P-CSCF procedures are identical as described in subclause K.5.3.2, with the following exceptions:

-
The P-CSCF always acts as an ICE controlled entity towards the offerer and towards the answerer; and

-
The P-CSCF requests the IMS access gateway to perform ICE lite candidate selection procedures, as defined in RFC 5245 [99].

…
K.5.4
ICE functionality in the IBCF

K.5.4.1
General

This subclause describes procedures of an IBCF to support ICE (RFC 5245 [99]).

If no TrGW is inserted, an IBCF may transparently pass ICE related SDP attibutes to support ICE. The remaining procedures in subclause K.5.4 are only applicable if the IBCF is inserting a TrGW on the media plane. 

When the IBCF with attached TrGW receives SDP candidate information from the offerer the IBCF shall not forward the candidate information towards the answerer. When the IBCF receives SDP candidate information from the answerer the IBCF shall not forward the candidate information towards the offerer. The remaining procedures in subclause K.5.4.1 are optional.

NOTE:
An IBCF that removes and/or does not provide ICE related SDP attributes (e.g. a=candidate) in the offer/answer exchange will cause the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer will be used. If this address and port information contains the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.

The IBCF with attached TrGW performs separate ICE procedures towards the offerer and the answerer. The usage of ICE is negotiated separately with the offerer and answerer, and ICE may be applied independently at either side. Furthermore, the IBCF may be configured to apply ICE procedures only towards one network side, e.g. towards the IM CN subsystem it belongs to. 

Since the IBCF is not located behind a NAT, it does not request the TrGW to generate keep-alive messages even when acting as a full ICE entity. The IBCF only requests the TrGW to terminate and generate STUN messages used for the candidate selection procedures.

Since the IBCF is not located behind a NAT the IBCF shall only include host candidates in SDP offers and answers generated by the IBCF.

K.5.4.2
IBCF full ICE procedures for UDP based streams

K.5.4.2.1
General

This subclause describes the IBCF full ICE procedures for UDP based streams.

K.5.4.2.2
IBCF receiving SDP offer

When the IBCF receives an SDP offer including ICE candidate information, the IBCF shall send the candidate information for each UDP based stream received in the SDP offer towards the TrGW. The IBCF shall request the TrGW to reserve media- and STUN resources towards the offerer, based on the candidate information, in order to allow the TrGW to perform the necessary connectivity checks per the ICE procedures.

If the offerer is acting as an ICE controller entity the IBCF shall act as an ICE controlled entity in the direction towards the offerer. If the offerer is acting as an ICE controlled entity the IBCF shall act as an ICE controller entity in the direction towards the offerer.

K.5.4.2.3
IBCF sending SDP offer

Prior to sending an SDP offer, the IBCF may choose to apply related ICE procedues, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the IBCF and TrGW also support ICE procedures. To invoking these ICE procedures, the IBCF shall request the TrGW to reserve media- and STUN resources towards the answerer for each UDP based media stream and include a host candidate attribute for each UDP based stream in the SDP offer, providing the reserved address and port at the TrGW as destination. 

The IBCF shall always act as an ICE controller entity towards the answerer. 

NOTE: The host candidate address included by the IBCF in the generated SDP offer matches the c- and m line information for the associcated UDP stream in the SDP offer.

K.5.4.2.4
IBCF receiving SDP answer

When the IBCF receives an SDP answer including ICE candidate information, the IBCF shall send the candidate information for each UDP based stream received in the SDP answer towards the TrGW. 

The IBCF shall request the TrGW to perform ICE candidate selection procedures towards the answerer. The IBCF shall request the TrGW to inform the IBCF, for each UDP stream, which candidate pair has been selected towards the answerer, once the candidate selection procedure towards the answerer has finished.

If the TrGW indicates to the IBCF that, for at least one UDP stream, the selected candidate pair does not match the c- and m- line address information for the associated UDP stream, exchanged between the IBCF and the answerer, and the IBCF acts an ICE controller entity towards the answerer, the IBCF shall send a new offer towards the answerer in order to allign the c- and m- lines address information with the chosen candidate pair for the associated UDP stream.

K.5.4.2.5
IBCF sending SDP answer

When the IBCF generates an SDP answer for an offer that included ICE candidate information, the IBCF shall request the TrGW to reserve media- and STUN resources towards the offerer for each UDP based media stream and include an SDP host candidate attribute for each UDP based stream in the SDP answer, providing the reserved address and port at the TrGW as destination.

The IBCF shall in the generated SDP answer include host candidate information which matches the c- and m line information for the associated UDP stream in the SDP answer.

The IBCF shall request the TrGW to perform ICE candidate selection procedures towards the offerer. The IBCF shall request the TrGW to inform the IBCF, for each UDP stream, which candidate pair has been selected towards the offerer, once the candidate selection procedure towards the answerer has finished.

If the TrGW indicates to the IBCF that the selected candidate pair towards the offerer does not match the c- and m- line address information for the associated UDP stream, exchanged between the IBCF and the offerer, and the IBCF acts an ICE controller entity towards the offerer, the IBCF shall send an offer towards the offerer (which will now act as an answerer) in order to allign the c- and m- line address information with the chosen candidate pair for the associated UDP stream.

K.5.4.3
IBCF ICE lite procedures for UDP based streams

When the IBCF is using ICE lite procedures for UDP based streams, the IBCF procedures are identical as described in subclause K.5.4.2, with the following exceptions:

-
The IBCF always acts as an ICE controlled entity towards the offerer and towards the answerer, and;

-
The IBCF requests the TrGW to perform ICE lite candidate selection procedures, as defined in ICE

