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* * * First Change * * * *

7.3.2
Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When the SGSN receives a Create PDP Context Response with the Cause value indicating  the request is accepted, the SGSN activates the PDP context and may start to forward T-PDUs to/from the MS from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in the GGSN if the Cause differs from "Request accepted", "New PDP type due to network preference" or "New PDP type due to single address bearer only". Possible Cause values are:

· "Request Accepted".

· "Context not found"

· "No resources available".

· "All dynamic PDP addresses are occupied".

· "No memory is available".

· "Missing or unknown APN".

· "Unknown PDP address or PDP type".

· "User authentication failed".

· "System failure".

· "Semantic error in the TFT operation".

· "Syntactic error in the TFT operation".

· "Semantic errors in packet filter(s)".

· "Syntactic errors in packet filters(s)".

· "Mandatory IE incorrect".

· "Mandatory IE missing".

· "Optional IE incorrect".

· "Invalid message format".

· "PDP context without TFT already activated".

· "APN access denied – no subscription".

· "APN Restriction type incompatibility with currently active PDP Contexts"
· "Collision with network initiated request"
-
 "New PDP type due to network preference".

-
 "New PDP type due to single address bearer only".
-
"APN Congestion"
"No resources available" indicates that not enough resources are available within the network to allow the PDP Context to be created. "Missing or unknown APN" indicates e.g. when the GGSN does not support the Access Point Name. "Unknown PDP address or PDP type" indicates when the GGSN does not support the PDP type or the PDP address.
"APN Congestion" indicates that the GGSN has detected congestion for the requested APN and performs overload control for that APN which does not allow the PDP Context to be created. When returning the cause "APN Congestion", the GGSN may include the GGSN Back-Off Time IE to indicate the time during which the SGSN should refrain from sending subsequent PDP Context requests to the GGSN for the congested APN. The last received value of the GGSN Back-Off Time IE shall supersede any previous values received from that GGSN and for this APN in the SGSN.
"User authentication failed" indicates that the external packet network has rejected the service requested by the user e.g. the authentication check in the RADIUS server failed. "PDP context without TFT already activated" indicates that a PDP context has already been activated without a TFT for that MS. "Context not found" indicates that a Create PDP Request for a subsequent PDP context has been received, but the PDP context associated with the request, which the SGSN believes to be active does not exist on the GGSN. "APN access denied – no subscription" indicates that the GGSN has denied the user access to an APN because a subscription is required, but the subscriber does not have the necessary subscription.
"New PDP type due to network preference" indicates that the GGSN has selected a PDP type different from the one sent by the MS. "New PDP type due to single address bearer only" indicates that the MS has requested PDP type IPv4v6 and both IPv4 and IPv6 addressing is possible in the PDN but the Dual Address Bearer Flag bit of the Common Flags IE is set to 0 or the Common Flags IE is absent, or only single IP version addressing is possible in the PDN.
Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains another value than "Request accepted", "New PDP type due to network preference" or "New PDP type due to single address bearer only". The GGSN Back-Off Time IE may also be returned when rejecting a Create PDP Context Request with the cause "APN Congestion"
All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnel Endpoint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the value "Request accepted", "New PDP type due to network preference" or "New PDP type due to single address bearer only".

The Tunnel Endpoint Identifier for Data (I) field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane messages, which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink-control plane messages, which are related to the requested PDP context. If the GGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, this field shall not be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the SGSN.
The GGSN may include the NSAPI received from the SGSN in the Create PDP Context Request message, in order to facilitate error handling in SGSN.

NOTE:
If an SGSN receives a Create PDP Context Response with an NSAPI IE included for which there is no corresponding outstanding request, an SGSN may send a Delete PDP Context Request towards the GGSN that sent the Create PDP Context Response with the NSAPI included
The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP).

If the Create PDP Context Request received from the SGSN included IPv6 SGSN address, an IPv4/IPv6 capable GGSN shall include IPv6 addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and IPv4 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. If SGSN included IPv4 SGSN addresses in the request, an IPv4/IPv6 capable GGSN shall include IPv4 addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and IPv6 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. An IPv4/IPv6 capable SGSN shall store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUs to the GGSN for the MS. An IPv4 only SGSN shall not store the IPv6 address included in the Alternative GGSN Address.
If the MS requests a dynamic PDP address with the PDP Type IPv4, IPv6 or IPv4v6 and a dynamic PDP address is allowed, then the End User Address information element shall be included and the PDP Address field in the End User Address information element shall contain the dynamic PDP Address(es) allocated by the GGSN. 

If the MS requests a static PDP address with the PDP Type IPv4, IPv6 or IPv4v6, or a PDP address is specified with PDP Type PPP, then the End User Address information element shall be included and the PDP Address field shall not be included.

The PDP address in End User Address IE and in the Protocol configuration options IE shall be the same, if both IEs are present in the create PDP context response.  When using the Secondary PDP Context Activation Procedure, the End User Address element shall not be included in the message.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. If the SGSN has indicated support for upgrade of QoS in the request message, the QoS values may also be negotiated upwards by the GGSN. The negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of the Create PDP Context Response message. The Evolved Allocation/Retention Priority I IE shall be included as the authorized Evolved Allocation/Retention Priority if the GGSN supports this IE and if the Evolved Allocation/Retention Priority I IE has been included in the corresponding request message. If there is no authorized Evolved ARP received from GGSN, SGSN shall continue to use legacy ARP included in the Quality of Service (QoS) Profile IE. The APN-AMBR IE shall be included as the authorized APN-AMBR if the GGSN supports this IE and if the APN-AMBR IE has been included in the corresponding request message. 
NOTE:
The value of the authorized APN-AMBR is included in the APN-AMBR IE, which has a different type than the APN-AMBR with NSAPI IE (see subclauses 7.7.98 and 7.7.101).
The GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of incoming T-PDUs on this path. When the Quality of Service (QoS) Profile is Release 99 the receiving entity shall ignore the Reordering Required.
The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN is in contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context being created as active if the response indicates successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context. 

The Alternative Charging Gateway Address IE has a similar purpose as the Charging Gateway Address but enables co-existence of IPv4 and IPv6 stacks in the Ga charging interfaces, without mandating any node to have a dual stack. The format of the optional Alternative Charging Gateway Address information element is the same as the format of the Charging Gateway Address.

When both these addresses are present, the Charging Gateway address IE shall contain the IPv4 address of the Charging Gateway Function and the Alternative Charging Gateway address IE shall contain the IPv6 address of the Charging Gateway Function.

NOTE:
The Charging Gateway Address and Alternative Charging Gateway Address both refer to the same Charging Gateway Function.

The APN Restriction is an optional information element. In this instance it is used by the GGSN to convey to the SGSN the restriction type of the associated PDP Context being set up.

The optional Private Extension contains vendor or operator specific information.

The Protocol Configuration Options (PCO) information element may be included in the response when the GGSN provides the MS with application specific parameters or to indicate the Bearer Control Mode to the MS.
If Bearer Control Mode is provided by the GGSN in the PCO, the Bearer Control Mode IE shall be included in order to inform the SGSN about the bearer control mode and shall indicate the same bearer control mode as indicated to the MS in the PCO.
The presence of the Common Flags IE is optional. If the Prohibit Payload Compression bit of the Common Flags IE is set to 1, then for A/Gb mode access the SGSN shall not compress the payload of user data regardless of whether the user asks for payload compression. If the Prohibit Payload Compression bit of the Common Flags IE is set to 0 or the Common Flags IE is absent then the SGSN shall perform payload compression when the user asks for it as per normal operation. 
If the MS Info Change Reporting mechanism is to be started or stopped for this subscriber, then the GGSN shall include the MS Info Change Reporting Action IE in the message and shall set the value of the Action field appropriately.
Table 6: Information Elements in a Create PDP Context Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Reordering required
	Conditional
	7.7.6

	Recovery
	Optional
	7.7.11

	Tunnel Endpoint Identifier Data I
	Conditional
	7.7.13

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	NSAPI
	Optional
	7.7.17

	Charging ID
	Conditional
	7.7.26

	End User Address
	Conditional
	7.7.27

	Protocol Configuration Options
	Optional
	7.7.31

	GGSN Address for Control Plane
	Conditional
	GSN Address 7.7.32

	GGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Alternative GGSN Address for Control Plane
	Conditional
	GSN Address 7.7.32

	Alternative GGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Quality of Service Profile
	Conditional
	7.7.34

	Charging Gateway Address
	Optional
	7.7.44

	Alternative Charging Gateway Address
	Optional
	7.7.44

	Common Flags
	Optional
	7.7.48

	APN Restriction
	Optional
	7.7.49

	MS Info Change Reporting Action
	Optional
	7.7.80

	Bearer Control Mode
	Optional
	7.7.83

	Evolved Allocation/Retention Priority I
	Optional
	7.7.91

	APN-AMBR
	Optional
	7.7.98

	GGSN Back-Off Time
	Optional
	7.7.x

	Private Extension
	Optional
	7.7.46


* * * Next Change * * * *

7.7
Information Elements

A GTP Signalling message may contain several information elements. The TLV (Type, Length, Value) or TV (Type, Value) encoding format shall be used for the GTP information elements. The information elements shall be sorted, with the Type fields in ascending order, in the signalling messages. The Length field contains the length of the information element excluding the Type and Length field.

For all the length fields, bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.

Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value defined for them. To allow for future features, the receiver shall not evaluate these bits.

The most significant bit in the Type field is set to 0 when the TV format is used and set to 1 for the TLV format.
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Figure 8: Type field for TV and TLV format
In Table 37 the Length Type may be Fixed, Variable, or Extendable. These are defined as follows:

-
Information elements with Length Type of Fixed have a fixed set of fields and a fixed number of octets. They have the number of the last octet with a fixed value, e.g., "4".
-
Information elements with Length Type of Variable have a fixed set of fields and a variable number of octets. They have the number of the last octet with a variable value, e.g., "n". Variable length information elements shall never have any new octet fields added beyond the last variable octet.

-
Information elements with Length Type of Extendable have a variable number of fields and a variable number of octets. They have the number of the last octet with a variable value, e.g., "n" and also have the following description: "These octet(s) is/are present only if explicitly specified".
TV format information elements shall always have Length Type of Fixed. TLV format information elements may have Length Type Fixed, Variable or Extendable.
Table 37: Information Elements

	IE Type Value
	Format
	Information Element
	Reference
	Length Type

	1
	TV
	Cause
	7.7.1
	Fixed

	2
	TV
	International Mobile Subscriber Identity (IMSI)
	7.7.2
	Fixed

	3
	TV
	Routeing Area Identity (RAI)
	7.7.3
	Fixed

	4
	TV
	Temporary Logical Link Identity (TLLI)
	7.7.4
	Fixed

	5
	TV
	Packet TMSI (P-TMSI)
	7.7.5
	Fixed

	6-7
	Spare

	8
	TV
	Reordering Required
	7.7.6
	Fixed

	9
	TV
	Authentication Triplet
	7.7.7
	Fixed

	10 
	Spare

	11
	TV
	MAP Cause
	7.7.8
	Fixed

	12
	TV
	P-TMSI Signature
	7.7.9
	Fixed

	13
	TV
	MS Validated
	7.7.10
	Fixed

	14
	TV
	Recovery
	7.7.11
	Fixed

	15
	TV
	Selection Mode
	7.7.12
	Fixed

	16
	TV
	Tunnel Endpoint Identifier Data I
	7.7.13
	Fixed

	17
	TV
	Tunnel Endpoint Identifier Control Plane
	7.7.14
	Fixed

	18
	TV
	Tunnel Endpoint Identifier Data II
	7.7.15
	Fixed

	19
	TV
	Teardown Ind
	7.7.16
	Fixed

	20
	TV
	NSAPI
	7.7.17
	Fixed

	21
	TV
	RANAP Cause
	7.7.18
	Fixed

	22
	TV
	RAB Context
	7.7.19
	Fixed

	23
	TV
	Radio Priority SMS
	7.7.20
	Fixed

	24
	TV
	Radio Priority
	7.7.21
	Fixed

	25
	TV
	Packet Flow Id
	7.7.22
	Fixed

	26
	TV
	Charging Characteristics
	7.7.23
	Fixed

	27
	TV
	Trace Reference
	7.7.24
	Fixed

	28
	TV
	Trace Type
	7.7.25
	Fixed

	29
	TV
	MS Not Reachable Reason
	7.7.25A
	Fixed

	117-126
	Reserved for the GPRS charging protocol (see GTP' in 3GPP TS 32.295 [33])

	127
	TV
	Charging ID
	7.7.26
	Fixed

	128
	TLV
	End User Address
	7.7.27
	Variable

	129
	TLV
	MM Context
	7.7.28
	Variable

	130
	TLV
	PDP Context
	7.7.29
	Variable

	131
	TLV
	Access Point Name
	7.7.30
	Variable

	132
	TLV
	Protocol Configuration Options
	7.7.31
	Variable

	133
	TLV
	GSN Address
	7.7.32
	Variable

	134
	TLV
	MS International PSTN/ISDN Number (MSISDN)
	7.7.33
	Variable

	135
	TLV
	Quality of Service Profile
	7.7.34
	Variable

	136
	TLV
	Authentication Quintuplet
	7.7.35
	Variable

	137
	TLV
	Traffic Flow Template
	7.7.36
	Variable

	138
	TLV
	Target Identification
	7.7.37
	Variable

	139
	TLV
	UTRAN Transparent Container
	7.7.38
	Variable

	140
	TLV
	RAB Setup Information
	7.7.39
	Variable

	141
	TLV
	Extension Header Type List
	7.7.40
	Variable

	142
	TLV
	Trigger Id
	7.7.41
	Variable

	143
	TLV
	OMC Identity
	7.7.42
	Variable

	144
	TLV
	RAN Transparent Container
	7.7.43
	Variable

	145
	TLV
	PDP Context Prioritization
	7.7.45
	Fixed

	146
	TLV
	Additional RAB Setup Information
	7.7.45A
	Variable

	147
	TLV
	SGSN Number
	7.7.47
	Variable

	148
	TLV
	Common Flags
	7.7.48
	Fixed

	149
	TLV
	APN Restriction
	7.7.49
	Fixed

	150
	TLV
	Radio Priority LCS
	7.7.25B
	Fixed

	151
	TLV
	RAT Type
	7.7.50
	Fixed

	152
	TLV
	User Location Information
	7.7.51
	Variable

	153
	TLV
	MS Time Zone
	7.7.52
	Fixed

	154
	TLV
	IMEI(SV)
	7.7.53
	Fixed

	155
	TLV
	CAMEL Charging Information Container
	7.7.54
	Variable

	156
	TLV
	MBMS UE Context
	7.7.55
	Variable

	157
	TLV
	Temporary Mobile Group Identity (TMGI)
	7.7.56
	Fixed

	158
	TLV
	RIM Routing Address
	7.7.57
	Variable

	159
	TLV
	MBMS Protocol Configuration Options
	7.7.58
	Variable

	160
	TLV
	MBMS Service Area
	7.7.60
	Variable

	161
	TLV
	Source RNC PDCP context info
	7.7.61
	Variable

	162
	TLV
	Additional Trace Info
	7.7.62
	Fixed

	163
	TLV
	Hop Counter
	7.7.63
	Fixed

	164
	TLV
	Selected PLMN ID
	7.7.64
	Fixed

	165
	TLV
	MBMS Session Identifier
	7.7.65
	Fixed

	166
	TLV
	MBMS 2G/3G Indicator
	7.7.66
	Fixed

	167
	TLV
	Enhanced NSAPI
	7.7.67
	Fixed

	168
	TLV
	MBMS Session Duration
	7.7.59
	Fixed

	169
	TLV
	Additional MBMS Trace Info
	7.7.68
	Fixed

	170
	TLV
	MBMS Session Repetition Number
	7.7.69
	Fixed

	171
	TLV
	MBMS Time To Data Transfer
	7.7.70
	Fixed

	172
	Reserved (NOTE 1)

	173
	TLV
	BSS Container
	7.7.72
	Variable

	174
	TLV
	Cell Identification
	7.7.73
	Fixed

	175
	TLV
	PDU Numbers
	7.7.74
	Fixed

	176
	TLV
	BSSGP Cause
	7.7.75
	Fixed

	177
	TLV
	Required MBMS bearer capabilities
	7.7.76
	Variable

	178
	TLV
	RIM Routing Address Discriminator
	7.7.77
	Fixed

	179
	TLV
	List of set-up PFCs
	7.7.78
	Variable

	180
	TLV
	PS Handover XID Parameters
	7.7.79
	Variable

	181
	TLV
	MS Info Change Reporting Action
	7.7.80
	Fixed

	182
	TLV
	Direct Tunnel Flags
	7.7.81
	Variable

	183
	TLV
	Correlation-ID
	7.7.82
	Fixed

	184
	TLV
	Bearer Control Mode
	7.7.83
	Fixed

	185
	TLV
	MBMS Flow Identifier
	7.7.84
	Variable

	186
	TLV
	MBMS IP Multicast Distribution
	7.7.85
	Variable

	187
	TLV
	MBMS Distribution Acknowledgement
	7.7.86
	Fixed

	188
	TLV
	Reliable INTER RAT HANDOVER INFO 
	7.7.87
	Fixed

	189
	TLV
	RFSP Index
	7.7.88
	Fixed

	190
	TLV
	Fully Qualified Domain Name (FQDN)
	7.7.90
	Variable

	191
	TLV
	Evolved Allocation/Retention Priority I
	7.7.91
	Fixed

	192
	TLV
	Evolved Allocation/Retention Priority II
	7.7.92
	Fixed

	193
	TLV
	Extended Common Flags
	7.7.93
	Variable

	194
	TLV
	User CSG Information (UCI)
	7.7.94
	Fixed

	195
	TLV
	CSG Information Reporting Action
	7.7.95
	Variable

	196
	TLV
	CSG ID
	7.7.96
	Fixed

	197
	TLV
	CSG Membership Indication (CMI)
	7.7.97
	Fixed

	198
	TLV
	Aggregate Maximum Bit Rate (AMBR)
	7.7.98
	Fixed

	199
	TLV
	UE Network Capability
	7.7.99
	Variable

	200
	TLV
	UE-AMBR
	7.7.100
	Variable

	201
	TLV
	APN-AMBR with NSAPI
	7.7.101
	Fixed

	xxx
	TLV
	GGSN Back-Off Time
	7.7.x
	Extendable

	xxx+1-238
	TLV
	Spare. For future use.
	
	

	239-250
	Reserved for the GPRS charging protocol (see GTP' in 3GPP TS 32.295 [33])

	251
	TLV
	Charging Gateway Address
	7.7.44
	

	252-254
	Reserved for the GPRS charging protocol (see GTP' in 3GPP TS 32.295 [33])

	255
	TLV
	Private Extension
	7.7.46
	

	NOTE 1:   This value was allocated in an earlier version of the specification.


* * * Next Change * * * *

7.7.1
Cause

In a request, the Cause Value indicates the reason for the request. The Cause shall be included in the request message.

In a response, the Cause Value indicates the acceptance or the rejection of the corresponding request. In addition, the Cause Value may indicate what was the reason for the corresponding request. The Cause value shall be included in the response message.

Cause values are shared with the GTP’ protocol specified in 3GPP TS 32.295 [33].

"Request accepted" is returned when a GSN has accepted a control plane request.

"Non-existent" indicates a non-existent or an inactive PDP context.

"New PDP type due to network preference" indicates that the GGSN has selected a PDP type different from the one sent by the MS." 
"New PDP type due to single address bearer only" indicates that the MS has requested PDP type IPv4v6 and both IPv4 and IPv6 addressing is possible in the PDN but the Dual Address Bearer Flag of the Common Flags IE is set to 0 or the Common Flags IE is absent, or only single IP version addressing is possible in the PDN .

IMSI not known" indicates a non-existent MM context.

"MS is GPRS Detached" indicates an idle MM context.

"MS is not GPRS Responding" and "MS Refuses" may be used by SGSN to reject a Network-Requested PDP Context Activation.

"Version not supported" is returned when the recipient does not recognise the version number in the request message.

"Request IMSI", "Request IMEI", "Request IMSI and IMEI" and "No identity needed" are used by GGSN to notify SGSN what to do.

"No resources available" is a generic temporary error condition indicating that some kind of resource is used up for that moment excluding the conditions all dynamic PDP addresses are occupied and no memory is available.
"All dynamic PDP addresses occupied" indicates that the GSN does not have a free dynamic PDP address to allocate any longer.

"No memory available" indicates that the GSN does not have enough memory to use.
"Service not supported" is a generic error indicated that the GSN do not support the requested service.

"User authentication failed" indicates that the external packet network has rejected the user's service request.

"System failure" is a generic permanent error condition.

"Roaming restriction" indicates that the SGSN cannot activate the requested PDP context because of the roaming restrictions.

"P-TMSI Signature mismatch" is returned if either:

-
the P-TMSI Signature stored in the old SGSN does not match the value sent by the MS via the new SGSN; or

-
the MS does not provide the P-TMSI Signature to the new SGSN while the old SGSN has stored the P-TMSI Signature for that MS.

"Semantic error in the TFT operation", "Syntactic error in the TFT operation", "Semantic errors in packet filter(s)" and "Syntactic errors in packet filters(s)" and "PDP context without TFT already activated" are indications of abnormal cases involving TFTs. The abnormal TFT cases and the use of the cause codes are defined in 3GPP TS 24.008 [5].

"Invalid message format", "Mandatory IE incorrect", "Mandatory IE missing" and "Optional IE incorrect" are indications of protocol errors described in the section Error handling.

"GPRS connection suspended" indicates that the GPRS activities of the mobile station are suspended.

"Authentication failure" indicates that the user authentication failed in the new SGSN.

"Context not found" indicates that the PDP Context referenced in an Active Secondary Context Request message was not found in the receiving GGSN.

"Relocation failure" indicates that the SRNS relocation failed in the new SGSN side.

"Unknown mandatory extension header" signals in a response message that the corresponding request included an extension header for which comprehension was required but unknown to the receiving end.

"APN Restriction type incompatibility with currently active PDP Contexts" conveys to an SGSN that a PDP Context was not allowed to be created or moved by the GGSN because if it had been created or moved, the rules for PDP Context coexistence as described in 3GPP TS 23.060 [4], sub‑clause 15.4, would have been broken.
"MS MBMS Capabilities Insufficient" is used by the SGSN to notify the GGSN that the MS MBMS Bearer Capabilities are less than the Required MBMS Bearer Capabilities. 
"MBMS Bearer Context Superseded" indicates that the SGSN has already established an MBMS bearer plane with another GGSN.
"Invalid Correlation-ID" indicates that the Correlation-ID was already in use in the SGSN.
"Bearer Control Mode violation" indicates that a request is violating the current Bearer Control Mode.

"Collision with network initiated request" indicates that the UE-initiated request was rejected since the network has requested a secondary PDP context activation for the same service using a network-initiated procedure.
"APN Congestion" indicates that the GGSN has detected congestion for the requested APN and performs overload control for that APN which does not allow the PDP Context to be created.
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Figure 9: Cause information element

Table 38: Cause Values

	
	Cause
	
	Value (Decimal)

	
	
	Request IMSI
	0

	
	
	Request IMEI
	1

	
	request
	Request IMSI and IMEI
	2

	
	
	No identity needed
	3

	
	
	MS Refuses
	4

	
	
	MS is not GPRS Responding
	5

	
	
	For future use
	6-48

	
	
	Cause values reserved for GPRS charging protocol use (see GTP' in 3GPP TS 32.295 [33])
	49-63

	For future use
	
	
	64-127

	
	acc
	Request accepted
	128

	
	
	New PDP type due to network preference
	129

	
	
	New PDP type due to single address bearer only
	130

	
	
	For future use
	131-176

	
	
	Cause values reserved for GPRS charging protocol use (see GTP' in 3GPP TS 32.295 [33])
	177-191

	
	
	Non-existent
	192

	
	
	Invalid message format
	193

	response
	rej
	IMSI not known
	194

	
	
	MS is GPRS Detached
	195

	
	
	MS is not GPRS Responding
	196

	
	
	MS Refuses
	197

	
	
	Version not supported 
	198

	
	
	No resources available
	199

	
	
	Service not supported
	200

	
	
	Mandatory IE incorrect
	201

	
	
	Mandatory IE missing
	202

	
	
	Optional IE incorrect
	203

	
	
	System failure
	204

	
	
	Roaming restriction
	205

	
	
	P-TMSI Signature mismatch
	206

	
	
	GPRS connection suspended
	207

	
	
	Authentication failure
	208

	
	
	User authentication failed
	209

	
	
	Context not found
	210

	
	
	All dynamic PDP addresses are occupied
	211

	
	
	No memory is available
	212

	
	
	Relocation failure
	213

	
	
	Unknown mandatory extension header
	214

	
	
	Semantic error in the TFT operation
	215

	
	
	Syntactic error in the TFT operation
	216

	
	
	Semantic errors in packet filter(s)
	217

	
	
	Syntactic errors in packet filter(s)
	218

	
	
	Missing or unknown APN
	219

	
	
	Unknown PDP address or PDP type
	220

	
	
	PDP context without TFT already activated
	221

	
	
	APN access denied – no subscription
	222

	
	
	APN Restriction type incompatibility with currently active PDP Contexts
	223

	
	
	MS MBMS Capabilities Insufficient
	224

	
	
	Invalid Correlation-ID
	225

	
	
	MBMS Bearer Context Superseded
	226

	
	
	Bearer Control Mode violation
	227

	
	
	Collision with network initiated request
	228

	
	
	APN Congestion
	xxx

	
	
	For future use
	xxx+1-240

	
	
	Cause values reserved for GPRS charging protocol use (see GTP' in 3GPP TS 32.295 [33])
	241-255

	NOTE:
With this coding, bits 8 and 7 of the Cause Value respectively indicate whether the message was a request or a response, and whether the request was accepted or rejected.


Table 39: Use of the Cause Values

	Cause 8 
	value bits 7
	Result

	0
	0
	Request

	0
	1
	For future use (note)

	1
	0
	Acceptance

	1
	1
	Rejection

	NOTE:
The value "01" is for future use and shall not be sent. If received in a response, it shall be treated as a rejection.


* * * Next Change * * * *

7.7.x
GGSN Back-Off Time
The GGSN Back-Off Time information element indicates the time during which the SGSN should refrain from sending subsequent PDP Context requests to the GGSN for the congested APN. 

The GGSN Back-Off Time information element is coded as shown in figure 7.7.x-1 and table 7.7.x.1
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 1yy (decimal)
	

	
	2 to 3
	Length = n 
	

	
	4
	Timer unit
	Timer value
	

	
	5 to (n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure 7.7.x-1: GGSN Back-Off Time 
Table 7.7.x.1: GGSN Back-Off Time information element

	Timer value 

Bits 5 to 1 represent the binary coded timer value.

Timer unit 
Bits 6 to 8 defines the timer value unit for the GGSN Back-off Time as follows:

Bits 

8 7 6

0 0 0  value is incremented in multiples of 2 seconds

0 0 1  value is incremented in multiples of 1 minute 

0 1 0  value is incremented in multiples of 10 minutes
0 1 1  value is incremented in multiples of 1 hour

1 0 0  value is incremented in multiples of 10 hours

1 1 1  value indicates that the timer is infinite
Other values shall be interpreted as multiples of 1 minute in this version of the protocol.
Timer unit and Timer value both set to all "zeros" shall be interpreted as an indication that the timer is stopped.


* * * End of Change * * * *
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