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1. Introduction
A new work item has been agreed at CT4#51 meeting in Jacksonville about PCRF failure and restoration (see C4-103316), the objective of this WID is excerpted as follows:
This WI aims at specifying stage 2 requirements and possible corresponding stage 3 protocols impacts for PCRF failure and restoration for both the non-roaming case and the roaming case, covering the following aspects: 

-
Restart/failure detection mechanism;

-
PCRF reselection function, e.g. DRA behaviour;

-
The procedure of PCRF clients when the PCRF is unavailable;

-
The procedure at PCRF and PCRF clients after PCRF failure.
2. Discussion:
The PCRF is the network entity responsible for Policy and Charging control. The PCRF controls how the network is used by the subscribers, providing network control regarding service detection, gating, QoS handling and charging. PCRF can decide based on operator policies when the conditions of certain PDN connection change, including when it has to be terminated (e.g. when the user surpasses the allowed volume for certain PDN connection).
The situation when the PCC control is lost (i.e. when the PCRF has failed) may have impacts on the associated PDN connections. Those impacts may also be subject to policy and charging control, e.g. the decision on whether a PDN connection shall be terminated for certain user and under which circumstances can also depend on the PCC demands. 
Restoration instructions are required to be handled for the scenarios when PCRF is under a failure. These instructions can be obtained from the PCRF or by using an O&M method. 
In this discussion paper, we are going to analyze the two different approaches namely restoration instructions locally configured at the PCRF clients or provided through the PCC reference points. 
In order to do so, we are going to analyse first the resynchronization PCRF states among PCRF and PCRF clients, focusing on the Reactive resynchronization and Proactive resynchronization. 
For the sake of convenience, the definition of Reactive resynchronization and Proactive resynchronization which were included in the report of outcome of CT3/CT4 discussion at Jacksonville meeting is excerpted here:

·  Reactive resynchronization: If the PCRF client needs to send a session modification request towards a PCRF which is known to have restarted since the session was created (or if the PCRF client receives a response to an IP Can session modification request indicating that the ctx is lost in PCRF), the PCRF client should tear down that particular session (except for emergency/eMPS sessions).

· Proactive resynchronization: Once the PCRF client detects the PCRF restart, the PCRF clients release all local resources related to the restarted PCRF. For the active session, graceful timer may apply according to the operator policy. Concerns were raised that this may induce important signaling in the networks and may unnecessarily tear down some sessions.

Two different aspects need to be considered in this analysis:
· Type of PDN connections
· Services that require PCC control

Type of PDN connections
There are different types of PDN connections based on the carried services.

· Default APN which is normally used for internet data traffic, such as HTTP, FTP. This APN can also be used for Mobile TV, inline gaming which require PCRF/PCEF interaction to achieve the requested QoS on the dedicated bearer context.
· IMS APN which is dedicated for IMS services including IMS voice. IMS services typically require PCC architecture.
For the PDN connections associated with an IMS APN, a PCRF restart will mean that the UE will not be able to establish IMS originating calls nor receive IMS terminating calls via the existing PDN connection. This is considered a strong limitation and thus it is required that the network tries to re-establish the PCC control for all impacted users as soon as possible. In order to do so, such PDN connections shall be terminated as soon as the PCRF failure is identified so that the affected UEs try to initiate a new PDN connection and initiates a new IMS registration. In order to do so, it is possible:
· Use Proactive resynchronization: as soon as the network client discovers that the PCRF has restarted, it will initiate the PDN disconnection procedure for all the UEs that have a PDN connection for IMS, so that the control is re-established as soon as possible. In order to avoid overload situations, the disconnections should be done in a progressive way. If the UE is already engaged in an IMS call, and in order to satisfy the UE perception of the IMS call, a graceful termination timer which based on the average of duration of the IMS call should be used to be able to gracefully terminate the PDN connection.
· Use a traffic detection mechanism at the PCEF to initiate a PDN disconnection upon IMS signaling detection (NTT DoCoMo & NEC proposal): This model has some limitations:
· When the interaction with the PCRF occurs at SIP INVITE Request (e.g. when preconditions are met) the SIP INVITE would not progress to the PGW. Instead the originating UE would receive a SIP 503 (Service Unavailable) which may include a Retry-After header to indicate when the UE can start the reattempt. The PGW would not initiate the PDN disconnection in this case.
· The PGW would have to monitor all traffic in order to identify SIP signaling. It would create an extra processing load in the node. It has to identify also that that SIP signaling does not correspond to an MPS session or emergency service in order to keep that session alive.
· In case security mechanism is used between UE and P-CSCF upon the IMS registration, the PGW will not be able to detect SIP invite.

For PDN connections for IMS, use of proactive resynchronization is considered the simplest way to re-establish the IMS sessions as soon as possible minimizing the impacts in the network.

For the PDN connections with default APN, PCRF restart does not have the same kind of limitations in the use of services. Thus, these PDN connections can be terminated reactively upon IP-CAN modification event. That is, reactive synchronization can be used here.
Services that require PCC control

PCC architecture is used to control the QoS, charging and service usage for the subscribers that have established one or more PDN connections. Absence of this PCC control can be acceptable for certain services or subscriptions where it is acceptable for the operator that the service progresses until a modification on the current conditions occur (e.g. RAT type change).

However there are other services or subscriptions that are fully based on a PCC control. These are some examples: 

· An operator allows certain volume (x Mbits) to be used by certain user based on certain conditions (e.g. based on time of day)

· Charging of some services is different for certain users during weekends

· Rx-based services (e.g. IPTV, streaming service) have similar implications as for IMS
· Etc.

This kind of services should be terminated immediately when this kind of control is lost. Otherwise the user could be charged incorrectly or he could make an incorrect use of the resources. Proactive synchronization should be used in this case.

Since the PCRF is aware of the kind user, established PDN connections and type of services, it knows when a PDN connection can be handled by using reactive or proactive synchronization procedures. It also knows when a PDN connection has to be terminated immediately or can be maintained for a period of time (e.g. in IMS to allow the already active IMS calls to be finished by the UE). Restoration instructions with this information will allow the clients to cover the different scenarios.
The restoration instructions provided dynamically via PCC reference points from PCRF to PCRF clients has the following merits in comparison with configuring the instructions locally in the PCRF clients:
· The PCRF as a logical ruling function in the PCC architecture has the knowledge to decide the required behaviour for the affected PDN connections when the PCC control is lost (e.g. it knows whether the UE has a flat rate, whether the UE has premier services due to accumulated usage on certain services, etc.)  
· When the PCRF is deployed, PCEF can act just as an enforcement function. It is not mandated to have its own local policies.
· It allows higher flexibility. PCRF instructions can be defined as very simple instructions (e.g. proactive vs reactive synchronizations and an assigned graceful timer for PDN disconnection termination) or can also be configured rather complex, based on a large amount of policies 

· It centralizes the configuration of the restoration instructions; it uniforms the same restoration policy for all its clients. In such way, it simplifies the logic in the PCRF client, i.e. PCRF client need not take the role of the PCRF.

Conclusion

Based on the different traffic scenarios, both Reactive resynchronization and Proactive resynchronization approach may be used. Whether to use one or the other should be done based on PCRF knowledge.   
It is the PCRF responsibility to provide the policy for the situation when PCRF is under the failure, thus the restoration instructions should be allowed to be provided by PCRF.
Proposal

It is propose to agree above principles on the handling of PCRF restoration. Ericsson has produced the corresponding stage 2 CR to TS 23.007 to the CT4#51bis meeting (3GPP TS23.007-CR0127).






































































































































































































