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* * * First Change * * * *
1.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary of 3GPP Specifications ".

[2]
Void 

[3]
Void 

[4]
3GPP TS 23.040: "Technical realisation of SMS Point to Point".

[5]
3GPP TS 23.060: "General Packet Radio Service (GPRS) Service description; Stage 2".

[6]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[7]
3GPP TS 29.018:"Serving GPRS Support Node (SGSN) - Visitors Location Register (VLR); Gs interface layer 3 specification".

[8]
3GPP TS 29.060: "GPRS Tunneling Protocol (GTP) across the Gn and Gp Interface".

[9]
3GPP TS  43. 005: "Digital cellular telecommunication system: Technical performance objectives".

[10]
3GPP TS 23.071: "Digital cellular telecommunications system; Location Services (LCS); Functional Description; Stage 2".

[11]
Void

[12]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[13]
3GPP TS 29.274: " Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[14]
3GPP TS 29.118:"Mobility Management Entity (MME) – Visitor Location Register (VLR) SGs interface specification".
[15]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for  Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[16]
3GPP TS 29.275: "Proxy Mobile IPv6 Mobility and Tunneling Protocols".

[17]
3GPP TS 29.281: "GPRS Tunneling Protocol User Plane (GTPv1-U)". 

[18]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".
[xx]
3GPP TS 23.203: "Policy and charging control architecture"
[yy]

3GPP TS 29.212: "Policy and charging control over Gx reference point"
[zz]
3GPP TS 29.214: "Policy and charging control over Rx reference point"
* * * Second Change * * * *
10.2
Restoration Procedures

10.2.1
Mobile terminated transmission

When the GGSN receives a mobile terminated PDU for which no valid PDP context exists the GGSN discards the received PDU and may also return an appropriate Error message depending on the protocol used. No further actions are performed by the GGSN. Alternatively, if the GGSN has static PDP information about the PDP address, the GGSN may try to deliver the PDU by initiating the Network-Requested PDP Context Activation procedure (see 3GPP TS 23.060).

10.2.2
Mobile originated transmission

When the GGSN receives a tunnel PDU for which no PDP context exists it discards the tunnel PDU and sends an Error indication message to the originating SGSN. The SGSN deactivates the PDP context and sends an Error indication to the MS. The MS may then re-activate the PDP context.

10.2.x
PCRF failure
When the Policy and Charging Control is deployed and when a GGSN detects that a peer PCRF is unavailable, the associated PDP Contexts (per PDP address and APN)  should be terminated according to the restoration instructions. 
NOTE: The term associated PDP Contexts is referred to IP-CAN session as specified in 3GPP TS23.203[xx].
* * * Third Change * * * *
16.1.1
Restoration Procedures

After an SGW restart, the SGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after an SGW Restart the SGW shall place local SGW restart counter value in all GTPv2 Echo requests/responses messages and PMIPv6 heartbeat responses the SGW sends.

The SGW will receive the MME/S4-SGSN restart counter in GTPv2 Echo requests and Echo response messages that the SGW receives from the MME/S4-SGSN. 
The SGW will receive the PGW restart counter in GTPv2 Echo requests/ responses and PMIPv6 heartbeat responses that the SGW receives from the PGW.
When the Policy and Charging Control is deployed and for the case where PMIP based S5/S8 is in place, when an SGW detects that a peer PCRF is unavailable, the affected PDN connections should be terminated according to the restoration instructions. 
NOTE: The term associated PDN connection is referred to IP-CAN session as specified in 3GPP TS23.203[xx].
When an SGW detects that a peer MME /S4-SGSN has restarted (see clause 18 "GTP-C based restart procedures") it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. The SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

When an SGW detects that a peer PGW has restarted (see clause 18 "GTP-C based restart procedures") it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. In addition, if the optional feature PGW Restart Notification is supported by the SGW and MME/S4-SGSN as specified in clause 8.83 in 3GPP TS 29.274[13], the SGW shall initiate the cleanup of the hanging PDN connections associated with the SGW and the restarted PGW at the corresponding MMEs/S4-SGSNs by sending GTPv2 message(s) PGW Restart Notification, with the control plane IP address of the restarted PGW and the control plane IP address of the SGW on the S11/S4 interface included. The SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

When the MME/S4-SGSN receives this message, according to the control plane IP address of the restarted PGW and the control plane IP address of the SGW on the S11/S4 interface included in the message, MME/S4 SGSN should delete all PDN connection table data/MM bearer contexts associated with the SGW and the restarted PGW as well as freeing any internal MME resources associated with those PDN connections. The MME may optionally perform other implementation specific actions such as to clear external resources (e.g. S1-MME messages to clear eNodeB resources) or more advanced forms of restoration. 

NOTE:
The SGW will have the identity of the MME/S4-SGSN and PGW currently in use for a PDN connection available in the SGW’s PDN connection table as part of existing EPC procedure.

* * * Fourth Change * * * *
17.1.1
Restoration Procedures

After a PGW restart, the PGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after a PGW Restart, the PGW shall place this PGW restart counter value in all GTPv2 echo requests/responses and PMIPv6 heartbeat responses the PGW sends.
When the Policy and Charging Control is deployed and when an PGW detects that a peer PCRF is unavailable, the affected PDN connection should be terminated according to the restoration instructions. 
NOTE: The term associated PDN connection is referred to IP-CAN session as specified in 3GPP TS23.203[xx].
The PGW will receive the SGW or ePDG restart counters in GTPv2 echo requests/responses and  PMIPv6 heartbeat responses that the PGW receives from the SGW or ePDG. When a PGW detects that a peer SGW or peer ePDG has restarted it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW resources associated with those PDN connections. The PGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

NOTE:
The PGW will have the identity of SGW or ePDG currently in use for a PDN connection available in the PGW’s PDN connection table as part of existing EPC procedure.
* * * Fifth Change * * * *
X
Restoration of data in the PCRF

X.1
Restart of the PCRF

X.1.0
General

When a PCRF fails, all Diameter sessions including Gx, Gxx and Rx sessions affected by the restart become invalid and may be deleted. PCRF storage of subscriber information such as location is volatile.

When the PCRF receives a non-initial message (e.g. Diameter CC-Request with CC-Request-Type AVP set to the value "UPDATE_REQUEST") for which no PCC context exists, it shall discard the message and return a Diameter error indication to the originating PCRF client.

X.1.1
PCRF Failure and Recovery 
PCRF failure and recovery includes IP-CAN session/PDN connection termination and PCC control re-establishment

NOTE1: 
The specification of PCC control re-establishment is out of Release 10 scope.
IP-CAN session/PDN connection termination shall be performed based on restoration instructions. The restoration instructions are stored in the PCC clients and obtained during the Diameter session establishment/modification procedures or they may be locally configured in the PCRF client. 

Restoration instructions may include the PDN connection termination mechanism to be initiated by the PCRF client for certain PDN connection upon a PCRF Failure, i.e.

· Reactive mechanism: No immediate action in the PCRF client shall be initiated for the PDN connections marked as reactive. Whenever the PCRF client requires initiating a Diameter session modification for that PDN connection (e.g. location change), the PCRF client shall initiate the termination of the related PDN connection.

· Proactive mechanism: Upon a PCRF Failure, the PCRF client shall terminate the PDN connections marked as proactive once the graceful termination timer related to that PDN connection expires or upon detection of service inactivity. 

The termination mechanism to be applied shall be decided based on the nature of APN and service authorized.

NOTE 2   One example for selecting a proactive mechanism is for the case of a user connected to an IMS APN. When the UE is engaged in a voice service, the corresponding PDN connection should be terminated at the detection of service inactivity or at the expiry of graceful termination timer, which should be set to a length satisfying most of the voice service. If the UE is not engaged in any voice service, the corresponding PDN connection should be terminated immediately in order to force UE to make a new IMS registration. 

NOTE 3
When the same graceful termination timer is provided for multiple PDN connections, randomized offset should be added by the PGW to avoid potential massive signaling when graceful termination timer expired. 

The ongoing Emergency/eMPS session should not be terminated upon a PCRF failure. Restoration instructions should indicate a proactive mechanism in this case with a graceful timer set to infinite.
Y
Diameter based restart procedures
Across Diameter based interfaces including Gx, Gxx and Rx diameter entities i.e. SGW (BBERF), PGW, AF and PCRF, PCRF clients (i.e. PCEF/BBERF/AF) shall utilize Diameter messages as specified in 3GPP TS 29.212 [yy] and 3GPP TS29.214 [zz] to detect and handle a PCRF restart. PCRF clients shall be able to detect liveliness of the PCRF. 
NOTE1:
The Diameter based restart procedures as described in this subclause are not applied to the Cx, Sh and other diameter based interfaces.
NOTE2: The Diameter messages to be used are FFS.
* * * End of Changes * * * *
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