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Case 1: UMTS subscribers:

Case 1.1: HO to UTRAN 

The source SGSN shall transfer CK’CS, IK’CS, KSI’CS (=KSIPS) and the NONCE to the SRNC and transfer CK’CS, IK’CS and KSI’CS (=KSIPS) to the MSC server enhanced for SRVCC. 
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The source SGSN shall transfer the security context, including CK’CS, IK’CS and KSI’CS (=KSIPS) to the MSC server enhanced for SRVCC. 
Case 2: GSM subscribers
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The source SGSN shall set GSM CKSN’CS to GPRS CKSNPS and transfer GSM ciphering key Kc’ and GSM CKSN’CS  to the MSC server enhanced for SRVCC. 

In other words, the KSI'cs/CK'cs/IK'cs  and CKSN'cs/Kc'  in MM Context for UTRAN SRVCC are mutually exclusive. TS 29.280 does however not clearly specify how to encode the MM Context for UTRAN SRVCC IE for the invalid parameters.  
2/ The MM Context for UTRAN SRVCC mentions the Kc parameter whereas TS 33.102 requires the source SGSN to send the Kc' parameter.

3/ the encoding of the KSI'cs is not specified precisely. 

4/ the encoding of the eKSI is not specified precisely.
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4/ eKSI is encoded as bits 1 to 4 of the NAS Key Set Identifier IE in TS 24.301
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6.5
MM Context for E-UTRAN SRVCC
The MM Context information element contains mobile station classmarks, supported codec list, and the security parameters that are necessary for the MSC server to setup the ciphering connection (and integrity protection for 3G) with the target access for SRVCC. CS ciphering keys parameters: CKSRVCC, IKSRVCC, and eKSI for E-UTRAN SRVCC are defined in 3GPP TS 33.401 [6]. 
Mobile Station Classmark 2, Mobile Station Classmark 3, and Supported Codec List information Elements indicate the supported encryption algorithms for GERAN access and CS supported codecs. The coding of Mobile Station Classmarks and Supported Codec List fields include the IE value part as it is specified in 3GPP TS 24.008 [7].
eKSI shall be coded as bits 1 to 4 of the NAS Key Set Identifier IE in TS 24.301 [x].
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 54 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Spare
	eKSI
	

	
	6 to 21
	CKSRVCC
	

	
	22 to 37
	IKSRVCC
	

	
	38
	Length of the Mobile Station Classmark 2
	

	
	39 to a
	Mobile Station Classmark 2
	

	
	b
	Length of the Mobile Station Classmark 3
	

	
	(b+1) to c
	Mobile Station Classmark 3
	

	
	d
	Length of the Supported Codec List
	

	
	(d+1) to (n+4)
	Supported Codec List
	


Figure 6.5-1: MM Context for E-UTRAN SRVCC
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6.6
MM Context for UTRAN SRVCC

The MM Context information element contains mobile station classmarks, supported codec list, and the security parameters that are necessary for the MSC server to setup the ciphering connection (and integrity protection for 3G) with the target access for SRVCC. The usage of CK’CS, IK’CS, KSI’CS, Kc’, CKSN’CS are defined in 3GPP TS 33.102 [10].

Mobile Station Classmark 2, Mobile Station Classmark 3, and Supported Codec List information Elements indicate the supported encryption algorithms for GERAN access and CS supported codecs. The coding of Mobile Station Classmarks and Supported Codec List fields include the IE value part as it is specified in 3GPP TS 24.008 [7]. 
CKSN'cs shall be coded as bits 1 to 8 of the CKSN IE in TS 24.008 [7]. The KSI'cs shall be coded as bits 1 to 4 of the CKSN IE in TS 24.008 [7].
The source SGSN will send to the MSC Server enhanced for SRVCC either the KSI'cs/CK'cs/IK'cs for an UMTS subscriber or the CKSN'cs/Kc' for a GSM subscriber (see 3GPP TS 33.102 [10]): 

· when transferring KSI'cs/CK'cs/IK'cs, the source SGSN shall set the key sequence value of the CKSN'cs to the value '111' and Kc’ to all 0’s in binary; 

· when transferring CKSN'cs/Kc', the source SGSN shall set the key sequence value of the KSI’cs to the value '111', and CK’cs and IK’cs to all 0’s in binary. 
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 55 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Spare
	KSI’CS
	

	
	6 to 21
	CK’CS
	

	
	22 to 37
	IK’CS
	

	
	38 to 45
	Kc'
	

	
	46
	CKSN’CS
	

	
	47
	Length of the Mobile Station Classmark 2
	

	
	48 to a
	Mobile Station Classmark 2
	

	
	b
	Length of the Mobile Station Classmark 3
	

	
	(b+1) to c
	Mobile Station Classmark 3
	

	
	d
	Length of the Supported Codec List
	

	
	(d+1) to (n+4)
	Supported Codec List
	


Figure 6.6-1: MM Context for UTRAN SRVCC
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