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* * * First Change * * * *
5.5
Usage of the GTPv2-C Header

The format of the GTPv2-C header is specified in subclause 5.1 "General format". The usage of the GTP-C header across e.g. S101 (3GPP TS 29.276 [14]) and Sv (3GPP TS 29.280 [15]) interfaces are defined in their respective specifications. 

The usage of the GTPv2-C header for EPC specific interfaces shall be as defined below. 

The first octet of the header shall be used is the following way:

· Bits 8 to 6, which represent the GTP-C version, shall be set to decimal 2 ("010").

· Bit 5 represents a "P" flag. If the "P" flag is set to "0", no piggybacked message shall be present. If the "P" flag is set to "1", then another GTPv2-C message with its own header and body shall be present at the end of the current message. 

When present, a piggybacked message shall have its "P" flag set to "0" in its own header. If Create Session Response message (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) has the "P" flag set to "1", then a Create Bearer Request message shall be present as the piggybacked message. As a response to the Create Bearer Request message, if the Create Bearer Response has the "P" flag set to "1", then a Modify Bearer Request (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) shall be present as the piggybacked message. A Create Bearer Response with "P" flag set to "1" shall not be sent unless a Create Session Response with "P" flag set to "1" has been received for the same procedure. Apart from Create Session Response and Create Bearer Response messages, all the EPC specific messages shall have the "P" flag set to "0".  

-
Bit 4 represents a "T" flag, which indicates if TEID field is present in the GTP-C header or not. If the "T" flag is set to 0, then the TEID field shall not be present in the GTP-C header. If the "T" flag is set to 1, then the TEID field shall immediately follow the Length field, in octets 5 to 8. Apart from the Echo Request, Echo Response and Version Not Supported Indication messages, in all EPC specific messages the value of the "T" flag shall be set to "1".

-
Bit 3 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it. 

-
Bit 2 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 1 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 6.1-1 "Message types for GTPv2".  

-
Octets 3 to 4 represent the Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP-C header (the first 4 octets). The TEID (if present) and the Sequence Number shall be included in the length count. The format of the Length field is specified in subclause 8.2 "Information Element Format".

-
A piggybacked initial message and the preceeding triggered response message present in the common IP/UDP packet shall have their own length and sequence number in their respective GTP-C headers. The overall length of the IP/UDP packet shall indicate the total length of the two GTP-C messages.

-
For EPC specific interfaces, T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID) field. This field shall unambiguously identify a tunnel endpoint in the receiving GTP-C entity. The Tunnel Endpoint Identifier is set by the sending entity to the value provided by the corresponding receiving entity. When a peer's TEID is not available, as in the following cases, the TEID field shall be present in a GTPv2-C header, but its value shall be set to "0":
-
Create Session Request message on S5/S8

-
Create Session Request message on S4/S11, if for a given UE, the SGSN/MME has not yet obtained the Control TEID of the SGW.

-
Create Indirect Data Forwarding Tunnel Request message on S4/S11, if the SGW selected by the MME/S4-SGSN for indirect data forwarding is different from the SGW used as anchor.

-
Identification Request/Response messages.

-
Forward Relocation Request message.

-
Context Request message.

-
Relocation Cancel Request message except for the case where the old SGSN/MME has already been assigned the Tunnel Endpoint Identifier Control Plane of the new SGSN/MME.

-
Delete PDN Connection Set Request/Response messages.
-
Configuration Transfer Tunnel message.

-
RAN Information Relay message.

-
If a node receives a message for which it has no context, it shall respond with "Context not found" Cause in the corresponding response message to the sender. The TEID used in the GTPv2-C header in the response message shall be set to zero.
-
MBMS Session Start Request message.
- 
Bulk PDN Connections Deletion Request message.
NOTE: 
The Change Notification Request/Response messages are also sent on the TEID zero. These messages are not listed in the procedures above because the peer’s node TEID is available.
-
Octets 9 to 11 represent GTP Sequence Number field.

* * * Next Change * * * *
6.1
Message Format and Type values

GTP defines a set of messages between two associated EPC network elements. The messages to be used shall be as defined in Table 6.1-1.

Table 6.1-1: Message types for GTPv2

	Message Type value (Decimal)
	Message
	Reference
	GTP-C
	GTP-U

	0
	Reserved
	
	
	

	1
	Echo Request
	
	X
	X

	2
	Echo Response
	
	X
	X

	3
	Version Not Supported Indication
	
	X
	

	4 to 24
	Reserved for S101 interface
	TS 29.276 [14]
	
	

	25 to 31
	Reserved for Sv interface
	TS 29.280 [15]
	
	

	
	SGSN/MME to PGW (S4/S11, S5/S8)
	
	
	

	32
	Create Session Request
	
	X
	

	33
	Create Session Response
	
	X
	

	34
	Modify Bearer Request
	
	X
	

	35
	Modify Bearer Response
	
	X
	

	36
	Delete Session Request
	
	X
	

	37
	Delete Session Response
	
	X
	

	38
	Change Notification Request
	
	X
	

	39
	Change Notification Response
	
	X
	

	40 to 63
	For future use
	
	
	

	164
	Resume Notification
	
	X
	

	165
	Resume Acknowledge
	
	X
	

	
	Messages without explicit response
	
	
	

	64
	Modify Bearer Command 

(MME/SGSN to PGW – S11/S4, S5/S8)
	
	X
	

	65
	Modify Bearer Failure Indication 

(PGW to MME/SGSN – S5/S8, S11/S4)
	
	X
	

	66
	Delete Bearer Command 

(MME/SGSN to PGW – S11/S4, S5/S8)
	
	X
	

	67
	Delete Bearer Failure Indication

(PGW to MME/SGSN – S5/S8, S11/S4))
	
	X
	

	68
	Bearer Resource Command 

(MME/SGSN to PGW – S11/S4, S5/S8)
	
	X
	

	69
	Bearer Resource Failure Indication 

(PGW to MME/SGSN – S5/S8, S11/S4)
	
	X
	

	70
	Downlink Data Notification Failure Indication

(SGSN/MME to SGW – S4/S11)
	
	X
	

	71
	Trace Session Activation
	
	X
	

	72
	Trace Session Deactivation
	
	X
	

	73
	Stop Paging Indication
	
	X
	

	74 to 94
	For future use
	
	
	

	
	PGW to SGSN/MME (S5/S8, S4/S11)
	
	
	

	95
	Create Bearer Request
	
	X
	

	96
	Create Bearer Response
	
	X
	

	97
	Update Bearer Request
	
	X
	

	98
	Update Bearer Response
	
	X
	

	99
	Delete Bearer Request
	
	X
	

	100
	Delete Bearer Response
	
	X
	

	
	PGW to MME, MME to PGW, SGW to PGW, SGW to MME (S5/S8, S11)
	
	
	

	101
	Delete PDN Connection Set Request
	
	X
	

	102
	Delete PDN Connection Set Response
	
	X
	

	103 to 127
	For future use
	
	
	

	
	MME to MME, SGSN to MME, MME to SGSN, SGSN to SGSN (S3/S10/S16)
	
	
	

	128
	Identification Request
	
	X
	

	129
	Identification Response
	
	X
	

	130
	Context Request
	
	X
	

	131
	Context Response
	
	X
	

	132
	Context Acknowledge
	
	X
	

	133
	Forward Relocation Request
	
	X
	

	134
	Forward Relocation Response
	
	X
	

	135
	Forward Relocation Complete Notification
	
	X
	

	136
	Forward Relocation Complete Acknowledge
	
	X
	

	137
	Forward Access Context Notification
	
	X
	

	138
	Forward Access Context Acknowledge
	
	X
	

	139
	Relocation Cancel Request
	
	X
	

	140
	Relocation Cancel Response
	
	X
	

	141
	Configuration Transfer Tunnel
	
	X
	

	142 to 148
	For future use
	
	
	

	152
	RAN Information Relay
	
	X
	

	
	SGSN to MME, MME to SGSN (S3)
	
	
	

	149
	Detach Notification
	
	X
	

	150
	Detach Acknowledge
	
	X
	

	151
	CS Paging Indication
	
	X
	

	153
	Alert MME Notification
	
	X
	

	154
	Alert MME Acknowledge
	
	X
	

	155
	UE Activity Notification
	
	X
	

	156
	UE Activity Acknowledge
	
	X
	

	157 to 159
	For future use
	
	
	

	
	SGSN/MME to SGW, SGSN to MME (S4/S11/S3)
SGSN to SGSN (S16), SGW to PGW (S5/S8)
	
	
	

	162
	Suspend Notification
	
	X
	

	163
	Suspend Acknowledge
	
	X
	

	
	SGSN/MME to SGW (S4/S11)
	
	
	

	160
	Create Forwarding Tunnel Request
	
	X
	

	161
	Create Forwarding Tunnel Response
	
	X
	

	166
	Create Indirect Data Forwarding Tunnel Request
	
	X
	

	167
	Create Indirect Data Forwarding Tunnel Response
	
	X
	

	168
	Delete Indirect Data Forwarding Tunnel Request
	
	X
	

	169
	Delete Indirect Data Forwarding Tunnel Response
	
	X
	

	170
	Release Access Bearers Request
	
	X
	

	171
	Release Access Bearers Response
	
	X
	

	172 to 175
	For future use
	
	
	

	
	SGW to SGSN/MME (S4/S11)
	
	
	

	176
	Downlink Data Notification
	
	X
	

	177
	Downlink Data Notification Acknowledge
	
	X
	

	179
	Bulk PDN Connections Deletion Request
	
	X
	

	180
	Bulk PDN Connections Deletion Response
	
	X
	

	
	SGW to SGSN (S4)
	
	
	

	178
	Reserved. Allocated in earlier version of the specification.
	
	
	

	181 to 199
	For future use
	
	
	

	
	SGW to PGW, PGW to SGW (S5/S8)
	
	
	

	200
	Update PDN Connection Set Request
	
	X
	

	201
	Update PDN Connection Set Response
	
	X
	

	202 to 210
	For future use
	
	
	

	
	MME to SGW (S11)
	
	
	

	211
	Modify Access Bearers Request
	
	X
	

	212
	Modify Access Bearers Response
	
	X
	

	213 to 230
	For future use
	
	
	

	
	MBMS GW to MME/SGSN (Sm/Sn)
	
	
	

	231
	MBMS Session Start Request
	
	X
	

	232
	MBMS Session Start Response
	
	X
	

	233
	MBMS Session Update Request
	
	X
	

	234
	MBMS Session Update Response
	
	X
	

	235
	MBMS Session Stop Request
	
	X
	

	236
	MBMS Session Stop Response
	
	X
	

	237 to 239
	For future use
	
	
	

	
	Other
	
	
	

	240 to 255
	For future use
	
	
	


* * * Next Change * * * *
7.9.4
Update PDN Connection Set Response

This message is sent by the PGW to the SGW on S5/S8 in response to the Update PDN Connection Set Request message.

Table 7.9.y: Information Elements in a Update PDN Connection Set Response

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	
	Cause
	0

	PGW-FQ-CSID
	C
	This IE shall be included for MME relocation without SGW relocation per 3GPP TS 23.007 [17].
	FQ-CSID
	0

	Private Extension
	O
	None
	Private Extension
	VS


The following Cause values are defined:

-
"Request accepted"

-
"Request rejected"
-
"System failure".

-
"Mandatory IE missing".

-
"Invalid message format".

7.9.x
Bulk PDN Connections Deletion Request

The direction of this message shall be from SGW to MME/S4-SGSN (see Table 6.1-1).

A Bulk PDN Connections Deletion Request shall be sent when the SGW detect the peer PGW has restarted as specified in 3GPP TS 23.007 [17].
Possible Cause values are:

-
"PGW has restarted".
Table 7.9.x-1 specifies the presence of IEs in this message.

Table 7.2.9.2-1: Information Elements in a Bulk PDN Connections Deletion Request
	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	
	Cause
	0

	PGW S5/S8 IP Address for Control Plane or PMIP
	C
	This IE shall be included over S11/S4 interface when Cause value indicates that PGW has restarted. 

The IE is used to identify the restarted PGW.  The TEID for the GTP based S5/S8 case or the GRE key for the PMIP based S5/S8 case should be set to "0" and should be ignored by the receiving node.  See NOTE1.

	F-TEID
	0

	SGW S11/S4 IP Address and TEID for Control Plane
	C
	This IE shall be included over S11/S4 interface when Cause value indicates that PGW has restarted. 

The IE is used to identify the SGW.  The TEID should be set to "0" and should be ignored by the receiving node. See NOTE1.


	F-TEID
	1

	Private Extension
	O
	
	Private Extension
	VS

	NOTE1:    Only existing PDN connections that employed the combination of SGW S11/S4 IP address in "SGW S11/S4 IP Address and TEID for Control Plane" and the PGW S5/S8 address in the "PGW S5/S8 IP Address and TEID for Control Plane" above shall be deleted.


7.9.y
Bulk PDN Connections Deletion Response

The Bulk PDN Connections Deletion Response shall be sent as a response of Bulk PDN Connections Deletion Request.

Possible Cause values are:

· "Request accepted".
· "No resources available"
Table 7.9.y-1: Information Elements in Bulk PDN Connections Deletion Response
	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	
	Cause
	0

	Private Extension
	O
	
	Private Extension
	VS


* * * Next Change * * * *
8.4
Cause

Cause IE is coded as depicted in Figure 8.4-1. 
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6
	Spare
	PCE
	BCE
	CS
	

	
	a(n+1)
	Type of the offending IE
	

	
	a(n+2) to - a(n+3)
	Length of the offending IE = 0
	

	
	a(n+4)
	Spare

Instance


	


1) Figure 8.4-1: Cause

Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 2, a = 0 and the Cause IE shall be 6 octets long. Therefore, octets "a(n+1) to a(n+4)" will not be present.

-
If n = 6, a = 1 and the Cause IE will be 10 octets long.

The following bits within Octet 6 indicate:

-
Bits 8 to 4: Spare, for future use and set to zero

-
Bit 1 – CS (Cause Source): If this bit is set to 1, it indicates that the corresponding error cause is originated by the remote node (i.e., the MME/SGSN to a PGW, or the PGW to an MME/SGSN). This bit is set to 0 to denote that the corresponding error cause is originated by the node sending the message. 
The CS should be set to 1 by the SGW when the SGW relay a response message with cause value from the MME to the PGW or from the PGW to the MME/SGSN. For PMIP based S5/S8, the SGW shall include the PMIP cause and set the CS bit to 1 when the SGW relay a response message with the cause value from the PGW to the MME.
-
Bit 2 – BCE (Bearer Context IE Error): If this bit is set to 1, it indicates that the corresponding rejection cause is due to the error in the Bearer Context IE. This bit shall be discarded if the cause value is one of Acceptance cause value as given in table 8.4-1.

-
Bit 3 – PCE (PDN Connection IE Error): If this bit is set to 1, it indicates that the corresponding rejection cause is due to the error in the PDN Connection IE. This bit shall be discarded if the cause value is one of Acceptance cause value as given in table 8.4-1.
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 

If the rejection is due to a mandatory IE or a verifiable conditional IE is faulty or missing, the offending IE shall be included within an additional field "a(n+1) to a(n+4)". Only Type and Instance fields of the offending IE that caused the rejection have a meaning. The length in the Octet 8-9 and spare bits in the Octet 10 shall be set to "0". In this case, the value of "n" shall be "6". Otherwise, the value of "n" is equal to "2".

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

"Request accepted" is returned when the GTPv2 entity has accepted a control plane request.

"Invalid Reply from remote peer" is used by the SGW for the messages spanning through two interfaces. This cause value is returned by the SGW to the MME/SGSN or PGW in a reply message where the corresponding reply message on S5/S8 or S11/S4 from the PGW or MME/SGSN is not decoded as valid.

"Temporarily rejected due to handover procedure in progress" is used by the MME for the dedicated bearer related procedure initiated by the PGW. When the X2 based handover with/without SGW change or S1 based handover with/without SGW and/or MME change is in progress, the MME may receive Create / Update / Delete Bearer request message for the dedicated bearer creation, modification or deletion initiated by the PGW. If the handover procedure results in the SGW and/or MME change, then the dedicated bearer related procedure can not be handled temporarily by the MME till the handover procedure is completed. In that case the MME shall reject the dedicated bearer related procedure with this rejection cause. 
The usage of "Fallback to GTPv1" is specified in subclause 7.10 "Fallback to GTPv1 mechanism".
The usage of "PGW has restarted" is specified in subclause 7.9.x " Bulk PDN Connections Deletion Request".
The listed cause values for rejection response message descriptions in clause 7 are not meant to be exhaustive lists. Therefore a GTPv2 node shall use the most appropriate matching rejection response cause value that is listed in Table 8.4-1.

Table 8.4-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Request
	1
	Reserved

	
	2
	Local Detach

	
	3
	Complete Detach

	
	4
	RAT changed from 3GPP to Non-3GPP

	
	5
	ISR deactivation

	
	6
	Error Indication received from RNC/eNodeB

	
	7
	IMSI Detach Only

	
	x
	PGW has restarted

	
	y to 15
	Spare. This value range is reserved for Cause values in a request message

	Acceptance Response
	16
	Request accepted

	
	17
	Request accepted partially

	
	18
	New PDN type due to network preference

	
	19
	New PDN type due to single address bearer only

	
	20 to -63
	Spare. This value range is reserved for Cause values in acceptance response message

	Rejection Response
	64
	Context Not Found

	
	65
	Invalid Message Format

	
	66
	Version not supported by next peer

	
	67
	Invalid length

	
	68
	Service not supported

	
	69
	Mandatory IE incorrect

	
	70
	Mandatory IE missing

	
	71
	Reserved

	
	72
	System failure

	
	73
	No resources available

	
	74
	Semantic error in the TFT operation

	
	75
	Syntactic error in the TFT operation

	
	76
	Semantic errors in packet filter(s)

	
	77
	Syntactic errors in packet filter(s)

	
	78
	Missing or unknown APN

	
	79
	Reserved

	
	80
	GRE key not found

	
	81
	Relocation failure

	
	82
	Denied in RAT

	
	83
	Preferred PDN type not supported

	
	84
	All dynamic addresses are occupied

	
	85
	UE context without TFT already activated

	
	86
	Protocol type not supported

	
	87
	UE not responding

	
	88
	UE refuses

	
	89
	Service denied

	
	90
	Unable to page UE

	
	91
	No memory available

	
	92
	User authentication failed

	
	93
	APN access denied – no subscription

	
	94
	Request rejected

	
	95
	P-TMSI Signature mismatch

	
	96
	IMSI not known

	
	97
	Semantic error in the TAD operation

	
	98
	Syntactic error in the TAD operation

	
	99
	Reserved Message Value Received

	
	100
	Remote peer not responding

	
	101
	Collision with network initiated request

	
	102
	Unable to page UE due to Suspension

	
	103
	Conditional IE missing

	
	104
	APN Restriction type Incompatible with currently active PDN connection

	
	105
	Invalid overall length of the triggered response message and a piggybacked initial message

	
	106
	Data forwarding not supported

	
	107
	Invalid reply from remote peer

	
	108
	Fallback to GTPv1

	
	109
	Invalid peer

	
	110
	Temporarily rejected due to handover procedure in progress

	
	111
	Modifications not limited to S1-U bearers

	
	112 to 219
	Spare. This value range is reserved for Cause values in rejection response message

	
	220 to 255
	Reserved for 3GPP Specific PMIPv6 Error Codes as defined in 3GPP TS 29.275 [26]

	NOTE: 
The listed cause values for rejection response message can be also used for request messages if the request message is triggered by a command message.


* * * Next Change * * * *
8.83
Node Features
Node Features IE is coded as depicted in Figure 8.x-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 152 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5 
	Supported-Features
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.83-1: Node Features IE
The Node Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver.  The same bitmask is defined for all GTPv2 interfaces.   
The following table specifies the features defined on GTPv2 interfaces and the interfaces on which they apply.
Table 8.83-1: Node Features on GTPv2 interfaces
	Feature Octet /  Bit
	Feature
	Interface
	Description

	<octet / bit number>
	<short name>
	<applicable interfaces>
	< description of the feature>

	5/1
	BPD
	S11, S4
	SGW inform the MME that the peer PGW has restarted.

	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".

Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.


No features have been defined on the following GTPv2 interfaces in this version of the specification: S11, S4, S5, S8, S10, S3, S16, Sv, S101, Sm, Sn.

* * * End of Changes * * * *
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