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1. Introduction
Annex D.3.6 in TS 23.401 uses provisions of the TS 23.060 for specifying new MME functionality during Gn/Gp SGSN to MME TAU procedure. The problem is related to forwarding the DL data, which was received by the old Gn/Gp SGSN during the TAU and the old Gn/GP SGSN believes a RAU is underway.

In TS 23.060 the new SGSN has the UP, while new MME has not. Hence, 23.401 suggests that the new MME shall send SGW's UP IP address to the old Gn/Gp SGSN with SGSN Context Acknowledge message. Crucial problem is that the new MME cannot know what's SGW's IP address. MME will receive this address afterwards, when it receives a Create Session Response from SGW.
Annex D.3.6 specifies the following MME functionality:

NOTE 6:
The SGSN operation is unmodified compared to pre-Rel-8. The MME indicates reserved TEID and IP address parameters from an S-GW to the old SGSN so that the old Gn/Gp SGSN can forward data packets when needed. The S-GW discards any packets received from old Gn/Gp SGSN.

The above quote does not address two matters:

1. Which values shall MME use for the "reserved TEID and IP address"?

2. If the forwarded DL data somehow reaches SGW, how SGW would know that it should discard the data, rather than return Error Indication to the old SGSN?
SA2 however has clarified the matter with LS to CT4 ("LS on Sequence Number Handling" in S2-090783/C4-090364), which reads:

"To satisfy the Gn/Gp SGSN there may be a need that e.g. an S-GW provides a black hole that consumes any packets that are potentially forwarded by an old Gn/Gp SGSN".
Therefore, CT4 should specify such values for the "reserved IP address and TEID" that the forwarded data never reaches any of the SGWs. It is impossible to specify such valid destination IP address that will not be used by any real network element in any of the PLMNs. For instance, it is impossible to guarantee that e.g. 10.251.77.2 will not be assigned to any host in a PLMN. So, reserving this value will mean that this node (EPC or other) may be receiving spam from various SGSNs.

In order to resolve the above problem, CT4 should make the reserved IP address configurable, or pre-define it form the reserved IP addresses. Such special address ranges for IPv4 are from 0.0.0.0 to 0.0.0.7, or the loopback ones from 127.0.0.0 to 127.255.255.255. Let's look into these alternatives:

· Configuration may look a more flexible option, but a rule of thumb suggests keeping node's configuration parameters to the lowest possible number. That is, configuration parameters should not be added unless there is no other way for solving the problem.
· Defining an IP address from the reserved IPv4 address range, which are considered invalid destination addresses, 0.0.0.0 has the following implications. 

· It should not be a problem for the new MME to send e.g. 0.0.0.0 as an own/SGW's UP IP address to the old SGSN with SGSN Context Acknowledge message. This is just a value in the GTP message IE.

· However, if the Gn/Gp SGSN, which acts as an old one receives 0.0.0.0 as a destination IPv4 address of the peer (which it thinks is another SGSN), the old SGSN may raise an alarm. Fortunately, the old SGSN can respond to SGSN Context Acknowledge message and therefore cannot disrupt the ongoing procedure. So, the old SGSN will perform implementation specific routines, but these will have only local significance (e.g. logging errors).
· Defining an IP address from the loopback address range, say 127.0.0.1 has the following implications:

· Like with 0.0.0.0 case, the old SGSN may detect that the received loopback IP address (e.g. 127.0.0.1) is an invalid destination address and raise an alarm.
· If the old SGSN accepts loopback address, it will send the forwarded data to it. Nothing dramatic happens, because the data will loop back to IP stack of the old SGSN without spamming the network. Yet, this may take more processing power than using 0.0.0.0.
2. Proposal

Looks like the best approach would be leaving the selection of the above alternatives to implementations, which means the following changes to TS 29.060.
* * * Change * * * *

7.5.5
SGSN Context Acknowledge

The new SGSN shall send an SGSN Context Acknowledge message to the old SGSN as a response to the SGSN Context Response message. Only after receiving the SGSN Context Acknowledge message, shall the old SGSN start to forward user data packets. SGSN Context Acknowledge indicates to the old SGSN that the new SGSN has correctly received PDP Context information and is ready to receive user data packets identified by the corresponding Tunnel Endpoint Identifier values. This message shall not be sent if the SGSN Context Request was rejected.

Possible cause values are:

-
"Request accepted".

-
"System failure".

-
"Mandatory IE incorrect".

-
"Mandatory IE missing".

-
"Optional IE incorrect".

-
"No resources available".

-
"Invalid message format".

-
"Authentication failure".

Only the Cause information element shall be included in the acknowledgement if the Cause contains a value other than "Request accepted".

For each active PDP context (i.e. those which have a tunnel established between the old SGSN and the GGSN) the new SGSN shall include a Tunnel Endpoint Identifier Data II information element. If MME acts as a new SGSN during the Gn/Gp SGSN to MME TAU procedure (see annex D.3.6 in 3GPP TS 23.401 [xx]), the MME should use TEID = 0 value. The Tunnel Endpoint Identifier Data II field specifies a Tunnel Endpoint Identifier which is chosen by the new SGSN for a particular PDP context. The old SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent G-PDUs which are sent from the old SGSN to the new SGSN and related to the particular PDP context. When active PDP context(s) exist, this information element shall be included if the Cause contains the value "Request accepted".

The new SGSN shall include an SGSN Address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). If MME acts as a new SGSN during the Gn/Gp SGSN to MME TAU procedure (see annex D.3.6 in 3GPP TS 23.401 [xx]), the MME shall select a special IP address value. 
NOTE:
It is an implementation matter if MME selects the above mentioned special value from (a) one of the reserved IP address range (e.g. '0.0.0.0' for IPv4), or (b) from a loopback IP address range (e.g. '127.0.0.1' for IPv4), or if it is left to an operator to configure the value.

If the SGSN Context Response received from the old SGSN includes an IPv6 SGSN address, an IPv4/IPv6 capable new SGSN shall include an IPv6 address in the field of SGSN Address for user traffic, Otherwise it shall include IPv4 address in this field .  The old SGSN shall store this SGSN Address and use it when sending G-PDUs to the new SGSN for the MS. When active PDP context(s) exist, this information element shall be included if the Cause contains the value "Request accepted".

The optional Private Extension contains vendor or operator specific information.

Table 28: Information Elements in a SGSN Context Acknowledge

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Tunnel Endpoint Identifier Data II
	Conditional
	7.7.15

	SGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Private Extension
	Optional
	7.7.46


* * * End of the change * * * *

